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This document may be copied and furnished to others, and derivative works that comment
on, or otherwise explain it or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any kind, provided that the above
copyright notice, this paragraph and the title of the Document as referenced below are
included on all such copies and derivative works. However, this document itself may not be
modified in any way, such as by removing the copyright notice or references to the IEEE-
ISTO and the Printer Working Group, a program of the IEEE-ISTO.

Title: IPP Job Extensions v1.1 (JOBEXT)

The IEEE-ISTO and the Printer Working Group DISCLAIM ANY AND ALL WARRANTIES,
WHETHER EXPRESS OR IMPLIED INCLUDING (WITHOUT LIMITATION) ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

The Printer Working Group, a program of the IEEE-ISTO, reserves the right to make
changes to the document without further notice. The document may be updated, replaced
or made obsolete by other documents at any time.

The IEEE-ISTO takes no position regarding the validity or scope of any intellectual property
or other rights that might be claimed to pertain to the implementation or use of the technology
described in this document or the extent to which any license under such rights might or
might not be available; neither does it represent that it has made any effort to identify any
such rights.

The IEEE-ISTO invites any interested party to bring to its attention any copyrights, patents,
or patent applications, or other proprietary rights which may cover technology that may be
required to implement the contents of this document. The IEEE-ISTO and its programs shall
not be responsible for identifying patents for which a license may be required by a document
and/or IEEE-ISTO Industry Group Standard or for conducting inquiries into the legal validity
or scope of those patents that are brought to its attention. Inquiries may be submitted to the
IEEE-ISTO by e-mail at: ieee-isto@ieee.org.

The Printer Working Group acknowledges that the IEEE-ISTO (acting itself or through its
designees) is, and shall at all times be the sole entity that may authorize the use of
certification marks, trademarks, or other special designations to indicate compliance with
these materials.

Use of this document is wholly voluntary. The existence of this document does not imply that
there are no other ways to produce, test, measure, purchase, market, or provide other goods
and services related to its scope.
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About the IEEE-ISTO

The IEEE-ISTO is a not-for-profit corporation offering industry groups an innovative and
flexible operational forum and support services. The IEEE-ISTO provides a forum not only
to develop standards, but also to facilitate activities that support the implementation and
acceptance of standards in the marketplace. The organization is affiliated with the IEEE
(http://www.ieee.org/) and the IEEE Standards Association (http://standards.ieee.org/).

For additional information regarding the IEEE-ISTO and its industry programs visit:

http://www.ieee-isto.org

About the IEEE-ISTO PWG

The Printer Working Group (or PWG) is a Program of the IEEE Industry Standards and
Technology Organization (ISTO) with member organizations including printer
manufacturers, print server developers, operating system providers, network operating
system providers, network connectivity vendors, and print management application
developers. The PWG is chartered to make printers and the applications and operating
systems supporting them work together better. All references to the PWG in this document
implicitly mean “The Printer Working Group, a Program of the IEEE ISTO.”

To meet this objective, the PWG documents the results of their work as open standards that
define print related protocols, interfaces, procedures, and conventions. A PWG standard is
a stable, well understood, and technically competent specification that is widely used with
multiple independent and interoperable implementations. Printer manufacturers and
vendors of printer related software benefit from the interoperability provided by voluntary
conformance to these standards.

For additional information regarding the Printer Working Group visit:
http://www.pwg.org
Contact information:

The Printer Working Group

c/o The IEEE Industry Standards and Technology Organization
445 Hoes Lane

Piscataway, NJ 08854

USA
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1. Introduction

This specification defines IPP attributes and values for fine-grained fidelity, Document
processing, and status reporting for issues encountered during processing.

This specification obsoletes portions of the previous version of this specification
[PWG5100.7-2003]. A list of changes can be found in section 14.

1.1 Document Natural Language and Character Set

Certain Document formats are ambiguous about the natural language and character set
used in a file. The Internet Printing Protocol/1.1 [STD92] defines the "document-natural-
language" operation attribute to specify the natural language in Document Creation
operations, but does not provide a way to specify the character set. In addition, there is no
way for a Client to discover which languages and character sets are supported by a Printer
for a given Document format. This specification defines attributes for specifying and
discovering supported languages and character sets.

1.2 Attribute Fidelity

The Internet Printing Protocol/1.1 [STD92] defines the “ipp-attribute-fidelity" operation
attribute to enforce the fidelity of all attributes in the Job Creation request. This specification
defines an operation attribute to enforce the fidelity of a subset of attributes in the Job
Creation request.

1.3 Rendering Optimizations

Most Printers are able to optimize output for different kinds of Document data, for example
using a higher resolution for black text and lines, however the Internet Printing Protocol/1.1
[STD92] only defines the "print-quality" and "printer-resolution” Job Template attributes that
specify the overall quality and resolution of the output. This specification defines an attribute
with corresponding values for specifying the type of optimizations to perform.

1.4 Printing on a Specific Output Device
The Internet Printing Protocol/1.1 [STD92] defines the "output-device-assigned" Job Status

attribute but does not define corresponding Job Template or Printer Description attributes
for specifying which Output Device to use for a Job.

1.5 Results of Job/Document Processing

The Internet Printing Protocol/1.1 [STD92] defines some Job Status attributes and values
but none of them provide information about processing issues that do not prevent a Job or
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Document from being printed. This specification defines attributes and values for discovering
those processing issues.

1.6 Obsolete Attributes and Values

The original version of this specification [PWG5100.7-2003] defines several attributes and
values that have proven problematic from an interoperability and privacy standpoint. This
specification obsoletes these attributes and values.

2. Terminology

2.1 Conformance Terminology

Capitalized terms, such as MUST, MUST NOT, RECOMMENDED, REQUIRED, SHOULD,
SHOULD NOT, MAY, and OPTIONAL, have special meaning relating to conformance as
defined in Key words for use in RFCs to Indicate Requirement Levels [BCP14]. The term
CONDITIONALLY REQUIRED is additionally defined for a conformance requirement that
applies when a specified condition is true.

2.2 Printing Terminology

Normative definitions and semantics of printing terms are imported from the Internet Printing
Protocol/1.1 [STD92].

Document. An object created and managed by a Printer that contains the description,
processing, and status information. A Document object may have attached data and is
bound to a single Job.

Job: An object created and managed by a Printer that contains description, processing, and
status information. The Job also contains zero or more Document objects.

Logical Device: a print server, software service, or gateway that processes jobs and either
forwards or stores the processed job or uses one or more Physical Devices to render output.

Output Device: a single Logical or Physical Device

Physical Device: a hardware implementation of a endpoint device, e.g., a marking engine, a
fax modem, etc.

2.3 Protocol Role Terminology

This document also defines the following protocol roles to specify unambiguous
conformance requirements:

Page 7 of 29 Copyright © 2003-2018 The Printer Working Group. All rights reserved.
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Client: Initiator of outgoing connections and sender of outgoing operation requests
(Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] User Agent).

Printer: Listener for incoming connections and receiver of incoming operation requests
(Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] Server) that represents one or more
Physical Devices or a Logical Device.

2.4 Other Terminology

Document Creation Operation: operations that accept Document Content. Specifically:
Print-dob, Print-URI, Send-Document and Send-URI. Note: Print-Job and Print-URI are
both Job Creation and Document Creation operations.

Finished Document:. the result that the Printer produces on Sheets after the operations of
printing, folding, cutting, finishing, etc. are completed.

Job Attribute: an Operation attribute or a Job Template attribute that applies to the Job
(object) as a whole. For example, “job-name” is an Operation attribute and “job-priority” is
a Job Template attribute.

Job Creation Operation: operations that create Job objects, specifically: Print-Job, Print-URI,
and Create-Job as defined in [rfc2911].

Operation Attribute: an attribute supplied by a client in the Operation Attribute group of a
request in order to affect the behavior of the operation or an attribute returned by the Printer
in the Operation Attributes group in an operation response in order to report the results of
the operation. For some Operation attributes, the Printer copies the values supplied by the
client to corresponding Job Description attributes.

Page: The term "Page" used throughout this document is a synonym for PDL page.

PDL Page: A"PDL Page" is a page according to the definition of pages in the language used
to express the document data. Note: If the PDL contains multiple original source pages
that have been placed on a single page by the client application, then the PDL page count
is one. On the other hand, if the client requests that multiple PDL Pages are placed on a
single side of media, by supplying “number-up” with a value greater than 1, then the PDL
page count will be more than one. [rfc2911] uses the term “print stream page” for PDL Page.

Sheet. A Sheet is the unit of media that a printer puts marks on. It is the most basic unit of
output from a printer. A printer may mark on one side or on both sides of a sheet.

2.5 Acronyms and Organizations

IANA: Internet Assigned Numbers Authority, http://www.iana.org/

IETF: Internet Engineering Task Force, http://www.ietf.org/
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269
270

271

272

273
274
275
276

277
278
279
280
281
282
283

284
285

286
287
288

289

290
291
292

293

294
295
296

297

298
299

Working Draft — IPP Job Extensions v1.1 October 23, 2018

ISO: International Organization for Standardization, http://www.iso.org/

PWG: Printer Working Group, http://www.pwqg.org/

3. Requirements

3.1 Rationale

The Internet Printing Protocol/1.1 [STD92] defines many attributes and values for specifying
how Jobs and Documents are processed by a Printer. Given the need for specifying
Document processing options and retrieving processing status information, this specification
should:

1. Define attributes and values that specify the Document character set and
rendering optimizations;

2. Define an attribute for doing selective fidelity enforcement;

3. Define a media size for automatically printing Documents on the correct size;
and

4. Define attributes and values that allow a Client to discover the results of
Document processing.

3.2 Use Cases
3.2.1 Print a Plain Text File

Jane has a plain text file report using a character set other than UTF-8 that she would like
to print. She submits the file for printing using her Client software, which allows her to specify
the exact character set used for the report.

3.2.2 Print a Document Using a Matching Size

John is viewing a document in a web browser and decides to print it. He submits the file for
printing from the browser which specifies the output should be formatted for US Letter or
ISO A4 media, as available on the printer.

3.2.3 Force a Document to Print on a Specific Media Size

Elizabeth has a contract that must be printed on US Legal media. She uses her Client
software to submit the print job, specifying that US Legal size must be used with no
substitutions.

3.2.4 Print a Presentation with Best Quality

Bob wants to print a presentation. He submits the presentation for printing using his Client
software, specifying that the output should be optimized for text and graphics.
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3.2.5 Print Using a Specific Output Device

Sally needs to print a poster on a specific output device. She uses her Client software to
select the large format printer associated with the local print service and submit the poster
for printing.

3.2.6 Monitor Whether Jobs are Printed Correctly

Mary is the administrator for the office printers and wants to know whether users are having
difficulty printing their documents. She uses Client software to query the history of jobs on
each printer, including any errors or warnings that were encountered during processing.

3.3 Exceptions
3.3.1 Too Many Jobs on a Printer

Jane has several documents to print for a meeting. While submitting the documents for
printing from her Client software, the printer responds that there are too many queued jobs.

3.3.2 Too Many Documents in a Job

Bob is submitting multiple documents in a single job. While submitting the documents from
his Client software, the printer responds that there are too many documents in the job.

3.4 Out of Scope

The following are considered out of scope for this specification:

1. Definition of new file formats; and
2. Definition of new protocol bindings.

3.5 Design Requirements
The design requirements for this specification are:

Define attributes for supported languages and character sets in Document data;
Define attributes and values to describe the kind of processing optimizations that
should be performed on Document data;

Define an attribute to specify fidelity requirements;

Define attributes to select an Output Device for printing;

Define attributes and values to report processing errors and warnings; and
Define sections to register all attributes, values, and operations with IANA.

N —

o0k w
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4. New Attributes

4.1 Operation Attributes
4.1.1 job-mandatory-attributes (1setOf keyword)

This attribute identifies which Job Template attributes the Printer MUST support in the Job
Creation request in order to accept the Job. The values are the names of Job Template
attributes, for example, ‘job-hold-until’, ‘copies’, and ‘media’. In order to identify a member
attribute of a collection attribute, the keyword names of both the collection attribute and the
member attribute are given separated by a period (.) character. For example, to make the
“‘media” attribute of the “cover-front” collection attribute mandatory, supply the keyword value
‘cover-front.media’.

Note: As with "ipp-attribute-fidelity", the “job-mandatory-attributes” attribute does not
determine whether the Printer overrides the PDL with the identified Job Template attributes,
as that functionality is defined by the "pdl-override-supported" Printer Description attribute
[STD92].

4.2 Document and Job Status Attributes
4.2.1 errors-count (integer(0:MAX))

This attribute reports the number of errors encountered processing the Job as a whole. An
error is reported when some portion of the printed output is not present, such as a glyph
encountered which isn't in a Printer's font or an image in a page was in a format that the
Printer didn't support, though the Printer did support the overall Document format.

4.2.2 print-content-optimize-actual (1setOf type2 keyword)

This attribute reports the “print-content-optimize® value(s) that the Printer actually used to
produce the Job.

4.2.3 warnings-count (integer(0:MAX))

This attribute reports the number of warnings encountered processing the Job as a whole.
A warning is reported when no information is lost but the appearance of the printed output
might not be as expected.

4.3 Document and Job Template Attributes
4.3.1 output-device (name(127))

This attribute requests a named Output Device for a Printer that fans-out to multiple devices.
If omitted, the Printer selects the best Output Device for the Job in an implementation
dependent manner.
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4.3.2 print-content-optimize (type2 keyword)

This attribute specifies the type of content optimization to perform on the Document data.
Keyword values specify the type of content to optimize, including:

'graphics': Graphs and line drawings.
'‘photo': Photographs.
'text: Text.

'text-and-graphics': Text and graphics.

4.4 Printer Description Attributes
4.4.1 document-charset-default (charset)

This attribute specifies the default charset that the Printer will assume for charset-ambiguous
Document formats when the Client omits the “document-charset” operation attribute
[PWG5100.5]. Printers that support the "document-charset" operation attribute MUST
support this attribute.

4.4.2 document-charset-supported (1setOf charset)

This attribute lists the charsets that the Printer supports for charset-ambiguous Document
formats. Printers that support the "document-charset" operation attribute [PWG5100.5]
MUST support this attribute.

4.4.3 document-natural-language-default (naturalLanguage)

This attribute specifies the default natural language that the Printer will assume for
Document data when the Client omits the “document-natural-language” operation attribute
[STD92]. Printers that support the "document-natural-language" attribute MUST support this
attribute.

4.4.4 document-natural-language-supported (1setOf naturalLanguage)

This attribute lists the natural languages supported for Printer-supported Document formats.
Printers that support the "document-natural-language" attribute MUST support this attribute.

4.4.5 job-mandatory-attributes-supported (boolean)
This attribute specifies whether the "job-mandatory-attributes" operation attribute (section

4.1.1) is supported. Printers that support the "job-mandatory-attributes" operation attribute
SHOULD support this attribute.
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4.4.6 output-device-supported (1setOf name(127))

This attribute lists the supported “output-device” values. Printers MUST support this attribute
if the "output-device" Job Template attribute (section 4.3.1) is supported.

4.4.7 print-content-optimize-default (type2 keyword)

This attribute specifies the default “print-content-optimize” (section 4.3.2) value. Printers that
support the "print-content-optimize" attribute MUST support this attribute.

4.4.8 print-content-optimize-supported (1setOf type2 keyword)

This attribute lists the supported “print-content-optimize” (section 4.3.2) values. Printers that
support the "print-content-optimize" attribute MUST support this attribute.

5. New Values for Existing Attributes

5.1 job-state-reasons (1setOf type2 keyword)

This specification adds the following new keyword values for the "job-state-reasons" Job
Status attribute [STD92]:

'digital-signature-did-not-verify': One or more documents in the Job contains a
digital signature that could not be verified by the Printer.

‘errors-detected' : The Printer has detected one or more errors during processing of
the Job.

'‘warnings-detected' : The Printer has detected one or more warnings during
processing of the Job.

5.2 media (type2 keyword | name(MAX))

This specification adds the following new keyword value for the "media" Job Template
attribute [STD92]:

'choice_iso_a4 210x297mm_na_letter_8.5x11in": Print using US Letter or ISO A4
media (whichever is available).

Note: The semantics of the 'choice' prefix are documented in the PWG Media Standardized
Names v2.0 (MSN2) specification [PWG5101.1].
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6. New Status Codes

This section defines additional status code values.

6.1 server-error-too-many-jobs (0x050B)

The Client has attempted to create a Job using any of the Job Creation operations which
would exceed the capacity of the Printer. The Client can retry the unmodified request.

6.2 server-error-too-many-documents (0x050C)

The Client has attempted to create a Document using any of the Document Creation
operations which would exceed the capacity of the Printer for this Job. The Client can retry
the unmodified request.

7. Obsolete Attributes

7.1 Obsolete Operation Attributes

The following operation attributes from the previous version of this specification
[PWG5100.7-2003] are now obsolete:

"document-digital-signature" (type2 keyword): This attribute only identifies the type
of signature that is present in the Document data, but that information can be
determined by examining the Document data.

"document-format-details" (1setOf collection): The member attributes and values
cause serious interoperability and privacy issues.

"document-format-version" (text(127)): Free form text values cause serious
interoperability issues when used as identifiers for processing data.

7.2 Obsolete Job Status Attributes

The following Job Status attributes from the previous version of this specification
[PWG5100.7-2003] are now obsolete:

"compression-supplied" (type2 keyword): Data compression is used over the HTTP
transport during the submission of Document data. Auditing of Printer bandwidth
usage requires additional information such as the size of the IPP request and
attached compressed document data.

"document-charset-supplied" (charset): This attribute has been superseded by the
"document-charset" Document Status attribute.
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446 "document-digital-signature-supplied" (type2 keyword): The corresponding Job
447 Template attribute is obsolete.

448 "document-format-details-supplied" (1setOf collection): The corresponding Job
449 Template attribute is obsolete.

450 "document-format-supplied" (mimeMediaType): This attribute has been superseded
451 by the "document-format" Document Status attribute [PWG5100.5].

452 "document-format-version-supplied" (text(127)): The corresponding Job Template
453 attribute is obsolete.

454 "document-message-supplied" (text(MAX)): This attribute has been superseded by
455 the "document-message" Document Status attribute [PWG5100.5].

456 "document-name-supplied" (name(MAX)) : This attribute has been superseded by
457 the "document-name" Document Status attribute [PWG5100.5].

458 "document-natural-language-supplied" (naturalLanguage): This attribute has been
459 superseded by the "document-natural-language" Document Status attribute

460 [PWG5100.5].

461 "ipp-attribute-fidelity" (boolean): This attribute is only used at time of Job creation.
462 The "xxx-actual" Job Status attributes provide a receipt of attributes and values that
463 were used when processing a Job and thus provide the necessary auditing

464 information.

465 "job-copies-actual" (integer(1:MAX)): The corresponding Job Template attribute is
466 obsolete.

467 "job-cover-back-actual" (collection): The corresponding Job Template attribute is
468 obsolete.

469 "job-cover-front-actual" (collection): The corresponding Job Template attribute is
470 obsolete.

471 "job-finishings-actual" (1setOf type2 enum): The corresponding Job Template

472 attribute is obsolete.

473 "job-finishings-col-actual" (1setOf collection): The corresponding Job Template
474 attribute is obsolete.

475 "job-mandatory-attributes" (1setOf keyword): This attribute is only used at time of
476 Job creation. The "xxx-actual" Job Status attributes provide a receipt of attributes
477 and values that were used when processing a Job and thus provide the necessary
478 auditing information.
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"output-device-actual" (1setOf name(127)): This attribute is redundant with the
"output-device-assigned" attribute [STD92].

7.3 Obsolete Job Template Attributes

The following Job Templates attributes from the previous version of this specification
[PWG5100.7-2003] are now obsolete:

"job-copies" (integer(1:MAX)): This attribute has poor interoperability with the
"copies" Job Template attribute [STD92].

"job-cover-back" (collection): This attribute has poor interoperability with the "cover-
back" Job Template attribute [PWG5100.3].

"job-cover-front" (collection): This attribute has poor interoperability with the "cover-
front" Job Template attribute [PWG5100.3].

"job-finishings" (1setOf type2 enum): This attribute has poor interoperability with the
"finishings" Job Template attribute [STD92].

"job-finishings-col" (1setOf collection): This attribute has poor interoperability with
the "finishings-col" Job Template attribute [PWG5100.3].

7.4 Obsolete Printer Description Attributes

The following Printer Description attributes from the previous version of this specification
[PWG5100.7-2003] are now obsolete:

"document-digital-signature-default" (type2 keyword): The corresponding Job
Template attribute is obsolete.

"document-digital-signature-supported" (1setOf type2 keyword): The corresponding
Job Template attribute is obsolete.

"document-format-details-default" (collection): The corresponding operation attribute
is obsolete.

"document-format-details-supported" (1setOf keyword): The corresponding
operation attribute is obsolete.

"document-format-version-default" (text(127)): The corresponding operation
attribute is obsolete.

"document-format-version-supported" (1setOf text(127)): The corresponding
operation attribute is obsolete.
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509 "job-copies-default" (integer(1:MAX)): The corresponding Job Template attribute is
510 obsolete.

511 "job-copies-supported" (rangeOflnteger(1:MAX)): The corresponding Job Template
512 attribute is obsolete.

513 "job-cover-back-default" (collection): The corresponding Job Template attribute is
514 obsolete.

515 "job-cover-back-supported” (1setOf keyword): The corresponding Job Template
516 attribute is obsolete.

517 "job-cover-front-default" (collection): The corresponding Job Template attribute is
518 obsolete.

519 "job-cover-front-supported” (1setOf keyword): The corresponding Job Template
520 attribute is obsolete.

521 "job-finishings-default" (1setOf type2 enum): The corresponding Job Template
522 attribute is obsolete.

523 "job-finishings-ready" (1setOf type2 enum): The corresponding Job Template

524 attribute is obsolete.

525 "job-finishings-supported" (1setOf type2 enum): The corresponding Job Template
526 attribute is obsolete.

527 "job-finishings-col-default" (1setOf collection): The corresponding Job Template
528 attribute is obsolete.

529 "job-finishings-col-ready" (1setOf collection): The corresponding Job Template
530 attribute is obsolete.

531 "job-finishings-col-supported” (1setOf keyword): The corresponding Job Template
532 attribute is obsolete.

533 8. Obsolete Values

534 8.1 Obsolete "job-state-reasons” Values

535 The following keyword values from the previous version of this specification [PWG5100.7-
536 2003] are now obsolete:

537 'digital-signature-type-not-supported’: This value is obsolete because the
538 corresponding "document-digital-signature" Job Template attribute is obsolete.
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'job-digital-signature-wait': This value is obsolete because the corresponding
"document-digital-signature" Job Template attribute is obsolete.

9. Additional Semantics for Existing Operations

9.1 Create-Job, Print-Job, Print-URI, Validate-Job: job-mandatory-
attributes

This specification extends the Create-Job, Print-dob, Print-URI, and Validate-Job operations
to support the "job-mandatory-attributes" operation attribute (section 4.1.1) in the request
sent by the Client, which specifies a list of Job Template attributes that MUST be supported
by the Printer for the request to be accepted.

If the "job-mandatory-attributes" operation attribute is supported, the Client MAY supply and
the Printer MUST accept the “job-mandatory-attributes” operation attribute in any Job
Creation or Validate-Job request.

The Printer MUST reject the Job Creation request if the Client supplies an unsupported Job
Template attribute or value in the request that is included in this list of "job-mandatory-
attributes" values.

If the Client supplies both the “job-mandatory-attributes” and "ipp-attribute-fidelity” operation
attributes, the Printer MUST ignore the “job-mandatory-attributes” attribute.

9.2 Create-Job, Print-Job, Print-URI: server-error-too-many-jobs Status
Code

This specification extends the Job Creation operations to return the 'server-error-too-many-
jobs' status code value when the Printer is currently unable to create a new Job object.

9.3 Print-Job, Print-URI, Send-Document, Send-URI: server-error-too-
many-documents Status Code

This specification extends the Document Creation operations to return the 'server-error-too-
many-documents' status code value when the Printer is currently unable to create a new
Document object.

10. Conformance Requirements

10.1 Printer Conformance Requirements

In order for a Printer to claim conformance to this specification, a Printer MUST support:
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1. The Job Status attributes defined in section 4.2 that correspond to any
supported Job Template attributes defined in section 4.3;

2. The Document Status attributes defined in section 4.2 that correspond to any
supported Document Template attributes defined in section 4.3;

3. The Printer Description attributes defined in section 4.4 that correspond to any
supported Document/Job Template attributes defined in section 4.3;

4. The additional values defined in section 5;

5. The internationalization considerations defined in section 11; and

6. The security considerations defined in section 12.

Printers that support the "job-mandatory-attributes" operation attribute (section 4.1.1) MUST
also support the additional semantics defined in section 9.1.

10.2 Client Conformance Requirements
In order for a Client to claim conformance to this specification, a Client MUST support:

1. The internationalization considerations defined in section 11; and
2. The security considerations defined in section 12.

11. Internationalization Considerations

For interoperability and basic support for multiple languages, conforming implementations
MUST support:

1. The Universal Character Set (UCS) Transformation Format -- 8 bit (UTF-8)
[STD63] encoding of Unicode [UNICODE] [ISO10646]; and

2. The Unicode Format for Network Interchange [RFC5198] which requires
transmission of well-formed UTF-8 strings and recommends transmission of
normalized UTF-8 strings in Normalization Form C (NFC) [UAX15].

Unicode NFC is defined as the result of performing Canonical Decomposition (into base
characters and combining marks) followed by Canonical Composition (into canonical
composed characters wherever Unicode has assigned them).

WARNING - Performing normalization on UTF-8 strings received from Clients and
subsequently storing the results (e.g., in Job objects) could cause false negatives in Client
searches and failed access (e.g., to Printers with percent-encoded UTF-8 URIs now
'hidden’").

Implementations of this specification SHOULD conform to the following standards on
processing of human-readable Unicode text strings, see:

Unicode Bidirectional Algorithm [UAX9] — left-to-right, right-to-left, and vertical

Unicode Line Breaking Algorithm [UAX14] — character classes and wrapping
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Unicode Normalization Forms [UAX15] — especially NFC for [RFC5198]
Unicode Text Segmentation [UAX29] — grapheme clusters, words, sentences
Unicode Identifier and Pattern Syntax [UAX31] — identifier use and normalization
Unicode Collation Algorithm [UTS10] — sorting

Unicode Locale Data Markup Language [UTS35] — locale databases

Implementations of this specification are advised to also review the following informational
documents on processing of human-readable Unicode text strings:

Unicode Character Encoding Model [UTR17] — multi-layer character model
Unicode Character Property Model [UTR23] — character properties

Unicode Conformance Model [UTR33] — Unicode conformance basis

12. Security Considerations

The IPP extensions defined in this document require the same security considerations as
defined in the Internet Printing Protocol/1.1 [STD92].

Implementations of this specification SHOULD conform to the following standard on
processing of human-readable Unicode text strings, see:

Unicode Security Mechanisms [UTS39] — detecting and avoiding security attacks

Implementations of this specification are advised to also review the following informational
document on processing of human-readable Unicode text strings:

Unicode Security FAQ [UNISECFAQ] — common Unicode security issues

13. IANA Considerations

13.1 Attribute Registrations

The attributes defined in this specification will be published by IANA according to the
procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

http://www.iana.org/assignments/ipp-registrations

The registry entries will contain the following information:

Document Status attributes: Reference
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compression-supplied (obsolete) (type2 keyword) [PWG5100.
document-charset-supplied (obsolete) (charset) [PWG5100.
document-digital-signature-supplied (obsolete) (type2 keyword)
[PWG5100.
document-format-details-supplied (obsolete) (1lsetOf collection)
[PWG5100.
document-format-supplied (obsolete) (mimeMediaType) [PWG5100.
document-format-version-supplied (obsolete) (text(127)) [PWG5100.
document-message-supplied (obsolete) (text (MAX)) [PWG5100.
document-name-supplied (obsolete) (name (MAX)) [PWG5100.
document-natural-language-supplied (obsolete) (naturallanguage)
[PWG5100.
errors-count (integer (0:MAX)) [PWG5100.
output-device-actual (obsolete) (lsetOf name(127)) [PWG5100.
print-content-optimize-actual (lsetOf type2 keyword) [PWG5100.
warnings-count (integer (0:MAX)) [PWG5100.
Document Template attributes: Reference
output-device (name (127)) [PWG5100.
print-content-optimize (type2 keyword) [PWG5100.
Job Status attributes: Reference
compression-supplied(obsolete) (type2 keyword) [PWG5100.
document-charset-supplied (obsolete) (charset) [PWG5100.
document-digital-signature-supplied(obsolete) (type2 keyword)
[PWG5100
document-format-details-supplied (obsolete) (1lsetOf collection)
[PWG5100.
document-format-supplied (obsolete) (mimeMediaType) [PWG5100.
document-format-version-supplied (obsolete) (text(127)) [PWG5100.
document-message-supplied (obsolete) (text (MAX)) [PWG5100.
document-name-supplied (obsolete) (name (MAX)) [PWG5100.
document-natural-language-supplied (obsolete) (naturallanguage)
[PWG5100.
errors-count (integer (0:MAX)) [PWG5100.
ipp-attribute-fidelity (obsolete) (boolean) [PWG5100.
job-copies-actual (obsolete) (integer (1:MAX)) [PWG5100.
job-cover-back-actual (obsolete) (collection) [PWG5100.
job-cover-front-actual (obsolete) (collection) [PWG5100.
job-finishings-actual (obsolete) (1lsetOf type2 enum) [PWG5100.
job-finishings-col-actual (obsolete) (lsetOf collection) [PWG5100.
job-mandatory-attributes (obsolete) (1lsetOf keyword) [PWG5100.
output-device-actual (obsolete) (lsetOf name(127)) [PWG5100.
print-content-optimize-actual (lsetOf type2 keyword) [PWG5100.
warnings-count (integer (0:MAX)) [PWG5100.
Job Template attributes: Reference
job-copies (obsolete) (integer (1:MAX)) [PWG5100.
job-cover-back (obsolete) (collection) [PWG5100.
job-cover-front (obsolete) (collection) [PWG5100.
job-finishings (obsolete) (1lsetOf type2 enum) [PWG5100.
job-finishigns-col (obsolete) (1lsetOf collection) [PWG5100.
output-device (name (127)) [PWG5100.

~N dJ 9

~N 0093

7]
7]

7]
7]

.71

~N 099

B N N N B N N N BN N
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685 print-content-optimize (type2 keyword) [PWG5100.7]
686

687 Operation attributes: Reference
688 0 e e
689 document-digital-signature (obsolete) (type2 keyword) [PWG5100.7]
690 document-format-details (obsolete) (1lsetOf collection) [PWG5100.7]
691 document-format-version (obsolete) (text(127)) [PWG5100.7]
692 job-mandatory-attributes (1lsetOf keyword) [PWG5100.7]
693

694 Printer Description attributes: Reference
695 0 e . e
696 document-charset-default (charset) [PWG5100.7]
697 document-charset-supported (lsetOf charset) [PWG5100.7]
698 document-digital-signature-default (obsolete) (type2 keyword)

699 [PWG5100.7]
700 document-digital-signature-supported (obsolete) (lsetOf type2 keyword)
701 [PWG5100.7]
702 document-format-details-default (obsolete) (collection) [PWG5100.7]
703 document-format-details-supported (obsolete) (1lsetOf keyword)

704 [PWG5100.7]
705 document-format-version-default (obsolete) (text(127)) [PWG5100.7]
706 document-format-version-supported (obsolete) (1lsetOf text (127))

707 [PWG5100.7]
708 document-natural-language-default (naturallanguage) [PWG5100.7]
709 document-natural-language-supported (lsetOf naturallanguage)

710 [PWG5100.7]
711 job-copies-default (obsolete) (integer (1:MAX)) [PWG5100.7]
712 job-copies-supported (obsolete) (rangeOfInteger (1:MAX)) [PWG5100.7]
713 job-cover-back-default (obsolete) (collection) [PWG5100.7]
714 job-cover-back-supported (obsolete) (1lsetOf keyword) [PWG5100.7]
715 job-cover-front-default (obsolete) (collection) [PWG5100.7]
716 job-cover-front-supported (obsolete) (1lsetOf keyword) [PWG5100.7]
717 job-finishings-col-default (obsolete) (lsetOf collection) [PWG5100.7]
718 job-finishings-col-ready (obsolete) (1lsetOf collection) [PWG5100.7]
719 job-finishings-col-supported (obsolete) (lsetOf keyword) [PWG5100.7]
720 job-finishings-default (obsolete) (1lsetOf type2 enum) [PWG5100.7]
721 job-finishings-ready (obsolete) (lsetOf type2 enum) [PWG5100.7]
722 job-finishings-supported (obsolete) (1lsetOf type2 enum) [PWG5100.7]
723 output-device-supported (lsetOf name(127)) [PWG5100.7]
724 print-content-optimize-default (type2 keyword) [PWG5100.7]
725 print-content-optimize-supported (lsetOf type2 keyword) [PWG5100.7]

726 13.2 Attribute Value Registrations

727  The keyword values defined in this specification will be published by IANA according to the
728  procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

729 http://www.iana.org/assignments/ipp-registrations

730  The registry entries will contain the following information:

731 Attributes (attribute syntax)
732 Keyword Attribute Value Reference
733 e
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734 job-state-reasons (lsetOf type2 keyword) [REC8011]
735 digital-signature-did-not-verify [PWG5100.7]
736 digital-signature-type-not-supported (obsolete) [PWG5100.7]
737 errors-detected [PWG5100.7]
738 job-digital-signature-wait (obsolete) [PWG5100.7]
739 warnings-detected [PWG5100.7]
740

741 media (type2 keyword | name (MAX)) [RFC8011]
742 choice iso a4 210x297mm na letter 8.5x1lin [PWG5100.7]
743

744 print-content-optimize (type2 keyword) [PWG5100.7]
745 graphics [PWG5100.7]
746 photo [PWG5100.7]
747 text [PWG5100.7]
748 text-and-graphics [PWG5100.7]
749 print-content-optimize-actual (lsetOf type2 keyword) [PWG5100.7]
750 <Any "print-content-optimize" wvalue> [PWG5100.7]
751 print-content-optimize-default (type2 keyword) [PWG5100.7]
752 <Any "print-content-optimize" wvalue> [PWG5100.7]
753 print-content-optimize-supported (lsetOf type2 keyword) [PWG5100.7]
754 <Any "print-content-optimize" wvalue> [PWG5100.7]
755

Page 23 of 29 Copyright © 2003-2018 The Printer Working Group. All rights reserved.



756

757
758

759

760

761
762
763
764
765
766
767
768

769

770
771

772

773

774
775
776
777
778

779

Working Draft — IPP Job Extensions v1.1

October 23, 2018

13.3 Operation Registrations

The operations defined in this specification will be published by IANA according to the
procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

http://www.iana.org/assignments/ipp-registrations

The registry entries will contain the following information:

Operation Name
Create-Job (Extension)
Print-Job (Extension)
Print-URI (Extension)
Send-Document (Extension)
Send-URI (Extension)
Validate-Job (Extension)

13.4 Status Code Registrations

Reference
PWG5100.
PWG5100.
PWG5100.
PWG5100.
PWG5100.
PWG5100.

— o/ o

The status codes defined in this specification will be published by IANA according to the
procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

http://www.iana.org/assignments/ipp-registrations

The registry entries will contain the following information:

Value Status Code Name

0x0500:0x05FF - Server Error:
0x050B server-error-too-many-jobs
0x050C server-error-too-many-documents

Reference

[PWG5100.
[PWG5100.

7]
7]
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14. Overview of Changes

14.1 IPP Job Extensions v1.1

The following changes were made to the previous version of this specification [PWG5100.7-
2003]:

e A rationale section was added, including use cases, exceptions, and requirements;

e References now point to the current versions of dependent documents and
specifications at the time of publication;

e Read-only attributes are now defined and registered as status attributes;

e A RECOMMENDED "job-mandatory-attributes-supported" Printer Description
attribute has been added;

e The "document-charset" operation attribute and corresponding operation semantics
are now defined in PWG 5100.5: IPP Document Object v1.1;

e The "document-digital-signature" operation attribute and corresponding Document
Status, Job Status, and Printer Description attributes have been made obsolete;

e The "document-format-details" operation attribute and corresponding Document
Status, Job Status, and Printer Description attributes have been made obsolete;

e The "document-format-version" operation attribute and corresponding Document
Status, Job Status, and Printer Description attributes have been made obsolete;

e The "job-copies" Job Template attribute and corresponding Job Status and Printer
Description attributes have been made obsolete;

e The "job-cover-back" Job Template attribute and corresponding Job Status and
Printer Description attributes have been made obsolete;

e The "job-cover-front" Job Template attribute and corresponding Job Status and
Printer Description attributes have been made obsolete;

e The "job-finishings" Job Template attribute and corresponding Job Status and Printer
Description attributes have been made obsolete;

e The "job-finishings-col" Job Template attribute and corresponding Job Status and
Printer Description attributes have been made obsolete; and

e The 'digital-signature-type-not-supported’ and 'job-digital-signature-wait' values for
the "job-state-reasons" attribute have been made obsolete.
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