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This document may be copied and furnished to others, and derivative works that comment
on, or otherwise explain it or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any kind, provided that the above
copyright notice, this paragraph and the title of the document as referenced below are
included on all such copies and derivative works. However, this document itself may not be
modified in any way, such as by removing the copyright notice or references to the IEEE-
ISTO and the Printer Working Group, a program of the IEEE-ISTO.

Title: IPP Document Object v1.1 (DOCOBJECT)

The IEEE-ISTO and the Printer Working Group DISCLAIM ANY AND ALL WARRANTIES,
WHETHER EXPRESS OR IMPLIED INCLUDING (WITHOUT LIMITATION) ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

The Printer Working Group, a program of the IEEE-ISTO, reserves the right to make
changes to the document without further notice. The document may be updated, replaced
or made obsolete by other documents at any time.

The IEEE-ISTO takes no position regarding the validity or scope of any intellectual property
or other rights that might be claimed to pertain to the implementation or use of the technology
described in this document or the extent to which any license under such rights might or
might not be available; neither does it represent that it has made any effort to identify any
such rights.

The IEEE-ISTO invites any interested party to bring to its attention any copyrights, patents,
or patent applications, or other proprietary rights which may cover technology that may be
required to implement the contents of this document. The IEEE-ISTO and its programs shall
not be responsible for identifying patents for which a license may be required by a document
and/or IEEE-ISTO Industry Group Standard or for conducting inquiries into the legal validity
or scope of those patents that are brought to its attention. Inquiries may be submitted to the
IEEE-ISTO by e-mail at: ieee-isto@ieee.org.

The Printer Working Group acknowledges that the IEEE-ISTO (acting itself or through its
designees) is, and shall at all times be the sole entity that may authorize the use of
certification marks, trademarks, or other special designations to indicate compliance with
these materials.

Use of this document is wholly voluntary. The existence of this document does not imply that
there are no other ways to produce, test, measure, purchase, market, or provide other goods
and services related to its scope.
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To meet this objective, the PWG documents the results of their work as open standards that
define print related protocols, interfaces, procedures, and conventions. A PWG standard is
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multiple independent and interoperable implementations. Printer manufacturers and
vendors of printer related software benefit from the interoperability provided by voluntary
conformance to these standards.
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1. Introduction

This specification extends the Internet Printing Protocol/1.1 [STD92] by defining the IPP
Document object and its associated attributes, values, group, and operations. The IPP Job
object is extended to contain zero or more addressable Document objects representing the
Documents submitted for and operated on by the Job.

(Deleted: documents

This specification obsoletes portions of the previous version of this specification
[PWG5100.5-2003]. A list of changes can be found in section 15.

2. Terminology

2.1 Conformance Terminology

Capitalized terms, such as MUST, MUST NOT, RECOMMENDED, REQUIRED, SHOULD,
SHOULD NOT, MAY, and OPTIONAL, have special meaning relating to conformance as
defined in Key words for use in RFCs to Indicate Requirement Levels [BCP14]. The term
CONDITIONALLY REQUIRED is additionally defined for a conformance requirement that
applies when a specified condition is true.

2.2 Printing Terminology
Normative definitions and semantics of printing terms are imported from the Internet Printing
Protocol/1.1 [STD92].

Document. An object created and managed by a Printer that contains description,
processing, and status information. A Document object may have attached data and is
bound to a single Job.

Job: An object created and managed by a Printer that contains description, processing, and
status information. The Job also contains zero or more Document objects.

Logical Device: a print server, software service, or gateway that processes jobs and either
forwards or stores the processed job or uses one or more Physical Devices to render output.

Output Device: a single Logical or Physical Device

Physical Device: a hardware implementation of an endpoint device, e.g., a marking engine,
a fax modem, etc.

Page 7 of 46 Copyright © 2004-2018 The Printer Working Group. All rights reserved.
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2.3 Protocol Role Terminology

This specification also defines the following protocol roles to specify unambiguous

(Deleted: document

conformance requirements:

Client. Initiator of outgoing connections and sender of outgoing operation requests
(Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] User Agent).

Printer: Listener for incoming connections and receiver of incoming operation requests
(Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] Server) that represents one or more
Physical Devices or a Logical Device.

2.4 Other Terminology

Attribute Precedence: The rules which dictate which attribute value takes precedence when
the same attribute is supplied at different points in the workflow with different values, such
as at both the Job Level and the Document Level.

Document Creation Operation: Operations that create Document objects including Print-Job,
Print-URI, Send-Document, and Send-URI as defined in the IPP/1.1 Model and Semantics
[STD92].

Document Level: Operation and Document Template attributes supplied in the Send-
Document and Send-URI operations are referred to as being supplied at the Document
Level. Attributes supplied in the Print-dob and Print-URI operations are considered as being
supplied at the Job Level only, not also at the Document Level, even though Print-Job and
Print-URI also create Document objects.

Document Template: An attribute that the Client supplies in a Send-Document or Send-URI
request in the Document attributes group, e.g., “media”.

Honor: A Printer is said to honor an attribute supplied by the Client if the Printer supports
the attribute and supplied value and conforms to the defined semantics.

Job Creation Operation: Operations that create Job objects including Create-Job, Print-Job,
and Print-URI as defined in the IPP/1.1 Model and Semantics [STD92].

Job Level: Operation and Job Template attributes supplied in Print-Job, Print-URI, and
Create-Job requests are referred to as being supplied at the Job Level.

2.5 Acronyms and Organizations

IANA: Internet Assigned Numbers Authority, http://www.iana.org/

Page 8 of 46 Copyright © 2004-2018 The Printer Working Group. All rights reserved.
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IETF: Internet Engineering Task Force, http://www.ietf.org/

ISO: International Organization for Standardization, http://www.iso.org/

PWG: Printer Working Group, http://www.pwg.org/

3. Requirements

3.1 Rationale

The Internet Printing Protocol/1.1 [STD92] defines the IPP Model and Semantics, including
abstract objects for a Printer that processes Jobs and the Jobs themselves which process
Documents. Given the need to directly address Documents in a Job, the IPP Document
Object v1.1 should:

1. Define an abstract IPP Document object and its attributes;
2. Define new IPP operations for the IPP Document object; and
3. Extend existing IPP operations as needed to support the IPP Document object.

3.2 Use Cases

3.2.1 Specify Per-Document Print Intent

Jane is printing a multi-volume report and would like the output printed together. She uses
an application on her computer to select each volume in the report and a shipping envelope.
She then initiates a print action, specifying the media and finishing processes for each
volume and the media for the shipping envelope. The printer processes all of the documents
as a single job, placing the hardcopy output in a mailbox together.

3.2.2 See a List of Documents in a Job
John has submitted a multi-document job to a printer but cannot remember if he included all

of the documents needed. He uses an application on his mobile device to query the list of
documents in the print job and display them on the screen.

3.2.3 Cancel a Single Document

Bob has submitted a multi-document job to a printer but realizes there was a typographical
error in one of the documents that has not yet printed. He uses an application on his
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computer to view the list of jobs on the printer, views the list of documents in the job he
submitted, and initiates a cancel action for the document containing the error.

3.3 Exceptions

There are no exceptions defined for this specification.

3.4 Out of Scope

The following are considered out of scope for this specification:

1. Definition of copy or page level semantics; and
2. Definition of per-page or per-copy overrides.

3.5 Design Requirements

The design requirements for this specification are:

Define an abstract IPP Document object and its semantics;

Define an attribute group tag for attributes of an IPP Document object;

Define attributes and values to describe an IPP Document object;

Define operations for querying and manipulating IPP Document objects;
Extend existing operations to explicitly create IPP Document objects;

Define security requirements necessary to support IPP Document objects; and
Define sections to register all objects, attribute groups, attributes, values, and
operations with IANA.

Nooakwh =
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285 4. Model

286  The Internet Printing Protocol/1.1 [STD92] defines an object model containing a Printer that

287 processes Jobs and a Job that processes Documents. This specification extends the Model { Deleted: document )
288  with an addressable Document object with its own attributes and state. Printers MAY support

289 multiple Documents per Job.

290 4.1 Document Object

291 The Document object represents a single Document in a Job that contains Document-
292 specific Description, Status, and Template attributes. Document Description attributes
293 provide information about the Document, Document Status attributes provide state
294  information for the Document, and Document Template attributes override the
295 corresponding Job Template attributes for the Document. A Document object also contains
296 the Document data and/or a URI that references the Document data. Figure 1 shows the life
297  cycle of the Document object.

Print-Job, Print-URI, Document
Send-Document, and Send-URI Cancel-Document and Cancel-Job Created
i Set document-state o\ Wait for
Set docume_nt-state Wait for Job Set document-state to 'pending’ > Proces
to 'pending' Processing to 'canceled'
\
A\ Y
Set docume
Set document-state Document Set document-state Document to 'proce
to 'processing' Processing to 'completed' Completed L
A
Processing
Error Ocours | Setdocument-state
g to 'aborted' Deleted:
298
299 Figure 1 - Document Object Life Cycle

300 4.2 Operations

301  The Print-dob and Print-URI operations [STD92] create a Job object containing a single
302 Document object while the Create-Job operation [STD92] creates a Job object with no

303 Document objects. The Send-Document and Send-URI operations [STD92] add Document
304 objects to the specified Job object. Printers conforming to this specification MUST support
305 the Create-Job and Send-Document operations.

Page 11 of 46 Copyright © 2004-2018 The Printer Working Group. All rights reserved.
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308 This specification extends the Send-Document and Send-URI operations to accept

309 Document Template attributes in the Document Attributes group. The Document Template
310 attributes are applied to the Document object being created, overriding any corresponding
311 Job Template attributes supplied at the Job Level which allows the Client to vary the

312  Document Template attributes between Document objects in a single Job.

313  This specification also defines one new Job operation and four new Document operations.
314  Table 1 lists the operations and their conformance requirements.

315 Table 1 - IPP Operations
Operation Target Conformance Reference
Cancel-Document Document MUST Section 5.1.1
Create-Job Printer MUST STD 92
Get-Document-Attributes Document MUST Section 5.1.2
Get-Documents Job MUST Section 5.2.1
Print-Job Printer MUST STD 92, Section 8.3
Print-URI Printer MAY STD 92, Section 8.3
Send-Document Job MUST STD 92, Section 8.4
Send-URI Job MAY STD 92, Section 8.5
Set-Document-Attributes Document  MAY Section 5.1.3

316 4.3 Job and Document Template Attributes

317  Clients OPTIONALLY supply Job Template attributes in Create-Job, Print-Job, and Print-
318 URI requests, and OPTIONALLY supply Document Template attributes in Print-Job, Print-
319  URI, Send-Document, and Send-URI requests. Job Template attributes apply to the Job as

320 awhole. Document Template attributes apply only to the corresponding Document object. ( Deleted: while

321  Printers MUST support the following Attribute Precedence from highest to lowest when
322  processing a Document:

323 1. Document Level - The Document Template attributes supplied in the Document
324 Creation request or a subsequent Set-Document-Attributes request;

325 2. Job Level - The Job Template attributes supplied in the Job Creation request or
326 a subsequent Set-Job-Attributes request; and

327 3. Printer Default - The Printer Default attributes as supplied by the manufacturer
328 or configured by the operator or administrator using a Set-Printer-Attributes
329 request.

330 Note: Depending on the value of the "pdl-override-supported" Printer Description attribute
331 [STD92], device commands embedded in the Document data could override attributes

332  specified at any of the previous levels. (Deleted: these
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5. New Operations

This section defines the new IPP operations for this specification.

Note: The Internet Printing Protocol/1.1 [STD92] deprecates the "job-uri" operation attribute

- (Deleted: use of

for specifying the target Job and recommends that Clients send the "printer-uri" and "job-id"

operation attributes jnstead.

'[Deleted: [STD92] to specify the target Job

5.1 Document Operations
5.1.1 Cancel-Document

This REQUIRED Document operation allows a Client to cancel a specified Document in a
specified Print Job any time from the time the Document is created up to, but not including,
the time that the Document is completed, canceled, or aborted. Since a Document might
already be printing by the time a Cancel-Document request is received, some media sheet
pages might be printed before the Document processing is actually terminated.

The Cancel-Document operation does not remove the Document from the Job and Printer,
but only sets the specified Document’s “document-state” Document Status attribute to
‘canceled’ and the Document’s “document-state-reasons” Document Status attribute with
‘canceled-by-user’ or ‘canceled-by-operator’. If the Job object is printed again using
operations such as Resubmit-Job [PWG5100.11], any canceled Documents are also printed

_(Deleted: SHOULD
*( Deleted: [STD92]

again. Thus Cancel-Document has the same semantics as Cancel-Job [STD92] which only
cancels the processing of the Job and doesn’t delete the Job object itself.

JThe Printer MUST accept or reject the request based on the Document's current state and _

transition the Document to the indicated new state as shown in Table 2.

Access Rights: Only the Job Owner or an Operator or Administrator of the Printer can
perform this operation. Otherwise, the Printer MUST reject the operation and return 'client-

error-forbidden', 'client-error-not-authenticated', or 'client-error-not-authorized' as
appropriate.
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object is deprecated.

AN A

'[Deleted: Reprocess-Job [RFC3998], Restart- j

Job (deprecated) [STD92], or

| Deleted: The Cancel-Document operation

does not affect the states of any of the other
Document objects in the Job. If the Job was
processing and there are more Documents to
be processed, the Printer does so. If there are
no further Documents to process, the Job
moves to the ‘completed’ state as usual
whenever there is no more processing to be

. { done.
5% (Deleted: document's
(Deleted: document

NN

( Deleted: The authenticated user performing

this operation must either be the Job owner or
an Operator or Administrator of the Printer.
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Table 2 - Document State Transitions for Cancel-Document

Current New Printer's response
"document-state” "document-state” status code and action:
'pending’ '‘canceled' 'successful-ok'
'processing' '‘canceled' 'successful-ok’
'processing' 'processing’ 'successful-ok' (note 1)
'processing’ 'processing’ ‘client-error-not-possible’
(note 2)
'completed’ '‘completed’ ‘client-error-not-possible’
'canceled’ '‘canceled' ‘client-error-not-possible’
'aborted' 'aborted’ ‘client-error-not-possible’

Note 1: If the implementation requires some measurable time to cancel the
Document in the 'processing' state, the Printer MUST add the 'processing-to-stop-
point' value to the Document's "document-state-reasons" attribute and then
transition the Document to the 'canceled' state when the processing ceases.

Note 2: If the Document object already has the 'processing-to-stop-point' value in its
"document-state-reasons" attribute, then the Printer MUST reject the Cancel-
Document request.

5.1.1.1 Cancel-Document Request

The following groups of attributes are part of the Cancel-Document request:
Group 1: Operation Attributes
Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as
described in [STD92].

Target:

Either a) the "printer-uri" (uri) and "job-id" (integer(1:MAX)) or b) the "job-uri"
(uri) operation attribute(s) [STD92] which define the target Job object for this
operation, followed by the “document-number” (integer(1:MAX)) operation
attribute which defines the target Document object for this operation. If the
Client omits the “document-number” operation attribute, the Printer MUST
reject the request and return the ‘client-error-bad-request’ status code.

Requesting User Name:

The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by
the Client as described in [STD92].
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"document-message" (text(MAX)):

The Client MAY supply this attribute. If supported by the Printer, the Printer
MUST also support the corresponding “document-message” (text(MAX))
Document Status attribute (see section ??7?) and copy the value to the
Document's “document-message” attribute.

5.1.1.2 Cancel-Document Response

The following groups of attributes are part of the Cancel-Document response:
Group 1: Operation Attributes
Status Message:

In addition to the REQUIRED status code returned in every response, the
response OPTIONALLY includes a "status-message" (text(255)) and/or a
"detailed-status-messages" (text(MAX)) Operation attribute as described in
[STD92].

Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as
described in [STD92].

Group 2: Unsupported Attributes
See [STD92] for details on returning Unsupported Attributes.
5.1.2 Get-Document-Attributes
This REQUIRED Document operation allows a Client to request the values of selected

attributes of a Document object. The Printer MUST only return attributes that were submitted
by a Client or generated by the Printer.

The Client requests attributes using the "requested-attributes (keyword)" operation attribute
[STD92] which lists the attribute names and groups of interest. For Document objects the
possible names of attribute groups are:

‘document-template’: The subset of Document Template that the implementation
supports for Document objects.

‘document-description”: The subset of Document Description and Document Status
attributes that the implementation supports for Document objects.

‘all': All attributes that the implementation supports for Document objects.
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Since a Client MAY request specific attributes or named groups, there is a potential that
there is some overlap. For example, if a Client requests ‘document-name’ and ‘document-
description’, the Client is actually requesting the "document-name" attribute once by naming
it explicitly and once by inclusion in the ‘document-description' group. In such cases, the
Printer returns the attribute only once in the response even if it is requested multiple times.
The Client SHOULD NOT request the same attribute in multiple ways.

Printers MUST support all group names and MUST return all supported attributes belonging
to the group.

Access Rights: Only the Job Owner or an Operator or Administrator of the Printer can
perform this operation. Otherwise, the Printer MUST reject the operation and return 'client-

error-forbidden', ‘client-error-not-authenticated', or ‘client-error-not-authorized' as
appropriate.

5.1.2.1 Get-Document-Attributes Request

The following groups of attributes are part of the Get-Document-Attributes request:
Group 1: Operation Attributes
Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as
described in [STD92].

Target:

Either a) the "printer-uri" (uri) and "job-id" (integer(1:MAX)) or b) the "job-uri"
(uri) operation attribute(s) [STD92] which define the target Job object for this
operation, followed by the “document-number” (integer(1:MAX)) operation
which defines the target Document object for this operation. If the Client
omits the “document-number” operation attribute, the Printer MUST reject the
request and return the ‘client-error-bad-request’ status code.

Requesting User Name:

The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by
the Client as described in [STD92].

"requested-attributes" (1setOf keyword):

The Client OPTIONALLY supplies and the Printer MUST support this
attribute, which is a list of Document attribute names and/or attribute group
names that are returned to the Client for each Document object. If the Client
does not supply this attribute, the Printer MUST respond as if the Client had
supplied this attribute with the single value 'all'.

Deleted: The authenticated user performing
this operation must either be the Job owner or
an Operator or Administrator of the Printer.
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473  5.1.2.2 Get-Document-Attributes Response

474  The following groups of attributes are part of the Get-Document-Attributes response:

475 Group 1: Operation Attributes

476 Status Message:

477 In addition to the REQUIRED status code returned in every response, the
478 response OPTIONALLY includes a "status-message" (text(255)) and/or a
479 "detailed-status-messages" (text(MAX)) Operation attribute as described in
480 [STD92].

481 Natural Language and Character Set:

482 The "attributes-charset" and "attributes-natural-language" attributes as

483 described in [STD92]. The "attributes-natural-language™ MAY be the natural
484 language of the Document object rather than the one in the Get-Document-
485 Attributes request.

486 Group 2: Unsupported Attributes

487 See [STD92] for details on returning Unsupported Attributes.

488 The response MAY contain the "requested-attributes" operation attribute with
489 any supplied values (attribute keywords) that were requested by the Client
490 but are not supported by the Printer. If the Printer does return unsupported
491 attributes referenced in the "requested-attributes" operation attribute and that
492 attribute included group names such as 'all', the unsupported attributes

493 MUST NOT include attributes described in the standard but not supported by
494 the implementation.

495 Group 3: Document Attributes

496 The Printer responds with the Document Description, Document Status, and
497 Document Template attributes for each returned Document object as

498 requested by the “requested-attributes” operation attribute supplied by the
499 Client in the request. The Printer ignores (does not respond with) any

500 requested attribute or value which is not supported or which is restricted by
501 the security policy in force, including whether the requesting user is the Job
502 owner. However, the Printer MUST respond with the 'unknown' out of band
503 value [STD92] for any supported attribute (including all REQUIRED

504 attributes) for which the Printer does not know the value, unless it would
505 violate the security policy.
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5.1.3 Set-Document-Attributes

This OPTIONAL Document operation allows a Client to set the values of the attributes of a
Document object after the Document object is submitted to the Printer. In the request, the
Client supplies the set of Document attributes and values that are to be set. In the response,
the Printer returns success or rejects the entire request with indications of which attribute or
attributes could not be set.

This operation is similar to the Set-Job-Attributes operation [RFC3380] and follows the same
rules for validation. As with the Set-Job-Attributes operation, the Set-Document-Attributes
operation can add a new attribute, replace the value of an existing attribute, or remove an
attribute using 'delete-attribute' out-of-band value.

If the Client supplies an attribute in a Set-Document-Attributes request with the 'delete-
attribute' out-of-band value and that attribute is not present on the Document object, the
Printer ignores the attribute and does not return the attribute in the Unsupported Attributes
group. The Printer also returns the 'successful-ok' status code if there are no other problems
with the request.

The Printer MUST accept or reject this operation when the Document's "document-state”
attribute has the values shown in ??? but MUST NOT change the state of the Document
object since the Document is a passive object and the Document state is a subset of the Job
State. For example, in the case where the operation creates a request for unavailable
resources, the Job (but not the Document) transitions to a new state.

Table 3 - Allowed Document States for the Set-Document-Attributes operation

“document-state” Printer’s response status code and “action”

'pending’ 'successful-ok'

'pending’ 'successful-ok' - needed resources are not ready
(the Job MAY change state)

'processing' 'successful-ok' or 'client-error-not-possible’

depending on implementation, including the
attributes being set, whether the document has
started marking media, etc.

‘completed’ ‘client-error-not-possible’
‘canceled' ‘client-error-not-possible’
'aborted' 'client-error-not-possible’

This operation MUST NOT change the value of attributes not specified in the operation
unless the definition of the attribute explicitly specifies such side effects. In general,
Document attributes that are settable do not define side effects on other attributes that are
settable, only side effects on READ-ONLY attributes, if any.

If the Printer supports the Set-Document-Attributes operation, then it SHOULD support
setting of all Document Description and Document Template attributes that the
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implementation supports. Document Status attributes are READ-ONLY and cannot be set
directly using this operation.

Note: There is no way for the Client to set all of a Job’s Document objects to the same
attribute values in a single operation. Either a) the Client sets the corresponding attribute in
each Document object in the Job with separate Set-Document-Attributes requests, or b) the
Client sets the corresponding attribute at the Job Level using the Set-Job-Attributes
operation. Setting the corresponding attribute at the Job Level (or supplying that attribute
initially in the Job Creation operation) causes each Document object to inherit the Job Level
attribute value, if the Document object doesn’'t have a corresponding explicit attribute
supplied at the Document Level. In other words, supplying an attribute at the Job Level will
affect all the Job’s Document objects that don’t have that attribute also explicitly supplied at
the Document Level.

Access Rights: Only the Job Owner or an Operator or Administrator of the Printer can
perform this operation. Otherwise, the Printer MUST reject the operation and return 'client-

error-forbidden', ‘client-error-not-authenticated', or ‘client-error-not-authorized' as
appropriate.

5.1.3.1 Set-Document-Attributes Request

The following groups of attributes are part of the Set-Document-Attributes request:
Group 1: Operation Attributes
Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as
described in [STD92].

Target:

Either a) the "printer-uri" (uri) and "job-id" (integer(1:MAX)) or b) the "job-uri"
(uri) operation attribute(s) [STD92] which define the target Job object for this
operation, followed by the “document-number” (integer(1:MAX)) operation
which defines the target Document object for this operation. If the Client
omits the “document-number” operation attribute, the Printer MUST reject the
request and return the ‘client-error-bad-request’ status code.

Requesting User Name:

The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by
the Client as described in [STD92].

Group 2: Document Attributes

Deleted: The authenticated user performing
this operation must either be the Job owner or
an Operator or Administrator of the Printer.

Page 19 of 46 Copyright © 2004-2018 The Printer Working Group. All rights reserved.



569
570
571
572
573

574

575
576

577
578

579
580
581
582

583

584
585

586
587

588
589
590
591
592
593

594
595
596
597

598
599
600

601
602

Working Draft — IPP Document Object v1.1 October 22, 2018

The Client supplies one or more Document Description or Document
Template attributes. If supported, the Printer MUST either add the attribute (if
it does not already exist in the Document object), replace all values for the
attribute (if it already exists in the Document object), or remove the attribute
(if the 'delete-attribute’ out-of-band value is supplied by the Client).

5.1.3.2 Set-Document-Attributes Response

The Printer returns the following groups of attributes as part of the Set-Document-Attributes
response:

Group 1: Operation Attributes
Status Message:

In addition to the REQUIRED status code returned in every response, the
response OPTIONALLY includes a "status-message" (text(255)) and/or a
"detailed-status-messages" (text(MAX)) Operation attribute as described in
[STD92].

Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as
described in [STD92].

Group 2: Unsupported Attributes
See [STD92] for details on returning Unsupported Attributes.

If some of the attributes in the operation fail to validate, the Printer MUST
reject the operation, MUST NOT change any Document attributes, and
MUST return the indicated status code below. In this group, the Printer
MUST also return all attributes that fail to validate. The following are the
reasons that an attribute fails to validate and the value returned for the
attribute, along with the indicated status code and order of detection:

1. The number of attributes supplied by the client exceeds the maximum
number that the Printer supports in a Set-Document-Attributes
request: return the 'client-error-request-entity-too-large' status code
[STD92].

2. The Printer doesn't support the attribute: return the attribute with the
‘unsupported' out-of-band attribute value and the 'client-error-
attributes-or-values-not-supported' status code [STD92].

3. The attribute is READ-ONLY (in its definition) or is not-settable in this
implementation: return the attribute with the 'not-settable' out-of-band
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attribute value and the 'client-error-attributes-not-settable' status code
[RFC3380].

4. The Printer doesn't support the value: if the attribute in the operation
has a single value, return it. If the attribute in the operation is multi-
valued, return only those values in a 1setOf that are not supported.
Return the 'client-error-attributes-or-values-not-supported' status code
[STD92].

5. The values of some of the supplied attributes conflict with one another
and/or other Document attribute values not being set: if the conflicting
attribute in the operation has a single value, return the attribute and
the value. If the attribute in the operation is multi-valued, return only
the attribute and those values in a 1setOf that are conflicting with
other attributes. Return the 'client-error-conflicting-attributes' status
code [STD92].

5.2 Job Operations
5.2.1 Get-Documents

This REQUIRED Job operation allows a Client to retrieve the list of Document objects
belonging to the target Job object. The Client MAY also supply a list of Document attribute
names and/or attribute group names. A group of Document object attributes will be returned
for each Document object in the Job.

This operation is similar to the Get-Document-Attributes operation (see section ???), except
that this operation returns attributes from all Document objects contained in the Job object
instead of from a single selected Document object in the Job object. As with the Get-
Document-Attributes operation, the Printer MUST only return attributes that were submitted
by a Client or generated by the Printer.

This operation is also similar to the Get-Jobs operation [STD92] except that there are no
equivalents to the “which-jobs” and “my-jobs” operation attributes.

It is not an error for the Printer to return 0 Documents. If the response returns 0 Documents
because there are no Documents in the Job, then the status code for 0 Documents MUST
be 'successful-ok'.

Access Rights: Only the Job Owner or an Operator or Administrator of the Printer can

perform this operation. Otherwise, the Printer MUST reject the operation and return 'client-

error-forbidden’', ‘client-error-not-authenticated', or ‘client-error-not-authorized' as
appropriate.
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640 5.2.1.1 Get-Documents Request

641  The following groups of attributes are part of the Get-Documents request:

642 Group 1: Operation Attributes

643 Natural Language and Character Set:

644 The "attributes-charset" and "attributes-natural-language" attributes [STD92]
645 Target:

646 Either a) the "printer-uri" (uri) and "job-id" (integer(1:MAX)) or b) the "job-uri"
647 (uri) operation attribute(s) [STD92] which define the target Job object for this
648 operation.

649 Requesting User Name:

650 The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by
651 the Client as described in [STD92].

652 "limit" (integer(1:MAX)):

653 The client OPTIONALLY supplies and the Printer MUST support this

654 operation attribute, which determines the maximum number of Documents
655 that a Client will receive from the Printer. The limit is a "stateless limit" in that
656 if the value supplied by the Client is 'N', then only the first 'N' Documents are
657 returned in the Get-Documents Response. There is no mechanism to allow
658 for the next 'M' Documents after the first 'N' Documents. If the Client does not
659 supply the “limit” attribute, the Printer responds with all Documents in the
660 Job.

661 "requested-attributes" (1setOf keyword):

662 The client OPTIONALLY supplies and the Printer MUST support this

663 attribute, which is a list of Document attribute names and/or attribute group
664 names that are returned to the Client for each Document object. The allowed
665 attribute group names are the same as those defined in the Get-Document-
666 Attributes operation in section ???. If the Client does not supply this attribute,
667 the Printer MUST respond as if the Client had supplied this attribute with the
668 single value ‘document-number’.

669 5.2.1.2 Get-Documents Response

670 The following groups of attributes are part of the Get-Documents request:
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671 Group 1: Operation Attributes

672 Status Message:

673 In addition to the REQUIRED status code returned in every response, the
674 response OPTIONALLY includes a "status-message" (text(255)) and/or a
675 "detailed-status-messages" (text(MAX)) operation attribute as described in
676 [STD92].

677 Natural Language and Character Set:

678 The "attributes-charset" and "attributes-natural-language" attributes as

679 described in [STD92].

680 Group 2: Unsupported Attributes

681 See [STD92] for details on returning Unsupported Attributes.

682 The response MAY contain the "requested-attributes" operation attribute with
683 any supplied values (attribute keywords) that were requested by the Client
684 but are not supported by the Printer. If the Printer does return unsupported
685 attributes referenced in the "requested-attributes" operation attribute and that
686 attribute included group names such as 'all', the unsupported attributes

687 MUST NOT include attributes described in the standard but not supported by
688 the implementation.

689 Groups 3 to N: Document Attributes

690 The Printer responds with the Document Description, Document Status, and
691 Document Template attributes for each returned Document object as

692 requested by the “requested-attributes” operation attribute supplied by the
693 Client in the request. The Printer ignores (does not respond with) any

694 requested attribute or value which is not supported or which is restricted by
695 the security policy in force, including whether the requesting user is the Job
696 owner. However, the Printer MUST respond with the 'unknown' out of band
697 value [STD92] for any supported attribute (including all REQUIRED

698 attributes) for which the Printer does not know the value, unless it would
699 violate the security policy.

700 The Printer MUST return the groups in order of increasing “document-

701 number” value.
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6. New Attributes

6.1 Document Description Attributes
6.1.1 document-name (name(MAX))

This REQUIRED Document Description attribute specifies the name of the document and is
copied from the "document-name" operation attribute [STD92] supplied by the Client in the
Document Creation request.

6.2 Document Status Attributes

Table 4 lists the Document Status attributes defined by this specification. Printers that
support a given operation or Job Status attribute MUST support the corresponding
Document Status attribute.

Table 4 - Document Status Attributes

Document Attribute Operation/Job Attribute Reference

attributes-charset (charset) attributes-charset [STD92]

attributes-natural-language attributes-natural-language  [STD92]

(naturalLanguage)

current-page-order (type2 current-page-order [PWG5100.3]

keyword)

date-time-at-completed date-time-at-completed [STD92]

(dateTime)

date-time-at-creation date-time-at-creation [STD92]

(dateTime)

date-time-at-processing date-time-at-processing [STD92]

(dateTime)

detailed-status-messages job-detailed-status- [STD92]

(1setOf text(MAX)) messages

document-access-errors job-document-access-errors [STD92]

(1setOf text(MAX))

document-charset (charset) document-charset Sections 6.2.1
and 6.4.1

document-format document-format [STD92]

(mimeMediaType)

document-format-detected <none> Section 6.2.2

(mimeMediaType)

document-job-id job-id [STD92]

(integer(1:MAX))
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Document Attribute Operation/Job Attribute Reference
document-job-uri (uri) job-uri [STD92]
document-message <none> Section 6.2.3
(text(MAX))

document-natural-language document-natural-language [STD92]
(naturalLanguage)

document-number <none> Section 6.2.4
(integer(1:MAX))

document-printer-uri (uri) job-printer-uri [STD92]
document-state (type1 enum) job-state (note 1) [STD92]
document-state-message job-state-message [STD92]
(text(MAX))

document-state-reasons job-state-reasons [STD92]
(1setOf type2 keyword)

document-uri (uri) document-uri (note 2) [STD92]
impressions (integer(0:MAX)) job-impressions [STD92]
impressions-completed job-impressions-completed [STD92]
(integer(0:MAX))

k-octets (integer(0:MAX)) job-k-octets [STD92]
k-octets-processed job-k-octets-processed [STD92]
(integer(0:MAX))

last-document (boolean) <none> Section 6.2.5
media-sheets job-media-sheets [STD92]
(integer(0:MAX))

media-sheets-completed job-media-sheets- [STD92]
(integer(0:MAX)) completed

more-info (uri) job-more-uri [STD92]
output-device-assigned output-device-assigned [STD92]
(name(MAX))

printer-up-time job-printer-up-time [STD92]
(integer(1:MAX))

time-at-completed time-at-completed [STD92]
(integer(MIN:MAX))

time-at-creation time-at-creation [STD92]
(integer(MIN:MAX))

time-at-processing time-at-processing [STD92]

(integer(MIN:MAX))

Note 1: The "document-state" attribute supports all of the "job-state" values except

'4" (pending-held).

Note 2: The "document-uri" attribute identifies the source location of the Document
data and is not an identifier for the Document object. The simple identifier of the
Document is the “document-number” Document Status attribute.
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6.2.1 document-charset (charset)

This RECOMMENDED Document Status attribute specifies the charset used in the
Document data. The Printer sets this attribute from the corresponding operation attribute
supplied by the Client in the Document Creation request. Printers that support the
"document-charset" operation attribute MUST support this attribute.

6.2.2 document-format-detected (mimeMediaType)

This Document Status attribute is generated by the Printer to indicate the format of the
Document object content as detected by the Printer.

6.2.3 document-message (text(MAX))

This Document Status attribute contains a message from either a) the User to the Operator

(Deleted: Description

about the Document or b) from the Operator, Administrator, or "intelligent" process to
indicate to the End User the reasons for modification or other management action taken on
the Document. The Printer populates this attribute from the “document-message” operation
attribute value supplied by the Client in any of the Document Creation requests or in a
Cancel-Document request.

6.2.4 document-number (integer(1:MAX))

This REQUIRED Document Status attribute is the ordinal number of the Document within
the Job, and determines its order of being printed in a multizDocument Job. The Printer

(Deleted: document

MUST generate the values monotonically increasing from 1 for each Job.

6.2.5 last-document (boolean)

This REQUIRED Document Status attribute indicates whether this Document is the last
Document in the Job [STD92]. The Printer sets this attribute from the corresponding
operation attribute supplied by the Client in the Document Creation request, when the Client

sends a Close-Job request [PWG5100.11], or when the "multiple-operation-time-out" time
interval has passed.

6.3 Document Template Attributes

This specification defines Document Template attributes for every Job Template attribute
that does not apply to the whole Job. Table 5 lists the new attributes.

Table 5 - Document Template Attributes
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Attribute Reference
copies (integer(1:MAX)) [STD92]
cover-back (collection) [PWG5100.3]
cover-front (collection) [PWG5100.3]
finishings (1setOf type2 enum) [STD92]
finishings-col (1setOf collection) [PWG5100.1]
force-front-side (1setOf integer(1:MAX)) [PWG5100.3]
imposition-template (type2 keyword | name(MAX)) [PWG5100.3]
media (type2 keyword | name(MAX)) [STD92]
media-col (collection) [PWG5100.3]
media-input-tray-check (type2 keyword | name(MAX)) [PWG5100.3]
number-up (integer(1:MAX)) [STD92]
orientation-requested (type2 enum) [STD92]
output-bin (type2 keyword | name(MAX)) [PWG5100.2]
page-delivery (type2 keyword) [PWG5100.3]
page-order-received (type2 keyword) [PWG5100.3]
page-ranges (1setOf rangeOfinteger(1:MAX)) [STD92]
presentation-direction-number-up (type2 keyword) [PWG5100.3]
print-quality (type2 enum) [STD92]
printer-resolution (resolution) [STD92]
sides (type2 keyword) [STD92]
x-image-position (type2 keyword) [PWG5100.3]
x-image-shift (integer(MIN:MAX)) [PWG5100.3]
x-side1-image-shift (integer(MIN:MAX)) [PWG5100.3]
x-side2-image-shift (integer(MIN:MAX)) [PWG5100.3]
y-image-position (type2 keyword) [PWG5100.3]
y-image-shift (integer(MIN:MAX)) [PWG5100.3]
y-side1-image-shift (integer(MIN:MAX)) [PWG5100.3]
y-side2-image-shift (integer(MIN:MAX)) [PWG5100.3]

749 6.4 Operation Attributes
750 6.4.1 document-charset (charset)

751  This RECOMMENDED operation attribute specifies the character set used by the Document
752  data.
753  6.4.2 document-number (integer(1:MAX))

754  This REQUIRED operation attribute specifies the ordinal number of the Document within the
755  Job.
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6.5 Printer Description Attributes
6.5.1 document-creation-attributes-supported (1setOf type2 keyword)

This REQUIRED attribute lists the keyword names of the Document Template and operation
attributes that the Printer will accept in the Send-Document and Send-URI Document
Creation operations. Implementations that support the Send-URI operation MUST include
the ‘document-uri’ keyword in “document-creation-attributes-supported”. Implementations
that do not support Send-URI MUST NOT include the ‘document-uri’ keyword in “document-
creation-attributes-supported”.

Note: The “document-uri” attribute is specific to the Send-URI operation. Inclusion of the
‘document-uri’ keyword in “document-creation-attributes-supported” does not imply that the
“document-uri” attribute is valid for the Send-Document operation.

7. New Attribute Group Tags

7.1 document-attributes-tag

The document-attributes-tag (0x09) attribute group tag is used to delimit Document object
attributes in IPP messages.
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8. Additional Semantics for Existing Operations

8.1 Cancel-Job: "document-state” and "document-state-reasons"

This REQUIRED operation sets the “document-state” Document Status attribute to
‘canceled’ and the “document-state-reasons” Document Status attribute with ‘canceled-by-
user’ or ‘canceled-by-operator’ for all Document objects in the identified Job that have not
yet reached a terminating state (‘completed’, ‘canceled’, or ‘aborted’).

8.2 Hold-Job and Release-Job: "document-state-reasons"

These OPTIONAL operations affect the state of the target Job. The values of the

Documents’ “document-state-reasons” Document Status attributes MUST NOT be affected
by these operations.

8.3 Print-Job, Print-URI: Document Object and Attributes

This specification extends the REQUIRED Print-Job and OPTIONAL Print-URI operations
[STD92] to explicitly create a Document object and copy the request operation attributes
listed in Table 6 to the corresponding Document attributes. Printers MUST NOT copy Job
Template attributes to the created Document object.

Printers can also return the attributes listed in Table 7 in the Document attributes group after
the Job attributes group.

Table 6 - Operation Attributes Copied to Document Objects

Operation Attribute Document Attribute Reference
attributes-charset attributes-charset [STD92]
attributes-natural-language  attributes-natural-language [STD92]
document-charset document-charset Sections 6.2.1 and 6.4.1
document-format document-format [STD92]
document-format-detected  Section 6.2.2
document-message document-message Section 6.2.3
document-name document-name [STD92]
document-natural-language document-natural-language [STD92]
document-uri document-uri [STD92]

job-impressions
job-k-octets

impressions
k-octets

[STD92], Section 6.2.3

[STD92], Section Error!
Reference source not
found.
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Operation Attribute

Document Attribute

Reference

job-media-sheets media-sheets

[STD92], Section Error!
Reference source not

found.

Editor's note: The following attributes have been omitted from the table since they will have
been deprecated since the publication of v1.0: "document-digital-signature”, "document-
format-details”, and "document-format-version". Also, the "compression", "ipp-attribute-
fidelity", and "job-mandatory-attributes" have been omitted since they are only evaluated at

the time of Job/Document creation.

o (Deleted: job

Table 7 - Returned Document Status Attributes

Document Status Print-xxx
Attribute Conformance

Send-xxx

Conformance Reference

document-number OPTIONAL
document-state OPTIONAL

document-state-message OPTIONAL

document-state-reasons OPTIONAL

REQUIRED
REQUIRED

OPTIONAL

REQUIRED

Section 6.2.4
Section Error!
Reference
source not
found.
Section Error!
Reference
source not
found.
Section Error!
Reference
source not
found.

8.3.1 Print-Job/Print-URI Response

The following sets of attributes are part of the Print-Job and Print-URI responses:

Group 1: Operation Attributes
As specified in [STD92].

Group 2: Unsupported Attributes
As specified in [STD92].

Group 3: Job Object Attributes
As specified in [STD92].

Group 4: Document Object Attributes (new)
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807 "document-number" (integer(1:MAX)):

808 The Printer MAY return the number of this Document object that was ( Deleted: document
809 assigned by the Printer starting with 1 for each Job.

810 "document-state" (type1 enum):

811 The Printer MAY return the state of this Document object.

812 "document-state-reasons" (1setOf type2 keyword):

813 The Printer MAY return the associated state reasons for this Document.

814 "document-state-message" (text(MAX)):

815 The Printer MAY return the localized description of the “document-state” and

816 “document-state-reasons” values for this Document.

817 8.4 Send-Document: Document Object and Attributes

818  This specification extends the REQUIRED Send-Document operation [STD92] to explicitly
819 create a Document object and copy the operation attributes listed in Table 6 to the
820 corresponding Document attributes.

821 The Send-Document request is also extended to support an additional Document Template
822  attribute group after the operation attribute group. Document Template attributes are copied
823 to the Document object after validation as described in section 4.3. Printers MUST NOT
824  copy Document Template attributes to the Job object.

825  Finally, Printers also return the attributes listed in Table 7 in the Document attributes group
826  after the Job attributes group.

827 8.4.1 Send-Document Request

828 The following attribute sets are part of the Send-Document request:

829 Group 1: Operation Attributes

830 As specified in [STD92].

831 Group 2: Document Template Attributes (new)

832 The Client OPTIONALLY supplies and the Printer MUST support a set of
833 Document Template attributes. If the Client is not supplying any Document
834 Template attributes in the request, the Client SHOULD omit Group 2 rather
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than sending an empty group. However, a Printer MUST be able to accept
an empty group.

Group 3: Document Data
As specified in [STD92].

8.4.2 Send-Document Response

The following sets of attributes are part of the Send-Document response:
Group 1: Operation Attributes
As specified in [STD92].
Group 2: Unsupported Attributes
As specified in [STD92].
Group 3: Job Object Attributes
As specified in [STD92].
Group 4: Document Object Attributes (new)
"document-number" (integer(1:MAX)):

The Printer MUST return the number of this Document object that was

(

Deleted: document

assigned by the Printer starting with 1 for each Job.

"document-state" (type1 enum):

The Printer MUST return the state of this Document object.
"document-state-reasons" (1setOf type2 keyword):

The Printer MUST return the associated state reasons for this Document.
"document-state-message" (text(MAX)):

The Printer MAY return the localized description of the “document-state” and
“document-state-reasons” values for this Document.

Page 32 of 46 Copyright © 2004-2018 The Printer Working Group. All rights reserved.



860

861
862
863

864
865
866
867

868
869

870

871
872
873
874
875
876
877
878
879

880

881
882
883
884
885
886
887

Working Draft — IPP Document Object v1.1 October 22, 2018

8.5 Send-URI: Document Object and Attributes

This specification extends the OPTIONAL Send-URI operation [STD92] to explicitly create
a Document object and copy the operation attributes listed in Table 6 to the corresponding
Document attributes.

The Send-URI request is also extended to support an additional Document Template
attribute group after the operation attribute group. Document Template attributes are copied
to the Document object after validation as described in section 4.3. Printers MUST NOT
copy Document Template attributes to the Job object.

Finally, Printers also return the attributes listed in Table 7 in the Document attributes group
after the Job attributes group.

8.5.1 Send-URI Request

The following attribute sets are part of the Send-URI request:
Group 1: Operation Attributes
As specified in [STD92].
Group 2: Document Template Attributes (new)

The Client OPTIONALLY supplies and the Printer MUST support a set of
Document Template attributes. If the Client is not supplying any Document
Template attributes in the request, the Client SHOULD omit Group 2 rather
than sending an empty group. However, a Printer MUST be able to accept
an empty group.

8.5.2 Send-URI Response

The following sets of attributes are part of the Send-URI response:
Group 1: Operation Attributes
As specified in [STD92].
Group 2: Unsupported Attributes
As specified in [STD92].
Group 3: Job Object Attributes

As specified in [STD92].
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Group 4: Document Object Attributes (new)
"document-number"” (integer(1:MAX)):

The Printer MUST return the number of this Document object that was

(

Deleted: document

assigned by the Printer starting with 1 for each Job.

"document-state” (type1 enum):

The Printer MUST return the state of this Document object.
"document-state-reasons" (1setOf type2 keyword):

The Printer MUST return the associated state reasons for this Document.
"document-state-message" (text(MAX)):

The Printer MAY return the localized description of the “document-state” and
“document-state-reasons” values for this Document.

9. Additional Values for Existing Attributes

9.1 operations-supported (1setOf type2 enum)

Table 8 lists the “operation-id” values for the new operations defined in this specification.

Table 8 — Operation-id Values

Value Operation Name Reference
0x0033 Cancel-Document Section 5.1.1
0x0034 Get-Document-Attributes Section 5.1.2
0x0035 Get-Documents Section 5.2.1
0x0036 Delete-Document (obsolete)  Section 10.1
0x0037 Set-Document-Attributes Section 5.1.3

9.2 requested-attributes (1setOf type2 keyword)
This specification defines the following additional values for the "requested-attributes"
operation attribute [STD92]:

‘document-description': All Document Description and Document Status attributes.

'‘document-template': All Document Template and Printer "xxx-supported" attributes.
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10. Obsolete Operations and Attributes

10.1 Obsolete Delete-Document Operation

The obsolete Delete-Document operation removes the specified Document object and its
data immediately from the specified Job. This operation is obsolete because it destroys
accounting information about the target Document and MUST NOT be supported by new
implementations of this specification.

10.2 Obsolete Document Status Attributes

Table 9 lists_the obsolete Document Status attributes that were defined in the previous
version of this specification [PWG5100.5-2003],

Note: This specification does not change the status of the original (non-Document)
attributes.

Table 9 - Obsolete Document Status Attributes

Deleted: PWG 5100.5-2003: The IPP
Document Object that are now deprecated or
obsolete

Attribute ‘0 rigin (Deleted: Reference
compression (type2 keyword) [STD92]

document-digital-signature (type2 keyword) [PWG5100.7-2003]

document-format-details (1setOf collection) [PWG5100.7-2003]
document-format-details-detected (1setOf collection) [PWG5100.7-2003]

document-format-version (text(127)) [PWG5100.7-2003]
document-format-version-detected (text(127)) [PWG5100.7-2003]
impressions-completed-current-copy (integer(0:MAX)) [RFC3381-OBSOLETE]
sheet-completed-copy-number (integer(0:MAX)) [RFC3381-OBSOLETE]

11. Conformance Requirements

11.1 Printer Conformance Requirements

In order for a Printer to claim conformance to this specification, a Printer MUST support:

The required operations defined in section 5;

The required attributes and values defined in section 6;
The new attribute group tag defined in section 7;

The additional semantics defined in section 8;

The additional values defined in section 9;

aobhwN =~
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6. The internationalization considerations defined in section 12; and
7. The security considerations defined in section 13.

11.2 Client Conformance Requirements

In order for a Client to claim conformance to this specification, a Client MUST support:

The required operations defined in section 5;

The required attributes and values defined in section 6;

The new attribute group tag defined in section 7;

The additional values defined in section 9;

The internationalization considerations defined in section 12; and
The security considerations defined in section 13.

ook

12. Internationalization Considerations

For interoperability and basic support for multiple languages, conforming implementations
MUST support:

1. The Universal Character Set (UCS) Transformation Format -- 8 bit (UTF-8)
[STD63] encoding of Unicode [UNICODE] [ISO10646]; and

2. The Unicode Format for Network Interchange [RFC5198] which requires
transmission of well-formed UTF-8 strings and recommends transmission of
normalized UTF-8 strings in Normalization Form C (NFC) [UAX15].

Unicode NFC is defined as the result of performing Canonical Decomposition (into base
characters and combining marks) followed by Canonical Composition (into canonical
composed characters wherever Unicode has assigned them).

WARNING - Performing normalization on UTF-8 strings received from Clients and
subsequently storing the results (e.g., in Job objects) could cause false negatives in Client
searches and failed access (e.g., to Printers with percent-encoded UTF-8 URIs now
'hidden’).

Implementations of this specification SHOULD conform to the following standards on
processing of human-readable Unicode text strings, see:

Unicode Bidirectional Algorithm [UAX9] — left-to-right, right-to-left, and vertical
Unicode Line Breaking Algorithm [UAX14] — character classes and wrapping
Unicode Normalization Forms [UAX15] — especially NFC for [RFC5198]

Unicode Text Segmentation [UAX29] — grapheme clusters, words, sentences
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Unicode Identifier and Pattern Syntax [UAX31] — identifier use and normalization
Unicode Collation Algorithm [UTS10] — sorting
Unicode Locale Data Markup Language [UTS35] — locale databases

Implementations of this specification are advised to also review the following informational
documents on processing of human-readable Unicode text strings:

Unicode Character Encoding Model [UTR17] — multi-layer character model
Unicode Character Property Model [UTR23] — character properties

Unicode Conformance Model [UTR33] — Unicode conformance basis

13. Security Considerations

The IPP extensions defined in this specification require the same security considerations as

(Deleted: document

defined in the Internet Printing Protocol/1.1 [STD92].

Implementations of this specification SHOULD conform to the following standard on
processing of human-readable Unicode text strings, see:

Unicode Security Mechanisms [UTS39] — detecting and avoiding security attacks

Implementations of this specification are advised to also review the following informational
document on processing of human-readable Unicode text strings:

Unicode Security FAQ [UNISECFAQ] — common Unicode security issues

14. IANA Considerations

14.1 Attribute Registrations

The attributes defined in this specification will be published by IANA according to the
procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

http://www.iana.org/assignments/ipp-registrations

The registry entries will contain the following information:

Document Description attributes: Reference

document-name (name (MAX)) [PWG5100.5]
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Document Status attributes:
attributes-charset (charset)
attributes-natural-language (naturallanguage)
compression (obsolete) (type2 keyword)
current-page-order (type2 keyword)
date-time-at-completed (dateTime)
date-time-at-created (dateTime)
date-time-at-processing (dateTime)
detailed-status-messages (lsetOf text (MAX))
document-access-errors (lsetOf text (MAX))
document-charset (charset)
document-digital-signature (obsolete)
document-format (mimeMediaType)
document-format-details (obsolete)
document-format-details-detected (obsolete)

(type2 keyword)

(1setOf collection)

document-format-detected (mimeMediaType)
document-format-version (obsolete) (text (127))
document-format-version-detected (obsolete) (text (127))
document-job-id (integer (1:MAX))
document-job-uri (uri)

document-message (text (MAX))
document-natural-language (naturallLanguage)
document-number (integer (1:MAX))
document-printer-uri (uri)

document-state (typel enum)
document-state-message (text (MAX))
document-state-reasons (lsetOf type2 keyword)
document-uri (uri)

impressions (integer (0:MAX))
impressions-completed (integer (0:MAX))
impressions-completed-current-copy (obsolete) (integer (0
k-octets (integer (0:MAX))

k-octets-processed (integer (0:MAX))

last-document (boolean)

media-sheets (integer (0:MAX))

media-sheets-completed (integer (0:MAX))

more—-info (uri)
output-device-assigned (name (MAX))
printer-up-time (integer (1:MAX))
sheet-completed-copy-number (obsolete)
time-at-completed (integer (MIN:MAX))
time-at-creation (integer (MIN:MAX))
time-at-processing (integer (MIN:MAX) )

(integer (0:MAX) )

Document Template attributes:
copies (integer (1:MAX))
cover-back (collection)

Reference
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]

(lsetOf collection)

[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]

:MAX))
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]
[PWG5100.5]

Reference
[PWG5100.5]
[PWG5100.5]

<Member attributes are the same as the "cover-back" Job Template

attribute>

cover—-front (collection)

[PWG5100.5]
[PWG5100.5]
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1047 <Member attributes are the same as the "cover-front" Job Template
1048 attribute> [PWG5100.5]
1049 finishings (1lsetOf type2 enum) [PWG5100.5]
1050 finishings-col (lsetOf collection) [PWG5100.5]
1051 <Member attributes are the same as the "finishings-col" Job Template
1052 attribute> [PWG5100.5]
1053 force-front-side (lsetOf integer (1:MAX)) [PWG5100.5]
1054 imposition-template (type2 keyword | name (MAX)) [PWG5100.5]
1055 media (type2 keyword | name (MAX)) [PWG5100.5]
1056 media-col (collection) [PWG5100.5]
1057 <Member attributes are the same as the "media-col" Job Template
1058 attribute> [PWG5100.5]
1059 media-input-tray-check (type2 keyword | name (MAX)) [PWG5100.5]
1060 number-up (integer (1:MAX)) [PWG5100.5]
1061 orientation-requested (type2 enum) [PWG5100.5]
1062 output-bin (type2 keyword | name (MAX)) [PWG5100.5]
1063 page-delivery (type2 keyword) [PWG5100.5]
1064 page-order-received (type2 keyword) [PWG5100.5]
1065 page-ranges (lsetOf rangeOflInteger (1:MAX)) [PWG5100.5]
1066 presentation-direction-number-up (type2 keyword) [PWG5100.5]
1067 print-quality (type2 enum) [PWG5100.5]
1068 printer-resolution (resolution) [PWG5100.5]
1069 sides (type2 keyword) [PWG5100.5]
1070 x-image-position (type2 keyword) [PWG5100.5]
1071 x-image-shift (integer (MIN:MAX)) [PWG5100.5]
1072 x-sidel-image-shift (integer (MIN:MAX)) [PWG5100.5]
1073 x-side2-image-shift (integer (MIN:MAX)) [PWG5100.5]
1074 y-image-position (type2 keyword) [PWG5100.5]
1075 y-image-shift (integer (MIN:MAX)) [PWG5100.5]
1076 y-sidel-image-shift (integer (MIN:MAX)) [PWG5100.5]
1077 y-side2-image-shift (integer (MIN:MAX)) [PWG5100.5]
1078

1079 Operation attributes: Reference
1080 W e
1081 document-charset (charset) [PWG5100.5]
1082 document-number (integer (1:MAX)) [PWG5100.5]
1083

1084 Printer Description attributes: Reference
1085 o e
1086 document-creation-attributes-supported (lsetOf type2 keyword)

1087 [PWG5100.5]

1088 14.2 Attribute Value Registrations

1089 The attribute values defined in this specification will be published by IANA according to the
1090 procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

1091 http://www.iana.org/assignments/ipp-registrations

1092  The registry entries will contain the following information:

1093 Attributes (attribute syntax)
1094 Keyword Attribute Value Reference
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1095 e
1096 requested-attributes (lsetOf type2 keyword) [STD92]
1097 document-description [PWG5100.5]
1098 document-template [PWG5100.5]

1099 14.3 Type2 enum Registrations

1100 The enum values defined in this specification will be published by IANA according to the
1101 procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

1102 http://www.iana.org/assignments/ipp-registrations

1103  The registry entries will contain the following information:

1104 Attributes (attribute syntax)

1105 Enum Value Enum Symbolic Name Reference
1106 = e e o
1107 operations-supported (lsetOf type2 enum) [STD92]
1108 0x0033 Cancel-Document [PWG5100.5]
1109 0x0034 Get-Document-Attributes {PWG5100.5]
1110 0x0035 Get-Documents [PWG5100.5]
1111 0x0036 Delete-Document (obsolete) [PWG5100.5]
1”% 0x0037 Set-Document-Attributes [PWG5100.5]

1114  14.4 Operation Registrations

1115 The operations defined in this specification will be published by IANA according to the
1116  procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:

1117 http://www.iana.org/assignments/ipp-registrations

1118  The registry entries will contain the following information:

1119 Operation Name Reference

1120 e

1121 Cancel-Document [PWG5100.5]
1122 Cancel-Job (extension) [PWG5100.5]
1123 Delete-Document (obsolete) [PWG5100.5]
1124 Get-Document-Attributes [PWG5100.5]
1125 Get-Documents [PWG5100.5]
1126 Hold-Job (extension) [PWG5100.5]
1127 Print-Job (extension) [PWG5100.5]
1128 Print-URI (extension) [PWG5100.5]
1129 Release-Job (extension) [PWG5100.5]
1130 Send-Document (extension) [PWG5100.5]
1131 Send-URI (extension) [PWG5100.5]
1132 Set-Document-Attributes [PWG5100.5]
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14.5 Attribute Group Registrations

The attribute groups defined in this specification will be published by IANA according to the

procedures in the Internet Printing Protocol/1.1 [STD92] in the following file:
http://www.iana.org/assignments/ipp-registrations

The registry entries will contain the following information:

Value Attribute Group Name Reference

0x09 document-attributes-tag [PWG5100.5]

15. Overview of Changes

15.1 IPP Document Object v1.1

The following changes were made to the previous version of this specification [PWG5100.5-

2003]:
e Printers no longer need to support multiple Document Jobs;
¢ Rationale and model sections have been added;

e References now point to the current versions of dependent documents and
specifications at the time of publication;

e The "document-charset" operation attribute has been added to this specification;

e The Delete-Document operation has been made obsolete;

¢ Additional semantics for the deprecated Reprocess-Job and Restart-Job operations
have been removed;

e The "ipp-attribute-fidelity" and "job-mandatory-attributes" operation attributes are no
longer (incorrectly) promoted to persistent Job and Document attributes;

e The "compression" Document Status attribute has been made obsolete because it
Serves no purpose;

e Several "document-format-xxx" Document Status attributes have been made

obsolete because they have serious interoperability issues; and
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e The '"impressions-completed-current-copy" and "sheet-completed-copy-number"
Document Status attributes have been made obsolete because the parent
specification (RFC 3381) is obsolete.
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18. Change History

18.1 October 22, 2018

Status: Interim.

e Section 4: Changed to use "This specification" instead of "This document".

e Figure 1: Updated with the list of operations.

e Table 1: Added target object.

e Editorial changes throughout.

e Updated wording of the access rights section, per WG review comments on October
11,2018

e Table 9: Changed "Reference" column title to "Origin"

e Updated references to the old PWG 5100.5 and 5100.7 to include the year, note they
are obsolete.

e Updated RFC 3381 to note it is obsolete, obsoleted by RFC 8011

18.2 September 19, 2018

e [nitial revision for v1.1.

Updated to use new working draft template, section organizations.

e Updated references.

Added Changes section.
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1286 ¢ Added proper rationale and model sections.

1287 ¢ Printers no longer need to support multiple Document Jobs.

1288 e Added the "document-charset" operation attribute from PWG 5100.7.

1289 e Made the Delete-Document operation obsolete.

1290 e Made the "compression" Document Status attribute obsolete because it serves no
1291 purpose.

1292 ¢ Made several "document-format-xxx" Document Status attributes from PWG 5100.7
1293 obsolete because they have serious interoperability issues.

1294 e Made the 'impressions-completed-current-copy” and "sheet-completed-copy-
1295 number" Document Status attributes obsolete because the parent specification (RFC
1296 3381) is obsolete.
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