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Copyright © 2011-2022 The Printer Working Group.   All rights reserved.  1 

This document may be copied and furnished to others, and derivative works that comment 2 
on, or otherwise explain it or assist in its implementation may be prepared, copied, published 3 
and distributed, in whole or in part, without restriction of any kind, provided that the above 4 
copyright notice, this paragraph and the title of the Document as referenced below are 5 
included on all such copies and derivative works.  However, this document itself may not 6 
be modified in any way, such as by removing the copyright notice or references to the IEEE-7 
ISTO and the Printer Working Group, a program of the IEEE-ISTO.  8 

Title:  Internet Printing Protocol/2.x Fourth Edition (BASE) 9 

The IEEE-ISTO and the Printer Working Group DISCLAIM ANY AND ALL WARRANTIES, 10 
WHETHER EXPRESS OR IMPLIED INCLUDING (WITHOUT LIMITATION) ANY IMPLIED 11 
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.  12 

The Printer Working Group, a program of the IEEE-ISTO, reserves the right to make 13 
changes to the document without further notice.  The document may be updated, replaced 14 
or made obsolete by other documents at any time. 15 

The IEEE-ISTO takes no position regarding the validity or scope of any intellectual property 16 
or other rights that might be claimed to pertain to the implementation or use of the 17 
technology described in this document or the extent to which any license under such rights 18 
might or might not be available; neither does it represent that it has made any effort to 19 
identify any such rights. 20 

The IEEE-ISTO invites any interested party to bring to its attention any copyrights, patents, 21 
or patent applications, or other proprietary rights which may cover technology that may be 22 
required to implement the contents of this document. The IEEE-ISTO and its programs shall 23 
not be responsible for identifying patents for which a license may be required by a document 24 
and/or IEEE-ISTO Industry Group Standard or for conducting inquiries into the legal validity 25 
or scope of those patents that are brought to its attention. Inquiries may be submitted to the 26 
IEEE-ISTO by e-mail at: ieee-isto@ieee.org. 27 

The Printer Working Group acknowledges that the IEEE-ISTO (acting itself or through its 28 
designees) is and shall at all times be the sole entity that may authorize the use of 29 
certification marks, trademarks, or other special designations to indicate compliance with 30 
these materials. 31 

Use of this document is wholly voluntary. The existence of this document does not imply 32 
that there are no other ways to produce, test, measure, purchase, market, or provide other 33 
goods and services related to its scope. 34 
  35 
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About the IEEE-ISTO 36 

The IEEE-ISTO is a not-for-profit corporation offering industry groups an innovative and 37 
flexible operational forum and support services.  The IEEE-ISTO provides a forum not only 38 
to develop standards, but also to facilitate activities that support the implementation and 39 
acceptance of standards in the marketplace.  The organization is affiliated with the IEEE 40 
(https://www.ieee.org/) and the IEEE Standards Association (https://standards.ieee.org/). 41 

For additional information regarding the IEEE-ISTO and its industry programs visit: 42 

https://www.ieee-isto.org/ 43 

About the IEEE-ISTO PWG 44 

The Printer Working Group (or PWG) is a Program of the IEEE Industry Standards and 45 
Technology Organization (ISTO) with member organizations including printer 46 
manufacturers, print server developers, operating system providers, network operating 47 
system providers, network connectivity vendors, and print management application 48 
developers.  The PWG is chartered to make printers and the applications and operating 49 
systems supporting them work together better.  All references to the PWG in this document 50 
implicitly mean “The Printer Working Group, a Program of the IEEE ISTO.” 51 

To meet this objective, the PWG documents the results of their work as open standards that 52 
define print related protocols, interfaces, procedures, and conventions. A PWG standard is 53 
a stable, well understood, and technically competent specification that is widely used with 54 
multiple independent and interoperable implementations. Printer manufacturers and 55 
vendors of printer related software benefit from the interoperability provided by voluntary 56 
conformance to these standards. 57 

For additional information regarding the Printer Working Group visit: 58 

https://www.pwg.org 59 

Contact information: 60 

The Printer Working Group 61 
c/o The IEEE Industry Standards and Technology Organization 62 
445 Hoes Lane 63 
Piscataway, NJ 08854 64 
USA 65 
 66 

67 
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1. Introduction 133 

The Internet Printing Protocol consists of dozens of IETF, PWG, and Wi-Fi Alliance IPP 134 
extension specifications as well as many vendor extensions. IPP is used by billions of client 135 
devices, printers, and print services every day. 136 

This document defines three IPP protocol versions compatible with the IETF Internet 137 
Printing Protocol/1.1 [STD92]: IPP/2.0 for home and workgroup printing, IPP/2.1 for 138 
enterprise printing, and IPP/2.2 for production printing. Section 13 provides a detailed 139 
history of the Internet Printing Protocol and its development within the IETF and PWG. 140 

Note: The IPP Everywhere v1.1 [PWG5100.14] specification defines a complete driverless 141 
printing profile based on IPP/2.0 that is a common baseline for both Client and Printer 142 
implementations. IPP Everywhere defines a different method of disclosing named features 143 
instead of version numbers representing broad categories of printers and print services. 144 

2. Terminology145 

2.1 Conformance Terminology 146 

Capitalized terms, such as MUST, MUST NOT, RECOMMENDED, REQUIRED, SHOULD, 147 
SHOULD NOT, MAY, and OPTIONAL, have special meaning relating to conformance as 148 
defined in Key words for use in RFCs to Indicate Requirement Levels [BCP14]. The term 149 
CONDITIONALLY REQUIRED is additionally defined for a conformance requirement that 150 
applies when a specified condition is true. 151 

The term DEPRECATED is used for previously defined and approved protocol elements 152 
that SHOULD NOT be used or implemented. The term OBSOLETE is used for previously 153 
defined and approved protocol elements that MUST NOT be used or implemented. 154 

2.2 Printing Terminology 155 

Normative definitions and semantics of printing terms are imported from the Internet Printing 156 
Protocol/1.1 [STD92]. 157 

Document: An object created and managed by a Printer that contains the description, 158 
processing, and status information. A Document object may have attached data and is 159 
bound to a single Job. 160 

Enterprise Printer: A high availability Output Device that is shared by large groups of people 161 
to produce medium to high volumes of hardcopy output. 162 

Job: An object created and managed by a Printer that contains description, processing, and 163 
status information. The Job also contains zero or more Document objects. 164 
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Logical Device: a print server, software service, or gateway that processes jobs and either 165 
forwards or stores the processed job or uses one or more Physical Devices to render output. 166 

Output Device: a single Logical or Physical Device 167 

Physical Device: a hardware implementation of a endpoint device, e.g., a marking engine, 168 
a fax modem, etc. 169 

Production Printer: A high volume and/or large format Output Device that is used to deliver 170 
finished hardcopy output such as books, magazines, business cards, posters, and so forth. 171 

Workgroup Printer: An Output Device that is used by a single End User or small groups of 172 
people to produce low volumes of hardcopy output. 173 

2.3 Protocol Role Terminology 174 

The following protocol roles are defined to specify unambiguous conformance 175 
requirements: 176 

Client: Initiator of outgoing connections and sender of outgoing operation requests 177 
(Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] User Agent). 178 

Printer: Listener for incoming connections and receiver of incoming operation requests 179 
(Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] Server) that represents one or more 180 
Physical Devices or a Logical Device. 181 

2.4 Acronyms and Organizations 182 

IANA: Internet Assigned Numbers Authority, https://www.iana.org/ 183 

IETF: Internet Engineering Task Force, https://www.ietf.org/ 184 

ISO: International Organization for Standardization, https://www.iso.org/ 185 

PWG: Printer Working Group, https://www.pwg.org/ 186 

 187 

https://www.iana.org/
https://www.ietf.org/
https://www.iso.org/
https://www.pwg.org/
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3. Requirements  188 

3.1 Rationale 189 

Given the following existing specifications: 190 

1. Internet Printing Protocol/1.1 [STD92] 191 
2. Internet Printing Protocol: Job and Printer Set Operations [RFC3380] 192 
3. Internet Printing Protocol: IPP URL Scheme [RFC3510] 193 
4. Internet Printing Protocol: Event Notifications and Subscriptions [RFC3995] 194 
5. Internet Printing Protocol: The 'ippget' Delivery Method for Event Notifications 195 

[RFC3996] 196 
6. Internet Printing Protocol: Job and Printer Administrative Operations [RFC3998] 197 
7. IPP over HTTPS Transport Binding and 'ipps' URI Scheme [RFC7472] 198 
8. IPP Finishings v3.0 [PWG5100.1] 199 
9. IPP "output-bin" attribute extension [PWG5100.2] 200 
10. IPP Production Printing Extensions v2.0 [PWG5100.3] 201 
11. IPP Document Object v1.1 [PWG5100.5] 202 
12. IPP Page Overrides [PWG5100.6] 203 
13. IPP Job Extensions v2.0 [PWG5100.7] 204 
14. IPP "-actual" attributes [PWG5100.8] 205 
15. IPP Printer State Extensions [PWG5100.9] 206 
16. IPP Enterprise Printing Extensions v2.0 [PWG5100.11] 207 
17. PWG Media Standardized Names v2.0 [PWG5101.1] 208 
18. PWG Command Set Format for IEEE 1284 Device ID v1.0 [PWG5107.2] 209 

And given the need for common baseline protocol feature support, this specification should: 210 

1. Standardize profiles of the IPP extensions for advanced printing functionality 211 
and reliable interoperability; 212 

2. Encourage adoption of modern IPP-based printing infrastructures; and 213 
3. Discourage the further proliferation of vendor proprietary IPP operations and 214 

attributes that damage IPP interoperability by duplicating IETF or PWG IPP 215 
standard operations and attributes. 216 

3.2 Use Cases 217 

See the informal descriptions of the IPP/2.0, IPP/2.1, and IPP/2.2 target printing 218 
environments in section 4. 219 

3.2.1 IPP/2.0 Printer 220 

Alice, Bob, and Charlie are graphic artists who share a printer down the hall. They all load 221 
paper when needed. Alice and Bob have convinced Charlie that he should load the toner 222 
cartridges. But they do use many paper sizes. 223 
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3.2.2 IPP/2.1 Printer 224 

Joe and his colleagues send large documents to a printer in a building across the street in 225 
a 'glasshouse' with some web servers.   226 

Both Joe and the operator Sue in the glasshouse manage lots of jobs - they need to hold 227 
and release jobs. Joe wants to keep track of his jobs - he needs to subscribe for job events.   228 

Sue is expected to manage several printers - she needs to enable and disable printers, i.e., 229 
enable/disable accepting new jobs over input channels. 230 

3.2.3 IPP/2.2 Printer 231 

Louise works in Accounting for a big wholesaler in Kansas City. She sends variable data 232 
jobs, e.g., different names, addresses, and balance owed amounts formatted onto a pre-233 
printed form, to a printer in Chicago.   234 

Her friend Sam is a night-shift operator in Chicago. Sam makes sure that job resources, 235 
e.g., the pre-printed forms for Louise's jobs, are loaded when needed. He often needs to 236 
pause the printer after the current job. 237 

3.3 Exceptions 238 

The following subsections define exceptions in addition to those defined in the Internet 239 
Printing Protocol/1.1 [STD92]. 240 

3.3.1 Out of Paper 241 

The printer runs out of paper while printing a job. The printer reports the change in state 242 
either by sending a notification to a Client device or in response to a Client query. 243 

3.4 Out of Scope 244 

The following are considered out of scope for this specification: 245 

1. Definition of new IPP attributes, objects, or operations. 246 

3.5 Design Requirements 247 

The design requirements for this specification are: 248 

1. Define conformance profiles that reference IETF IPP and PWG IPP 249 
specifications; 250 

2. Define conformance requirements for both IPP Printers and IPP Clients; and 251 
3. Define IANA registration information for new values of “ipp-versions-supported”.252 
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4. Model 253 

This specification extends the Internet Printing Protocol/1.1 [STD92] model to address three 254 
general printing environments. 255 

4.1 Internet Printing Protocol/1.1 256 

The Internet Printing Protocol/1.1 [STD92] does not target a specific class of output devices 257 
and only requires conformance to the PWG Media Standardized Names v2.0 (MSN) 258 
[PWG5101.1] specification. It serves as the basis for the 2.x protocol versions. 259 

4.2 Internet Printing Protocol/2.0 260 

This IPP conformance level is targeted to a Workgroup Printer where a small number of 261 
users are typically physically located close to the device and the device is typically managed 262 
by the local users. The device is typically a low speed IPP/2.0 Printer with a limited feature 263 
set tailored to the requirements of a small group of users. Routine maintenance, such as 264 
loading paper and clearing paper jams, is usually performed by the current user. The 265 
configuration of the IPP/2.0 Printer for special jobs, such as the need for a unique paper 266 
size or color, is also handled by the user requiring the changed configuration. 267 

4.3 Internet Printing Protocol/2.1 268 

This IPP conformance level is targeted to an Enterprise Printer with more users and devices 269 
with higher speed and duty cycle ratings than IPP/2.0 Printers, but the primary difference is 270 
in the supported features, physical location, and maintenance of the device. An IPP/2.1 271 
Printer is typically located in a central location with most users not very close physically. An 272 
End User’s access to the IPP/2.1 Printer may be limited and maintenance is typically 273 
performed by assigned, trained personnel. Features such as paper size and type are 274 
typically fixed by site policies and are not easily modified for special use. IPP/2.1 Printers 275 
often have more post-processing features (such as punching, folding, stapling, etc.) than 276 
IPP/2.0 Printers. 277 

4.4 Internet Printing Protocol/2.2 278 

This IPP conformance level is targeted to a Production Printer with high speed and very 279 
high duty cycle devices as compared to IPP/2.0 and IPP/2.1 Printers. One example of this 280 
environment is a data center where jobs are centrally scheduled rather than sent ad-hoc 281 
from a group of End Users. This class of Printer is expected to consume significantly more 282 
supplies (such as paper, toner, etc.) and have a larger memory capacity than the other 283 
classes. 284 
  285 
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5. IPP/2.x Requirements  286 

This section specifies the IPP standards that are RECOMMENDED or REQUIRED for each 287 
IPP protocol version defined in this specification. By design, each IPP conformance level 288 
builds on the required functionality of all lower versions. 289 

All the IETF and PWG specification requirements for each IPP protocol version are 290 
summarized below in Table 1 in order to simplify design, implementation, and testing. 291 

Table 1 - IPP Standards for IPP Protocol Versions 292 

IETF 
or 
PWG 
Spec
ificat
ion 

IPP/1.1 
Support 

IPP/2
.0 
Sup
port 

IPP/2
.1 
Sup
port 

IPP/2
.2 
Sup
port 

PWG 
5100
.1 

 REQ
UIRE
D 

REQ
UIRE
D 

REQ
UIRE
D 

PWG 
5100
.2 

 REQ
UIRE
D 

REQ
UIRE
D 

REQ
UIRE
D 

PWG 
5100
.3 

   REQ
UIRE
D 

PWG 
5100
.5 

  REC
OMM
END
ED 

REQ
UIRE
D 

PWG 
5100
.6 

  REC
OMM
END
ED 

REQ
UIRE
D 

PWG 
5100
.7 

 REC
OMM
END
ED 

REQ
UIRE
D 

REQ
UIRE
D 

PWG 
5100
.8 

  REC
OMM
END
ED 

REQ
UIRE
D 

PWG 
5100
.9 

 REC
OMM
END
ED 

REQ
UIRE
D 

REQ
UIRE
D 

PWG 
5100
.11 

  REQ
UIRE
D 

REQ
UIRE
D 

PWG 
5101
.1 

 REQ
UIRE
D 

REQ
UIRE
D 

REQ
UIRE
D 
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IETF 
or 
PWG 
Spec
ificat
ion 

IPP/1.1 
Support 

IPP/2
.0 
Sup
port 

IPP/2
.1 
Sup
port 

IPP/2
.2 
Sup
port 

RFC 
3380 

 REC
OMM
END
ED 

REQ
UIRE
D 

REQ
UIRE
D 

RFC 
3510 

REQUIRED REQ
UIRE
D 

REQ
UIRE
D 

REQ
UIRE
D 

RFC 
3995 

 REC
OMM
END
ED 

REQ
UIRE
D 

REQ
UIRE
D 

RFC 
3996 

 REC
OMM
END
ED 

REQ
UIRE
D 

REQ
UIRE
D 

RFC 
3998 

 REC
OMM
END
ED 

REQ
UIRE
D 

REQ
UIRE
D 

RFC 
7472 

RECOMMENDED REC
OMM
END
ED 

REC
OMM
END
ED 

REQ
UIRE
D 

RFC 
8446 

RECOMMENDED REC
OMM
END
ED 

REC
OMM
END
ED 

REQ
UIRE
D 

STD 
92 

REQUIRED REQ
UIRE
D 

REQ
UIRE
D 

REQ
UIRE
D 

293 
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5.1 IPP/2.0 Requirements  294 

An IPP/2.0 Printer MUST support the following specifications: 295 

1. Internet Printing Protocol/1.1: [STD92]; 296 
2. Internet Printing Protocol/1.1: IPP URL Scheme [RFC3510]; 297 
3. IPP Finishings v3.0 (FIN) [PWG5100.1] (for “finishings” attribute); 298 
4. IPP “output-bin” attribute extension [PWG5100.2]; and 299 
5. PWG Media Standardized Names 2.0 [PWG5101.1] (for “media” attribute). 300 

An IPP/2.0 Printer SHOULD support the following specifications: 301 

1. IPP Job Extensions v2.0 [PWG5100.7] (for “media-col” attributes); 302 
2. IPP Printer State Extensions [PWG5100.9]; 303 
3. Internet Printing Protocol: Job and Printer Set Operations [RFC3380]; 304 
4. Internet Printing Protocol: Event Notifications and Subscriptions [RFC3995]; 305 
5. Internet Printing Protocol: The ‘ippget’ Delivery Method for Event Notifications 306 

[RFC3996]; 307 
6. Internet Printing Protocol: Job and Printer Administrative Operations 308 

[RFC3998]; 309 
7. IPP over HTTPS Transport Binding and 'ipps' URI Scheme [RFC7472]; and 310 
8. The Transport Layer Security (TLS) Protocol Version 1.3 [RFC8446]. 311 

5.2 IPP/2.1 Requirements 312 

An IPP/2.1 Printer MUST support: 313 

1. All of the REQUIRED specifications for IPP/2.0; 314 
2. Multiple document Jobs and the Create-Job and Send-Document operations; 315 
3. Internet Printing Protocol: Job and Printer Set Operations [RFC3380]; 316 
4. Internet Printing Protocol: Event Notifications and Subscriptions [RFC3995]; 317 
5. Internet Printing Protocol: The ‘ippget’ Delivery Method for Event Notifications 318 

[RFC3996]; 319 
6. Internet Printing Protocol: Job and Printer Administrative Operations 320 

[RFC3998]; 321 
7. IPP Job Extensions v2.0 [PWG5100.7]; 322 
8. IPP Printer State Extensions [PWG5100.9]; and 323 
9. IPP Enterprise Printing Extensions v2.0 [PWG5100.11]. 324 

An IPP/2.1 Printer SHOULD support the following specifications: 325 

1. IPP Document Object v1.1 [PWG5100.5]; 326 
2. IPP Page Overrides [PWG5100.6]; 327 
3. IPP “-actual” Attributes [PWG5100.8]; 328 
4. IPP over HTTPS Transport Binding and 'ipps' URI Scheme [RFC7472]; and 329 
5. The Transport Layer Security (TLS) Protocol Version 1.3 [RFC8446]. 330 
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5.3 IPP/2.2 Requirements   331 

An IPP/2.2 printer MUST support the following specifications: 332 

1. All of the REQUIRED specifications for IPP/2.0; 333 
2. All of the REQUIRED specifications for IPP/2.1; 334 
3. IPP Production Printing Extensions v2.0 [PWG5100.3]; 335 
4. IPP Document Object v1.1 [PWG5100.5]; 336 
5. IPP Page Overrides [PWG5100.6]; 337 
6. IPP “-actual” Attributes [PWG5100.8]; 338 
7. IPP Enterprise Printing Extensions v2.0 [PWG5100.11]; 339 
8. The Transport Layer Security (TLS) Protocol Version 1.3 [RFC8446]. 340 

An IPP/2.2 Printer SHOULD support the following specifications: 341 

1. IPP over HTTPS Transport Binding and 'ipps' URI Scheme [RFC7472]. 342 

 343 
  344 
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6. IPP Attributes 345 

The following subsections define increased conformance requirements for various 346 
attributes. 347 

6.1 Operation Attributes 348 

Table 2 provides a summary of the conformance requirements for operation attributes in 349 
IPP/2.0, IPP/2.1, and/or IPP/2.2. 350 

Table 2 - Updated IPP Operation Attributes 351 

Attribute Reference IPP/2.0 IPP/2.1 IPP/2.2 

status-message STD92 RECOMMENDED RECOMMENDED REQUIRED 

6.2 Job/Document Template Attributes 352 

Table 3 provides a summary of the conformance requirements for Job and Document 353 
Template attributes in IPP/2.0, IPP/2.1, and/or IPP/2.2. Additional requirements for specific 354 
attributes are provided in the subsections below. 355 

Table 3 - Updated IPP Job/Document Template Attributes 356 

Attribute Reference IPP/2.0 IPP/2.1 IPP/2.2 

copies STD92 REQUIRED REQUIRED REQUIRED 
job-hold-until STD92 RECOMMENDED REQUIRED REQUIRED 
job-priority STD92 RECOMMENDED REQUIRED REQUIRED 
job-sheets STD92 RECOMMENDED REQUIRED REQUIRED 
media STD92 REQUIRED REQUIRED REQUIRED 
orientation-requested STD92 REQUIRED REQUIRED REQUIRED 
output-bin PWG5100.2 REQUIRED REQUIRED REQUIRED 
print-quality STD92 REQUIRED REQUIRED REQUIRED 
printer-resolution STD92 REQUIRED REQUIRED REQUIRED 
sides STD92 C. REQUIRED C. REQUIRED C. REQUIRED 

6.2.1 media (type2 keyword | name(MAX)) 357 

Printers MUST support this attribute. Values of the “media” attribute [STD92] MUST 358 
conform to the PWG Media Standardized Names 2.0 (MSN) [PWG5101.1]. 359 

6.2.2 print-quality (type2 enum) and printer-resolution (resolution) 360 

The “print-quality” attribute has higher precedence than “printer-resolution”. If the Printer 361 
cannot support a requested combination, it returns the usual 'successful-ok-ignored-or-362 
substituted-attributes' or 'client-error-conflicting-attributes' status code in the response to a 363 
Create-Job, Print-Job, Print-URI, or Validate-Job request. 364 
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6.2.3 sides (type2 keyword) 365 

Printers that support duplex output MUST support this attribute with the values 'one-sided', 366 
'two-sided-long-edge', and 'two-sided-short-edge'. 367 

6.3 Printer Description Attributes 368 

Table 4 provides a summary of the conformance requirements for Printer Description 369 
attributes in IPP/2.0, IPP/2.1, and/or IPP/2.2. Additional requirements for specific attributes 370 
are provided in the subsections below. 371 

Table 4 - Updated IPP Printer Description Attributes 372 

Attribute Reference IPP/2.0 IPP/2.1 IPP/2.2 

color-supported STD92 REQUIRED REQUIRED REQUIRED 
copies-default STD92 REQUIRED REQUIRED REQUIRED 
copies-supported STD92 REQUIRED REQUIRED REQUIRED 
job-hold-until-default STD92 RECOMMENDED REQUIRED REQUIRED 
job-hold-until-supported STD92 RECOMMENDED REQUIRED REQUIRED 
job-priority-default STD92 RECOMMENDED REQUIRED REQUIRED 
job-priority-supported STD92 RECOMMENDED REQUIRED REQUIRED 
job-sheets-default STD92 RECOMMENDED REQUIRED REQUIRED 
job-sheets-supported STD92 RECOMMENDED REQUIRED REQUIRED 
media-default STD92 REQUIRED REQUIRED REQUIRED 
media-ready STD92 RECOMMENDED RECOMMENDED REQUIRED 
media-supported STD92 REQUIRED REQUIRED REQUIRED 
orientation-requested-default STD92 REQUIRED REQUIRED REQUIRED 
orientation-requested-supported STD92 REQUIRED REQUIRED REQUIRED 
output-bin-default PWG5100.2 REQUIRED REQUIRED REQUIRED 
output-bin-supported PWG5100.2 REQUIRED REQUIRED REQUIRED 
pages-per-minute STD92 REQUIRED REQUIRED REQUIRED 
pages-per-minutes-color STD92 C. REQUIRED C. REQUIRED C. REQUIRED 
print-quality-default STD92 REQUIRED REQUIRED REQUIRED 
print-quality-supported STD92 REQUIRED REQUIRED REQUIRED 
printer-alert PWG5100.9 RECOMMENDED REQUIRED REQUIRED 
printer-alert-description PWG5100.9 RECOMMENDED REQUIRED REQUIRED 
printer-info STD92 REQUIRED REQUIRED REQUIRED 
printer-location STD92 REQUIRED REQUIRED REQUIRED 
printer-make-and-model STD92 REQUIRED REQUIRED REQUIRED 
printer-more-info STD92 REQUIRED REQUIRED REQUIRED 
printer-resolution-default STD92 REQUIRED REQUIRED REQUIRED 
printer-resolution-supported STD92 REQUIRED REQUIRED REQUIRED 
sides-default STD92 C. REQUIRED C. REQUIRED C. REQUIRED 
sides-supported STD92 C. REQUIRED C. REQUIRED C. REQUIRED 

6.3.1 pages-per-minutes-color (integer(0:MAX)) 373 

Printers that support more than one color, i.e. the value of "color-supported" is 'true', MUST 374 
support this attribute. 375 
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6.3.2 sides-default (type2 keyword) 376 

Printers that support duplex output MUST support this attribute with the values 'one-sided', 377 
'two-sided-long-edge', or 'two-sided-short-edge'. 378 

6.3.3 sides-supported (1setOf type2 keyword) 379 

Printers that support duplex output MUST support this attribute with the values 'one-sided', 380 
'two-sided-long-edge', and 'two-sided-short-edge'. 381 

 382 
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7. Conformance Requirements  383 

7.1 Printer Conformance Requirements 384 

In order for a Printer to claim conformance to IPP/2.0 as defined in this specification, a 385 
Printer MUST: 386 

1. Conform to all REQUIRED IPP Standards defined in section 5.1; 387 
2. Support all REQUIRED IPP/2.0 Attributes defined in section 6 of this 388 

specification; 389 
3. Conform to the Internationalization Considerations defined in section 8 of this 390 

specification; and 391 
4. Conform to the Security Considerations defined in section 9 of this specification. 392 

In order for a Printer to claim conformance to IPP/2.1 as defined in this specification, a 393 
Printer MUST: 394 

1. Conform to all REQUIRED IPP Standards defined in sections 5.1 and 5.2; 395 
2. Support all REQUIRED IPP/2.1 Attributes defined in section 6 of this 396 

specification; 397 
3. Conform to the Internationalization Considerations defined in section 8 of this 398 

specification; and 399 
4. Conform to the Security Considerations defined in section 9 of this specification. 400 

In order for a Printer to claim conformance to IPP/2.2 as defined in this specification, a 401 
Printer MUST: 402 

1. Conform to all REQUIRED IPP Standards defined in sections 5.1, 5.2, and 5.3; 403 
2. Support all REQUIRED IPP/2.2 Attributes defined in section 6 of this 404 

specification; 405 
3. Conform to the Internationalization Considerations defined in section 8 of this 406 

specification; and 407 
4. Conform to the Security Considerations defined in section 9 of this specification.408 

7.2 Client Conformance Requirements 409 

In order for a Client to claim conformance to this specification, a Client MUST: 410 

1. Conform to all REQUIRED IPP Standards defined in section 5.1; 411 
2. Conform to the Internationalization Considerations defined in section 8 of this 412 

specification; and 413 
3. Conform to the Security Considerations defined in section 9 of this specification, 414 

including the RECOMMENDED or REQUIRED TLS versions for IPP/2.0, 415 
IPP/2.1, and IPP/2.2 implementations.416 
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8. Internationalization Considerations  417 

For interoperability and basic support for multiple languages, conforming implementations 418 
MUST support: 419 

1. The Universal Character Set (UCS) Transformation Format -- 8 bit (UTF-8) 420 
[STD63] encoding of Unicode [UNICODE] [ISO10646]; and 421 

2. The Unicode Format for Network Interchange [RFC5198] which requires 422 
transmission of well-formed UTF-8 strings and recommends transmission of 423 
normalized UTF-8 strings in Normalization Form C (NFC) [UAX15]. 424 

Unicode NFC is defined as the result of performing Canonical Decomposition (into base 425 
characters and combining marks) followed by Canonical Composition (into canonical 426 
composed characters wherever Unicode has assigned them). 427 

WARNING – Performing normalization on UTF-8 strings received from IPP Clients and 428 
subsequently storing the results (e.g., in IPP Job objects) could cause false negatives in 429 
IPP Client searches and failed access (e.g., to IPP Printers with percent-encoded UTF-8 430 
URIs now 'hidden'). 431 

Implementations of this specification SHOULD conform to the following standards on 432 
processing of human-readable Unicode text strings: 433 

Unicode Bidirectional Algorithm [UAX9] – left-to-right, right-to-left, and vertical 434 

Unicode Line Breaking Algorithm [UAX14] – character classes and wrapping 435 

Unicode Normalization Forms [UAX15] – especially NFC for [RFC5198] 436 

Unicode Text Segmentation [UAX29] – grapheme clusters, words, sentences 437 

Unicode Identifier and Pattern Syntax [UAX31] – identifier use and normalization 438 

Unicode Collation Algorithm [UTS10] – sorting 439 

Unicode Locale Data Markup Language [UTS35] – locale databases 440 

Implementations of this specification are advised to also review the following informational 441 
documents on processing of human-readable Unicode text strings: 442 

Unicode Character Encoding Model [UTR17] – multi-layer character model 443 

Unicode in XML and other Markup Languages [UTR20] – XML usage 444 

Unicode Character Property Model [UTR23] – character properties 445 

Unicode Conformance Model [UTR33] – Unicode conformance basis 446 
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9. Security Considerations 447 

The IPP extensions defined in this document require the same security considerations as 448 
defined in the Internet Printing Protocol/1.1 [STD92]. 449 

Clients conforming to any version of IPP MUST support HTTP Basic [RFC7617] and HTTP 450 
Digest [RFC7616] authentication. Clients SHOULD conform to the IPP Authentication 451 
Methods v1.0 [PWG5199.10]. 452 

Printers conforming to IPP/2.2 MUST support TLS/1.3 [RFC8446] [RFC7525] or a later 453 
version. 454 

Implementations of this specification SHOULD conform to the following standard on 455 
processing of human-readable Unicode text strings, see: 456 

Unicode Security Mechanisms [UTS39] – detecting and avoiding security attacks 457 

Implementations of this specification are advised to also review the following informational 458 
document on processing of human-readable Unicode text strings: 459 

Unicode Security FAQ [UNISECFAQ] – common Unicode security issues 460 

10. IANA and PWG Considerations  461 

10.1 Attribute Value Registrations 462 

The attribute values defined in this document will be published by IANA according to the 463 
procedures in the Internet Printing Protocol/1.1 [STD92] in the following location: 464 

https://www.iana.org/assignments/ipp-registrations 465 

The registry entries will contain the following information: 466 

Attributes (attribute syntax) 467 
  Keyword Attribute Value Reference 468 
  ----------------------- --------- 469 
ipp-versions-supported (1setOf type2 keyword) [STD92] 470 
  2.0 [PWG5100.12] 471 
  2.1 [PWG5100.12] 472 
  2.2 [PWG5100.12] 473 

11. References 474 

https://www.iana.org/assignments/ipp-registrations
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13. The PWG Internet Printing Protocol (IPP) Workgroup 640 

The PWG Internet Printing Protocol (IPP) workgroup is responsible for the continued 641 
development of IPP. The IPP home page provides access to the IPP mailing list, current 642 
working drafts, and published PWG specifications and IETF RFCs: 643 

https://www.pwg.org/ipp/ 644 

The IPP Everywhere project and IPP Implementor’s Guide 2.0 [PWG5100.19] provide 645 
useful supplemental information to this specification. 646 

13.1 History of the Internet Printing Protocol 647 

In the summer of 1996, Novell approached a number of companies to find out if they were 648 
interested to participate in a printing protocol project for the Internet. Xerox and others 649 
expressed some interest and suggested that the first step would be to develop a draft text 650 
and decide how to initiate the project. As result, a first draft document was developed in 651 
cooperation between Novell and Xerox. At this stage, the project was known as Lightweight 652 
Document Printing Application (LDPA). In a parallel effort, IBM had started working on a 653 
proposal for Internet printing using Web technology, under the name of HyperText Printing 654 
Protocol (HTPP). It was also known that Microsoft and HP had started work on a solution 655 
for a new generation of print services for Windows NT 5.0. 656 

In parallel to the writing of initial draft texts, the initiators investigated how to start up the 657 
public standardization project. It was clear from the beginning that the initiators wanted the 658 
project to become an acknowledged project with the Internet Engineering Task Force 659 
(IETF), but first needed to get together a forum of experts before suggesting it to the IETF. 660 
The choice was to start the activity in the Printer Working Group (PWG), a group of people 661 
with representation from printer and print server vendors, which had previously developed 662 
the IETF Printer MIB specification. 663 

After initial discussions in a couple of earlier meetings, the PWG started the IPP project in 664 
November 1996. Carl-Uno Manros from Xerox was chosen as the project chair and Scott 665 
Isaacson from Novell as the main editor. Steve Zilles from Adobe was later added as the 666 
IETF co-chair, with Don Wright from Lexmark, Bob Herriot from Sun, and Roger deBry from 667 
IBM as further editors. After some discussion, it was decided to pool the earlier efforts from 668 
Novell/Xerox and IBM into what is now named the Internet Printing Protocol (IPP) project. 669 
Some 20 companies involved with printers and/or print servers confirmed that they were 670 
interested in participating. After negotiation with the Application Area Directors in the IETF, 671 
they decided to hold a birds-of-a-feather (BOF) session for IPP in the December 1996 672 
meeting of the IETF. The outcome of that meeting confirmed that there was widespread 673 
interest in developing a printing protocol for the Internet. 674 

The IPP/1.0 specifications were published by the IETF as experimental documents in April 675 
1999 [RFC2566] [RFC2567]. IPP/1.1 appeared as a proposed standard in September 2000 676 
[RFC2910] [RFC2911], with extensions being published through Match 2005 until the IETF 677 
IPP working group was concluded. 678 

https://www.pwg.org/ipp/
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At the December 2007 face-to-face meeting, the PWG membership decided that something 679 
needed to be done to ensure interoperability with the increasing number of IPP/1.1 680 
extensions, particularly for the collection syntax and media naming. This ultimately led to 681 
the publication of the first edition of IPP/2.0 that defined protocol versions 2.0 and 2.1 in 682 
July 2009 [PWG5100.10-2009]. This was followed by a second edition of IPP/2.0 that 683 
defined protocol version 2.2 in February 2011 [PWG5100.12-2011]. 684 

After successful interoperability testing of both IPP/1.1 and IPP/2.0 with multiple vendors' 685 
products, the PWG published a second errata update of IPP/2.0 in October 2015 686 
[PWG5100.12-2015] as a PWG standard and worked with the IETF to publish IPP/1.1 as 687 
an Internet Standard in June 2018 [STD92]. 688 

14. Changes from PWG 5100.12-2015 689 

The following changes were made since the previous version of this document 690 
[PWG5100.12-2015]: 691 

1. Updated all document references, 692 
2. Greatly simplified the reference tables and list of attributes to only those that 693 

differ from the base standards, 694 
3. Added new Unicode references, internationalization considerations, and 695 

security considerations. 696 
4. Added a history of the development of the Internet Printing Protocol. 697 

  698 
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15. Change History 699 

This section will be removed when the document is published. 700 

15.1 January 24, 2022 701 

• Dropped PWG 5107.2 references throughout 702 

• Added references to PWG 5199.10 (IPP Authentication Methods v1.0) 703 

• Added definitions for Enterprise, Production, and Workgroup Printer, and use them 704 
in the paragraphs defining IPP/2.0, 2.1, and 2.2 705 

15.2 October 20, 2021 706 

• Status: Interim 707 

• Section 5: Reworded, dropped note above table 708 

• Table 1: Make RFC 7472 REQUIRED for IPP/2.2, Dropped brackets around spec 709 
numbers and added spaces (e.g. RFC 7472 instead of [RFC7472]) 710 

• Made PWG 5100.11 REQUIRED for IPP/2.1 711 

• Section 9: Added reference to RFC 7525 (UTA), updated to TLS 1.3 or later, added 712 
mention/references for HTTP authentication 713 

• Section 11: Updated RFC URLs to use data tracker site as the tools site is going 714 
away 715 

• Section 13: Updated the IPP WG home page to use a https: URL. 716 

15.3 April 21, 2021 717 

• Title: Internet Printing Protocol/2.0 Fourth Edition (BASE) 718 

• Moved sections 1.1 to 1.3 to a new section 4 (model) 719 

• New section 4 (model) 720 

• New section 4.1 (IPP/1.1) 721 

• Section 5: Updated title and updated some of the conformance requirements to 722 
RECOMMENDED (where previously optional) where it made sense 723 

• Section 5.x: Updated list of recommended specifications 724 
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15.4 February 11, 2021 725 

• Updated all references 726 

• Updated to match current document template 727 

• Updated introduction to explain the current usage of protocol version 728 

• Gutted the large attribute tables - now just list differences from the base standards 729 
in combined tables, like the IPP standards are shown 730 

• Updated the conformance sections to split up the printer conformance to the three 731 
protocol versions 732 

 733 

 734 
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