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This paper is one of the action items from the December PWG meeting that Harry Lewis, Geoff Slater, and I had to propose the specification of three new objects for addition to the Printer MIB to allow hosts to control impression quotas.  The PWG agreed for us to take the three MIF attributes:

“Printed Pages”

“Pages to Print”

“Status Time”

from Geoff’s white paper entitled: “PWG Proposed MIF & White Paper Security, Monitoring, and managing shared printers in the new economy” and propose specific objects to be added to the Printer MIB as the Printer MIB is progressed from proposed standard (RFC 1759) to draft standard.

PWG - There are two issues that are called out specifically.  Please send e-mail to the pmi DL about them and/or come prepared with answers to the upcoming PWG meeting in Miami on January 24-25.

Description of Proposal

The proposal is to add three new objects as a new optional group entitled Impression Limit Control Group.  The three new objects are proposed to be added to the prtChannelTable, since each host that sends data to the printer needs to have its own control over impressions allowed, especially if the printer is switched between its channels dynamically.

PWG - ISSUE 01 - Can the three new objects be added to the existing prtChannelTable without causing the Printer MIB to have to re-start its six month requirement in the IETF standards track to becoming a draft standard?  Or should we add the three new objects as a new parallel table to the channel table, following SMIv2 quidelines for separate groups being in separate tables anyway?

The three new objects are:

prtImpressionsPrinted - a read-only counter which counts the number of impressions since power up that have been printed through this channel.  

PWG - ISSUE 02 - The prtImpressionsPrinted object is useful in its own right and is probably implemented in most printers.  Should we put the prtImpressionsPrinted object in the mandatory Channel group, instead of in the new optional Impressions Limit Control group so that prtImpressionsPrinted could be implemented without the other two objects? But doing so, might reset the six month IETF clock on making the Printer MIB a draft standard (see ISSUE 01 above)?

prtImpressionLimit - a read-write limit which stalls the printer if the prtImpressionsPrinted reaches or exceeds this value.  The printer shall remain stalled until a new higher value or 0 is written to the prtImpressionLimit object or until the stall time exceeds the value specified by the prtStallTimeBeforeAbort object.  A value of 0 disables the feature so that the printer never stalls because of lack of impressions permitted on this channel.

The printer generates the critical needImpressionLimitIncreased(1401508) double change (nee binary change) event (and trap) when the printer stalls.

The purpose of this object is to allow systems to make sure that a user is not able to print impressions for which he does not have the credit.  The feature is also designed so that malicious users cannot unplug the printer and avoid charges.

prtStallTimeBeforeAbort - a read-write object which specifies the maximum length of time in ticks (same units as prtAlertTime which is TimeTicks, i.e., 100ths of a second - see SMIv2 in RFC 1442) that this printer shall remain stalled due to the value of prtImpressionsPrinted meeting or exceeding a non-zero value of prtImpressionLimit.  Therefore, the printer cannot be stalled indefinitely waiting for a host to give permission for more impressions on this channel.

The printer generates the non-critical impressionLimitExceededJobAbort(1402509) single change (nee simple change) event (and trap) when the elapsed time of the printer stall exceeds the value of prtStallTimeBeforeAbort.  Then the printer is able to print other jobs on other channels (and on this channel after prtImpressionLimit is written with a larger value or 0).

The proposed changes to the Printer MIB specification

The following changes are proposed to the indicated pages of the Printer MIB.  Only the pages that need changing are attached.
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   interfaces are serial ports (with little or no protocol) and EtherNet

   ports on which one might run InterNet IP, Novell IPX, etc.



2.2.10.  Channels



   The channel sub-units identify the independent sources of print data

   (here print data is the information that is used to construct printed

   pages and may have both data and control aspects).  A printer may

   have one or more channels. The channel sub-units are represented by

   the Channel Group in the Model. Each channel is typically identified

   by the electronic path and service protocol used to deliver print

   data to the printer. A channel sub-unit may be independently enabled

   (allowing print data to flow) or disabled (stopping the flow of print

   data). It has a current Control Language which can be used to specify

   which interpreter is to be used for the print data and to query and

   change environment variables used by the interpreters (and SNMP).

   There is also a default interpreter that is to be used if an

   interpreter is not explicitly specified using the Control Language.

   Channel sub-units are based on an underlying interface.  Optionally,

   each channel may permit the host to limit the number of impressions

   that may be printed over that channel before the printer stalls

   waiting for the host to increase the limit.  This impression control

   feature, if implemented, may also be disabled on a channel-by-channel

   basis.



2.2.11.  Interpreters



   The interpreter sub-units are responsible for the conversion of a

   description of intended print instances into images that are to be

   marked on the media. A printer may have one or more interpreters. The

   interpreter sub-units are represented by the Interpreter Group in the

   Model. Each interpreter is generally implemented with software

   running on the System Controller sub-unit. The Interpreter Table has

   one entry per interpreter where the interpreters include both Page

   Description Language (PDL) Interpreters and Control Language

   Interpreters.



2.2.12.  Console



   Many printers have a console on the printer, the operator console,

   that is used to display and modify the state of the printer.  The

   console can be as simple as a few indicators and switches or as

   complicated as full screen displays and keyboards. There can be at

   most one such console.  This console sub-unit is represented by the

   Console Group in the model.  Although most of the information

   displayed there is also available in the state of the printer as

   represented by the various Groups, it is useful to be able to query

   and modify the operator console remotely.  For example, a management

   application might like to display to its user the current message on

   the operator console of the remote printer or the management

   application user might like to modify the current message on the

   operators console of the remote printer.  As another example, one

   might have a remote application that puts up a pseudo console on a







Smith, Wright, Hastings, Zilles & Gyllenskog                   [Page 12]

�

RFC 1759                      Printer MIB                     March 1995





-- The Channel Table

--

-- The prtChannelTable represents the set of input data sources which

-- can provide print data to one or more of the interpreters

-- available on a printer





prtChannel OBJECT IDENTIFIER ::= { printmib 14 }



prtChannelTable OBJECT-TYPE

    SYNTAX     SEQUENCE OF PrtChannelEntry

    MAX-ACCESS not-accessible

    STATUS     current

    DESCRIPTION

        ""

    ::= { prtChannel 1 }



prtChannelEntry OBJECT-TYPE

    SYNTAX     PrtChannelEntry

    MAX-ACCESS not-accessible

    STATUS     current

    DESCRIPTION

        "Entries may exist in the table for each device

        index who's device type is `printer'."

    INDEX  { hrDeviceIndex, prtChannelIndex }

    ::= { prtChannelTable 1 }



PrtChannelEntry ::= SEQUENCE {

    prtChannelIndex                     Integer32,

    prtChannelType                      INTEGER,

    prtChannelProtocolVersion           OCTET STRING,

    prtChannelCurrentJobCntlLangIndex   Integer32,

    prtChannelDefaultPageDescLangIndex  Integer32,

    prtChannelState                     INTEGER,

    prtChannelIfIndex                   Integer32,

    prtChannelStatus                    SubUnitStatus,

    -- next 3 are part of the optional Impression Limit Control group:

    prtImpressionsPrinted               Counter32,

    prtImpressionLimit                  Integer32,

    prtStallTimeBeforeAbort             TimeTicks

}



prtChannelIndex OBJECT-TYPE

    SYNTAX     Integer32

    MAX-ACCESS not-accessible

    STATUS     current

    DESCRIPTION

        "A unique value used by the printer to identify this data

        channel.  Although these values may change due to a major

        reconfiguration of the device (e.g. the addition of new data

        channels to the printer), values are expected to remain

        stable across successive printer power cycles."
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               }

    MAX-ACCESS read-write

    STATUS     current

    DESCRIPTION

        "The state of this print data channel.  The value determines

        whether control information and print data is allowed through

        this channel or not."

    ::= { prtChannelEntry 6 }



prtChannelIfIndex OBJECT-TYPE

    SYNTAX     Integer32

    MAX-ACCESS read-write

    STATUS     current

    DESCRIPTION

        "The value of ifIndex (in the ifTable; see the interface

        section of MIB-2/RFC 1213) which corresponds to this channel.

        When more than one row of the ifTable is relevant, this is

        the index of the row representing the topmost layer in the

        interface hierarchy.  A value of zero indicates that no

        interface is associated with this channel."

    ::= { prtChannelEntry 7 }



prtChannelStatus OBJECT-TYPE

    SYNTAX     SubUnitStatus

    MAX-ACCESS read-only

    STATUS     current

    DESCRIPTION

        "The current status of the channel."

    ::= { prtChannelEntry 8 }





-- The Impression Limit Control Group

--

-- This group is optional.  However, to claim conformance to this group,

-- it is necessary to implement every object in this group.



-- The impression limit control group is an optional group that contains

-- three objects that allow a host to limit the number of impressions

-- that the printer prints before the printer stalls awaiting the host

-- to increase the limit.  If the host fails to increase the limit after

-- a specified time, the printer aborts the current job, but is able to

-- print other jobs on other channels.  The impression control feature

-- maybe disabled on a channel-by-channel basis.



prtImpressionsPrinted OBJECT-TYPE

    SYNTAX     Counter32

    MAX-ACCESS read-only

    STATUS     current

    DESCRIPTION

        "Counts the number of impressions printed through this channel 

         since powerup."

    ::= { prtChannelEntry 8 }



prtImpressionLimit OBJECT-TYPE

    SYNTAX     Integer32

    MAX-ACCESS read-write

    STATUS     current

    DESCRIPTION

        "This object provides the limit of the number of impressions

        that the printer shall print before stalling if the

        prtImpressionsPrinted reaches or exceeds this value.  The

        printer shall remain stalled until a new higher value or 0 is

        written to the prtImpressionLimit object or until the stall time

        exceeds the value specified by the prtStallTimeBeforeAbort

        object.  A value of 0 disables the feature so that the printer

        never stalls because of lack of impressions permitted on this

        channel.



        When the printer stalls, the printer generates the critical

        needImpressionLimitIncreased(1401) double change event (and

        trap).



        Writing a value of 0 at any time shall disable the printer from

        stalling for data being printed over this channel.  Writing a

        non-zero value at any time into prtImpressionLimit shall resume

        the comparing of the value of prtImpressionsPrinted with the

        value of prtImpressionLimit written and stalling the printer

        whenever the value of prtImpressionsPrinted meets or exceeds the

        value of prtImpressionLimit.



        The purpose of this object is to allow systems to make sure that

        a user is not able to print impressions for which he does not

        have the credit.  The feature is also designed so that malicious

        users cannot unplug the printer and avoid charges."

    ::= { prtChannelEntry 9 }



prtStallTimeBeforeAbort OBJECT-TYPE

    SYNTAX     TimeTicks

    MAX-ACCESS read-write

    STATUS     current

    DESCRIPTION

        "This object provides the maximum length of time in TimeTicks

        (100ths of a second - see SMIv2) that this printer shall remain

        stalled due to the value of prtImpressionsPrinted meeting or

        exceeding a non-zero value of prtImpressionLimit.  Therefore,

        the printer cannot be stalled indefinitely waiting for a host to

        give permission for more impressions on this channel.  If the

        value of prtImpressionLimit is not re-written with a value

        larger than prtImpressionsPrinted (or a 0 value) before this

        maximum time occurs, the printer shall abort the stalled job and

        shall print other jobs on other channels, until the value of

        prtImpressionLimit is re-written for this channel.



        The printer generates the non-critical

        impressionLimitExceededJobAbort(1402) single change event (and

        trap) when the elapsed time of the printer stall exceeds the

        value of prtStallTimeBeforeAbort.





-- The Interpreter Group

--

-- The interpreter sub-units are responsible for the conversion of a

-- description of intended print instances into images that are to be

-- marked on the media. A printer may have one or more interpreters. The

-- interpreter sub-units are represented by the Interpreter Group in the

-- Model. Each interpreter is generally implemented with software running

-- on the System Controller sub-unit. The Interpreter Table has one entry

-- per interpreter where the interpreters include both Page Description

-- Language (PDL) Interpreters and Control Language Interpreters.

--

-- Implementation of every object in this group is mandatory.





prtInterpreter OBJECT IDENTIFIER ::= { printmib 15 }



--       Interpreter Table

--
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                   configurationChange(7),

                   jam(8),

                        -- general Printer group

                   doorOpen(501),

                   doorClosed(502),

                   powerUp(503),

                   powerDown(504),

                        -- Input Group

                   inputMediaTrayMissing(801),

                   inputMediaSizeChange(802),

                   inputMediaWeightChange(803),

                   inputMediaTypeChange(804),

                   inputMediaColorChange(805),

                   inputMediaFormPartsChange(806),

                   inputMediaSupplyLow(807),

                   inputMediaSupplyEmpty(808),

                        -- Output Group

                   outputMediaTrayMissing(901),

                   outputMediaTrayAlmostFull(902),

                   outputMediaTrayFull(903),

                        -- Marker group

                   markerFuserUnderTemperature(1001),

                   markerFuserOverTemperature(1002),

                        -- Marker Supplies group

                   markerTonerEmpty(1101),

                   markerInkEmpty(1102),

                   markerPrintRibbonEmpty(1103),

                   markerTonerAlmostEmpty(1104),

                   markerInkAlmostEmpty(1105),

                   markerPrintRibbonAlmostEmpty(1106),

                   markerWasteTonerReceptacleAlmostFull(1107),

                   markerWasteInkReceptacleAlmostFull(1108),

                   markerWasteTonerReceptacleFull(1109),

                   markerWasteInkReceptacleFull(1110),

                   markerOpcLifeAlmostOver(1111),

                   markerOpcLifeOver(1112),

                   markerDeveloperAlmostEmpty(1113),

                   markerDeveloperEmpty(1114),

                        -- Media Path Device Group

                   mediaPathMediaTrayMissing(1301),

                   mediaPathMediaTrayAlmostFull(1302),

                   mediaPathMediaTrayFull(1303),



                        -- Channel Group

                   needImpressionLimitIncreased(1401),

                   impressionLimitExceededJobAbort(1402)



                        -- interpreter Group

                   interpreterMemoryIncrease(1501),

                   interpreterMemoryDecrease(1502),

                   interpreterCartridgeAdded(1503),

                   interpreterCartridgeDeleted(1504),

                   interpreterResourceAdded(1505),
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            "It is conformant to implement just these two states in

            this object.  Any additional states are optional."



        OBJECT      prtConsoleOnTime

        MIN-ACCESS  read-only

        DESCRIPTION

            "It is conformant to implement this object as read-only."



        OBJECT      prtConsoleOffTime

        MIN-ACCESS  read-only

        DESCRIPTION

            "It is conformant to implement this object as read-only."



    -- the prtResponsiblePartyGroup, prtExtendedInputGroup,

    -- prtInputMediaGroup, prtExtendedOutputGroup,

    -- prtOutputDimensionsGroup, prtOutputFeaturesGroup,

    -- prtMarkerSuppliesGroup, prtMarkerColorantGroup,

    -- and the prtAlertTimeGroup and the prtImpressionLimitControlGroup

       are completely optional.

    ::= { prtMIBConformance 1 }



prtMIBGroups      OBJECT IDENTIFIER ::= { prtMIBConformance 2 }



prtGeneralGroup OBJECT-GROUP

    OBJECTS { prtGeneralConfigChanges, prtGeneralCurrentLocalization,

              prtGeneralReset, prtCoverDescription, prtCoverStatus,

              prtLocalizationLanguage, prtLocalizationCountry,

              prtLocalizationCharacterSet, prtStorageRefIndex,

              prtDeviceRefIndex }

    STATUS  current

    DESCRIPTION

        "The general printer group."

    ::= { prtMIBGroups 1 }



prtResponsiblePartyGroup OBJECT-GROUP

    OBJECTS { prtGeneralCurrentOperator, prtGeneralServicePerson }

    STATUS  current

    DESCRIPTION

        "The responsible party group contains contact information for

        humans responsible for the printer."

    ::= { prtMIBGroups 2 }



prtInputGroup OBJECT-GROUP

    OBJECTS { prtInputDefaultIndex, prtInputType, prtInputDimUnit,

              prtInputMediaDimFeedDirDeclared,

              prtInputMediaDimXFeedDirDeclared,

              prtInputMediaDimFeedDirChosen,

              prtInputMediaDimXFeedDirChosen, prtInputCapacityUnit,

              prtInputMaxCapacity, prtInputCurrentLevel,
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    STATUS  current

    DESCRIPTION

        "The alert table group."

    ::= { prtMIBGroups 17 }



prtAlertTimeGroup OBJECT-GROUP

    OBJECTS { prtAlertTime }

    STATUS  current

    DESCRIPTION

        "The alert time group."

    ::= { prtMIBGroups 18 }



prtImpressionLimitControlGroup OBJECT-GROUP

    OBJECTS { prtImpressionsPrinted, prtImpressionLimit,

              prtStallTimeBeforeAbort }

    STATUS  current

    DESCRIPTION

        "The impression limit control group."

    ::= { prtMIBGroups 19 }





END
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