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NIST LwC Project
• Initiated in 2013 

• To address growing industry need for security in resource constrained devices 

• To find new cryptographic primitives for constrained devices 

• For new applications (Health tracking, Asset tracking(RFID), autonomous cars 
etc.) 

• To gather industry feedback on suitability of current crypto. standards for 
constrained devices 

• To create recommendations & standards for the use of Lightweight 
cryptography

Source: https://www.nist.gov/programs-projects/lightweight-cryptography

https://www.nist.gov/programs-projects/lightweight-cryptography


LwC project Goals/Targets
• Understand the need/requirements/characteristics of real-world applications, 

• Understand where current NIST-approved algorithms fall short 

• Bring industry/academia/government together 

• Think about future standardization of lightweight primitives. 

• Aims to provide solutions tailored for resource-constrained devices 

• Not weak crypto, but may be less misuse resistant, may have fewer features 

• Initial focus on Symmetric Ciphers (Block ciphers, Hash functions, stream 
ciphers, MACs, Authenticated Encryption)



Optimization criteria
• For Hardware Applications: 

• Area, latency, throughput, power/energy consumption etc. 

• For Software Applications: 

• Execution time, latency, memory (ROM/RAM) requirements, power/energy 
consumption

LwC Scope



Trade off points

 A. Poschmann, Lightweight Cryptography: Cryptographic engineering for a pervasive world



Activity
• First LwC Workshop in 2015 

• https://www.nist.gov/news-events/events/2015/07/lightweight-cryptography-
workshop-2015 

• Information Report published [Aug 2016]: http://csrc.nist.gov/publications/drafts/
nistir-8114/nistir_8114_draft.pdf 

• Proposal for creating Profiles 

• Lightweight algorithms will be chosen from a an approved list to meet optimization 
criteria in profiles 

• Industry feedback solicited on profiles.  

• Second LwC Workshop in 2016 

• https://www.nist.gov/news-events/events/2016/10/lightweight-cryptography-
workshop-2016 

https://www.nist.gov/news-events/events/2015/07/lightweight-cryptography-workshop-2015
http://csrc.nist.gov/publications/drafts/nistir-8114/nistir_8114_draft.pdf


Profile parameters & Sample

Sample Profile



List of LwC Algorithms
• Lightweight Block Ciphers 

• PRESENT, SIMON, SPECK, RC5, TEA, XTEA, MISTY1, TWINE etc. 

• Non-exhaustive list: https://www.cryptolux.org/index.php/Lightweight_Block_Ciphers 

• Lightweight Steam Ciphers 

• Grain, Trivium, Mickey, etc. 

• Lightweight Hash Functions 

• PHOTON, Quark, SPONGENT, Lesamnta-LW, etc. 

• Lightweight MAC 

• Chaskey, TuLP, LightMAC, etc. 

• Lightweight DSA: WalnutDSA

https://www.cryptolux.org/index.php/Lightweight_Block_Ciphers


Performance of LwC Block Ciphers
• CryptoLUX, University of Luxembourg 

• Released FELICS framework (Fair Evaluation of Lightweight Cryptographic Systems) 

• https://www.cryptolux.org/index.php/FELICS 

https://www.cryptolux.org/index.php/FELICS


Global Standardization
• ISO/IEC SC27 ( PRESENT, CLEFIA, PHOTON, SPONGENT, Lesamnta-LW, 

Enocoro,Trivium) 

• ISO/IEC 29192-2:2012 Information technology -- Security techniques -- Lightweight 
cryptography -- Part 2: Block ciphers 

• CRYPTREC JAPAN (Target ciphers: AES, Camellia, CLEFIA, PRESENT, LED, Piccolo, 
TWINE, PRINCE) 

• ECRYPT eSTREAM Project [EU] – Stream Ciphers for Constrained Environments - 2008 
(Mickey, Trivium, Grain) 

• Industry-specific standards (Proprietary designs) (A5/1 in GSM, E0 in Bluetooth)  

• NIST constrained SHA-3 implementation



Get Involved

• Send Feedback:  lightweight-crypto@nist.gov 

• Join Forum/Mailing list:  lwc-forum@nist.gov 

• Project Site: http://www.nist.gov/itl/csd/ct/lwc-project.cfm 

• Proposal to invite NIST LwC project members to speak at SAE 
meetings/ESCAR

mailto:lightweight-crypto@nist.gov
mailto:lwc-forum@nist.gov
http://www.nist.gov/itl/csd/ct/lwc-project.cfm

