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The Internet Printing Protocol (IPP):

Document Object

Abstract: This IPP specification extends the IPP Model and Semantics [rfc2911] object model by defining a Document object.  The [rfc2911] Job object is extended to contain one or more Document objects that are passive objects operated on by the Job.  Multi-Document Jobs exist in IPP [rfc2911] but are not objects in their own right.  This specification elevates the Document to an IPP object thus giving access to a document’s metadata within a Job.  A Document object allows template attributes to be applied at both the Job and Document level.  This enables document overrides of Job Template attributes.

This specification defines new operations or extends RFC2911 operations as follows: 

1 RFC 2911 operation that creates a Job object: Create-Job

2 RFC 2911 operations that create a Job and Document object: PrintJob, Print-URI 

2 RFC 2911 operations that create Document objects:  Send-Document, Send-URI 

5 new operations:  Get-Documents, Get-Document-Attributes, Set-Document-Attributes, Cancel-Document, Delete-Document

This specification uses the new Operation attributes (defined in [jobx]) that describe the contents of the Document and permit the Printer to reject requests that it cannot process correctly to define new Document Description attributes.  The Printer copies these Operation attributes to the corresponding Document Description attributes, which clients may query.

This specification also uses existing Job Template attributes to define Document Template attributes (“xxx” Document attribute, “xxx-actual” Document Description, “xxx-default” Printer attribute, and “xxx-supported” Printer attribute.  In addition this specification lists all of the attributes defined in other IPP specifications to show their relationship to corresponding attributes defined in this IPP specification for use with the Document object.  
The purpose for specifying the Document object is so that the print industry can have a common semantic specification for use in IPP, the PWG Semantic Model, the PWG Print Service Interface (PSI) project, and the Free Standards Group Job Ticket API which all have a Document object.
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1 Introduction and Summary

This IPP specification extends the IPP Model and Semantics [rfc2911] object model by defining a Document object.  The [rfc2911] Job object is extended to contain one or more Document objects that are passive objects operated on by the Job.  The REQUIRED Print-Job and OPTIONAL Print-URI operations ([rfc2911] sections 3.2.1 and 3.2.2) create a Job object containing a single Document object.  The REQUIRED Create-Job operation ([rfc2911] section 3.2.4) creates a Job object.  The REQUIRED Send-Document and OPTIONAL Send-URI operations ([rfc2911] section 3.3.1 and 3.3.2) add a Document object to the specified Job object.  This specification adds a Document Attributes group (and tag) to the Send-Document and Send-URI requests and responses.  The Document Attributes group contains any Document Template attributes to be applied to this Document object being created, overriding any corresponding Job Template attribute supplied at the job level (by Create-Job) and thereby allowing the client to vary the Document Template attributes between Document objects in a single Job.  

This specification defines two new operation for Job objects, five new operations for Document objects once they have been created, and extends RFC 2911 operations as follows: 

1 REQUIRED Job operation: Get-Documents   

1 REQUIRED Job and Document Creation operation: PrintJob [rfc2911]

1 OPTIONAL Job and Document Creation operation: Print-URI [rfc2911]

1 REQUIRED Document Creation operation: Send-Document [rfc2911]

 OPTIONAL Document creation operation:  Send-URI [rfc2911]

2 REQUIRED Document operations: Cancel-Document, Get-Document-Attributes

2 OPTIONAL Document operations: Delete-Document, Set-Document-Attributes.

This specification uses the new Operation attributes (defined in [jobx]) that describe the contents of the Document and permit the Printer to reject requests that it cannot process correctly to define new Document Description attributes.  The Printer copies these Operation attributes to the corresponding Document Description attributes which client may query.

This specification also uses existing Job Template attributes to define Document Template attributes (“xxx” Document attribute, “xxx-actual” Document Description [ippact], “xxx-default” Printer attribute, and “xxx-supported” Printer attribute.  In addition this specification lists all of the attributes defined in other IPP specifications
 to show their relationship to corresponding attributes defined in this IPP specification for use with the Document object.   The analogous Document Descriptions attributes that correspond to the Job Description attributes are also defined.
The semantics of “document-state”, “document-state-reasons”, and “document-state-message” Document Description attributes are based on the corresponding [rfc2911] “job-state”,  “job-state-reasons”, and “job-state-message” Job Description attributes.  The state transitions for a Document are simpler than a Job’s.  Documents wait for the Job to process it, are processed by the Job or have reached its terminating state.  Only the applicable state values are used.  It is assumed that an implementation will only use values from “job-state-reasons” that are applicable to a Document for “document-state-reasons”.
The intent is to propose this specification as an IPP extension and which will be referenced as part of the PWG Semantic Model.  The purpose for specifying the Document object is so that the print industry can have a common semantic specification for use in IPP, the PWG Semantic Model [pwg-sm], the PWG Print Service Interface (PSI) project [pwg-psi], and the Free Standards Group Job Ticket API [fsg-jt] which all have a Document object.

1.1 Scope

Part of the extension is to allow the client to supply printing instructions, called Document Template attributes, when creating each Document object.  An IPP Printer implementation MAY support most of the existing Job Template attributes as Document Template attributes as well.  (The PWG Semantic Model [pwg-sm] currently calls the Job Template attributes and Document Template attributes simply “Job Processing” and “Document Processing” attributes).  Note:  There are a number of footnotes that relate this IPP specification to the PWG Semantic model and other PWG projects, such as the Print Service Interface (PSI) [pwg-psi].

The Document object is a passive object
 and is operated upon by the Job.  The client uses either of the existing Send-Document and Send-URI operations to create a Document object.  In addition there are 8 new operations that affect the Document object after it has been created as summarized in Table 1.  

Table 1 - Summary of operations

	Operation Name
	Printer support
	Brief Description

	Print-Job [rfc2911]
	REQUIRED
	Creates a Job object as in [rfc2911] that contains a single Document object with pushed data in-line.  Some additional Operation attributes are defined in [jobx] for use in creating the Document object with Document Description attributes.

	Print-URI [rfc2911]
	OPTIONAL
	Creates a Job object as in [rfc2911] which contains a single Document object with a reference to the document data.  Some additional Operation attributes are defined in [jobx] for use in creating the Document object with Document Description attributes.

	Create-Job [rfc2911]
	REQUIRED

	Creates the Job object as defined in [rfc2911] with Job Attributes.  The Document objects that are subsequently created for the Job using Send-Document and/or Send-URI inherit Job Template attributes that affect individual documents, such as “media”.

	Send-Document [rfc2911]
	REQUIRED3
	Creates a Document object with Document attributes and data.  Some additional Operation attributes are defined in [jobx] for use in creating the Document object with Document Description attributes, along with a new Document attributes group to pass Document Template attributes.

	Send-URI [rfc2911]
	OPTIONAL
	Creates a Document object with Document attributes and a URL reference to the data (print-by-reference).  Some additional Operation attributes are defined in [jobx] for use in creating the Document object with Document Description attributes, along with a new Document attributes group to pass Document Template attributes.

	Get-Document-Attributes
	REQUIRED
	Get requested attributes of specified Document in the specified Job.

	Get-Documents
	REQUIRED
	Get requested attributes of all of the Documents in the specified Job.

	Set-Document-Attributes
	OPTIONAL
	Set the supplied Document attributes on the specified Document.

	Cancel-Document
	REQUIRED
	Cancel the specified Document in the specified Job, but don’t remove it.

	Delete-Document
	OPTIONAL
	Remove the specified Document object and its data from the Job.


This specification uses existing [rfc2911] and [jobx]Operation attributes summarized in Table 2 to define new Document Description attributes.  The Printer copies these Operation attributes supplied by the client in the request to the corresponding Job or Document Description attributes.

Table 2 - Summary of Operation and New Description attributes

	Operation attribute
	Creation operation
	Printer support
	Description

	ipp-attribute-fidelity (boolean) * 
[rfc2911] §15.1
	Job
	MUST
	Allows the client to indicate whether or not the Printer MUST support all Job Template and Document Template attributes.

	job-mandatory-attributes (1setOf type2 keyword) [Jobx] § 4.1.2
	Job
	MUST
	Allows the client to list which Job Template and Document Template attributes that the Printer MUST support.

	document-charset (charset) [Jobx] § 4.2.1
	Document
	CMUST

	The charset of the Document Object content

	document-digital-signature (type2 keyword) [Jobx] § 4.2.2
	Document
	MAY
	The type of digital signature, if any used in the Document Object content.

	document-format (mimeMediaType) *
[rfc2911] §3.2.1.1
	Document
	MUST
	The document format of the Document Object content

	document-format-details (1setOf collection) [Jobx] § 4.2.4
	Document
	CMUST

	The details of the Document Object content, including when its package of files (zip, multipart/related), such as application and operating system that created the document, the intended device type (when the format is device-dependent), the natural languages of the document.

	document-format-version (text(127)) [jobx] § 4.2.5
	Document
	MAY
	The level or version of the document format.

	document-natural-language (naturalLanguage) *    [rfc2911] §3.2.1.1
	Document
	MAY
	The primary language of the Document Object content.


* - Indicates Operation attributes defined in [rfc2911] that are extended to apply to the Document Creation operations defined in this specification.

2 Terminology

This section defines terminology used throughout this document.

2.1 Conformance Terminology

Capitalized terms, such as MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY, and OPTIONAL, have special meaning relating to conformance as defined in RFC 2119 [rfc2119].  If an implementation supports the extension defined in this document, then these terms apply; otherwise, they do not.  These terms define conformance to this document (and [rfc2911]) only; they do not affect conformance to other documents, unless explicitly stated otherwise.  For example, the term REQUIRED in this document means “REQUIRED if this OPTIONAL Document Object specification is implemented”.

The term CONDITIONALLY REQUIRED means that the Printer MUST support the feature, if the specified condition is true.  The term CMUST means MUST if the specified “condition” is true.
2.2 Other Terminology

This document uses the same terminology as [rfc2911], such as “client”, “Printer”
, “attribute”, “attribute value”, “keyword”, “Job Template attribute”, “Operation attribute”, “operation”, “request”, “response”, and “support” with the same meaning.  In addition, the following terms are defined for use in this document:

Attribute Precedence - the precedence rules which dictate which attribute value takes precedence when the same attribute is supplied at different points in the workflow with different values, such as at both the Job Level and the Document Level.  See section 6.
Document attribute - an Operation attribute or a Document Template attribute that applies to a Document object as a whole.  For example, “document-format” is an Operation attribute and “media” is a Document Template attribute.

Document Creation operation - operations that create Document objects.  Specifically: Print-Job, Print-URI, Send-Document, and Send-URI.  Note:  the Print-Job and Print-URI are both Job Creation and Document Creation operations, since they create both Job and a Document object at the same time.  Also this specification does not extend the Print-Job and Print-URI operations.  However, this specification does extend the Send-Document and Send-URI operations to allow the client to supply Document Template attributes in each request.

Document Level - Operation and Document Template attributes supplied in the Send-Document and Send-URI operations are referred to as being supplied at the Document Level.  Note: attribute supplied in the Print-Job and Print-URI requests are considered as being supplied at the Job Level only, not also at the Document Level, even though Print-Job and Print-URI also create Document objects (see Table 3).

Document object - the object to represent the logical concept of a document in a Job.  A Job object can contain one or more Document objects.

Document Template attribute - an attribute that the client supplies in a Send-Document or Send-URI operation request in the Document Attributes group.  For example, “media”.

Honor - a Printer is said to Honor an attribute supplied by the client, if the Printer supports that attribute and the supplied value and performs the indicated semantics.   If the client supplies the “ipp-attribute-fidelity” or “job-mandatory-attributes” Operation attribute, the client is indicating which supplied Job Template and Document Template attributes the Printer MUST Honor.
Job Attribute - an Operation attribute or a Job Template attribute that applies to the Job (object) as a whole.  For example, “job-name” is an Operation attribute and “job-priority” is a Job Template attribute.

Job Creation operation - operations that create Job objects, specifically: Print-Job, Print-URI, and Create-Job as defined in [rfc2911].

Job Level - Operation and Job Template attributes supplied in the Print-Job, Print-URI, and Create-Job are referred to as being supplied at the Job Level (see Table 3).  Attributes supplied at the Job Level are a mixture of Job attributes and Document attributes.  Job Template attributes apply to the Job as a whole, while Document Template attributes provide defaults for the Document objects in case the client does not supply a Document Template attribute at the Document Level for a Document object.  Put another way, Document objects inherit Document Template attributes from the Job object that are used if the client didn’t supply a corresponding Document Template attribute for the Document object.

Operation attribute - an attribute supplied by a client in the Operation Attribute group of a request in order to affect the behavior of the operation or an attributer returned by the Printer in the Operation Attributes group in an operation response in order to report the results of the operation.  For some Operation attributes the Printer copies the values supplied by the client to corresponding Job Description or Document Description attributes.

Table 3 shows this terminology as applied to the six operations.  Note that Print-Job and Print-URI are both Job Creation operations and Document Creation operations, though they only create single Document jobs.  In other words, for Print-Job and Print-URI, there is only one document per job, so whether the attributes are considered to be submitted at the Job Level and then inherited by the Document object, is moot, since these operations do not have a separate Document group in which the client can supply Document attributes.  Note also that for the “Level” concept, no operation supplies attributes at more than one level.

Table 3 - Job Creation and Document Creation operations

	Operation
	Job Creation operation
	Document Creation operation
	Attribute Group in Request
	Level

	
	
	
	Job Attributes
	Document Attributes
	

	Create-Job
	yes
	
	Job attributes and
Document attributes mixed together
	
	Job Level

	Print-Job
	yes
	yes
	Job attributes and
Document attributes mixed together
	
	

	Print-URI
	yes
	yes
	Job attributes and
Document attributes mixed together
	
	

	
	
	
	
	
	Document Level

	Send-Document
	
	yes
	
	Document attributes
	

	Send-URI
	
	yes
	
	Document attributes
	


3 New Job operations and semantic extensions to Job operations

This section defines the semantic extensions to Job operations that affect Document objects.  Printer and Subscription object (Event Notification [ntfy]) operations MUST have no effect on the Document object and the Document object has no effect on the semantics of the Printer and Subscription operations.  The Job operations that MUST NOT have any effect on the Document object because they are defined to affect the Job object as a whole are: Get-Job-Attributes
 ([rfc2911] section 3.3.4), Get-Jobs
 ([rfc2911] section 3.2.6), Hold-Job ([rfc2911] section 3.3.5), Release-Job ([rfc2911] section 3.3.6), Set-Job-Attributes ([rfc3380] section 4.2), and Validate-Job ([rfc2911] section 3.2.3).

The Job operations that affect Document objects or that Document objects affect the semantics of the Job operations are, in alphabetical order:

3.1 Job Creation operations

This section defines the extensions to the Job Creation operations.

3.1.1 Operation Attributes

The following Operation attribute extensions have additional semantics when used with document objects.  These attributes apply for all the Job Creation operations and Validate-Job:

3.1.1.1 ipp-attribute-fidelity (boolean) ([rfc2911] section 3.2.1 and 15)

This REQUIRED Operation attribute specifies the policy for the Printer to use (see [rfc2911] §3.2.1.1)_when the client supplies unsupported Job Template or Document Template attributes
 or value in a Job Creation operation or a subsequent Document Creation operation for this job.  The value ‘true’ indicates that total fidelity to client supplied Job Template and Document Template attributes and values is required for this Job Creation operation and all subsequent Document Creation operations for this job.  If the client supplies the value ‘false’ or omits the attribute, then the Printer MUST accept the Job Creation operation and all subsequent Document Creation operations even if the client supplies unsupported attributes or values in them.  

The Printer MUST copy this attribute to the corresponding Job Description attribute (see [jobx] section 6.1) and use its value for validating subsequent Document Creation operations for this job.

Note: The inheritance of the effect of the “ipp-attribute-fidelity” Operation attribute by subsequent Document Creation operations is like the inheritance of Document Template attributes supplied at the Job Level but affecting the behavior of the Document Level (see Table 3).
3.1.1.2 job-mandatory-attributes (1setOf type2 keyword) Operation attribute

This REQUIRED
 Operation attribute identifies which Job Template and Document Template attributes the Printer MUST Honor in this Job Creation request and all subsequent Document Creation requests for this Job.  

A client MUST NOT supply this “job-mandatory-attributes” Operation attribute in a Document Creation operation.  If a client does supply this attribute in a Document Creation operation, the Printer MUST ignore and otherwise accept the request and return this attribute without any values in the Unsupported Attributes Group in the response (see [rfc2911] section 3.1.7).  Thus the Printer only supports the “job-mandatory-attributes” Operation attribute supplied at the Job level.  Thus the “job-mandatory-attributes” Operation attribute controls all other Job Template and Document Template attributes supplied at the Job Level and Document Level uniformly.  Note: The inheritance of the effect of “job-mandatory-attributes” Operation attribute supplied at the Job Level by subsequent Document Creation operations is like the inheritance of Job Template attributes.
The Printer MUST copy this attribute to the corresponding “job-mandatory-attributes” Job Description attribute (see [jobx] section 6.3) for auditing and trouble shooting purposes and use its value for validating subsequent Document Creation operations for this job.

Note: The inheritance of the effect of the “job-mandatory-attributes” Operation attribute by subsequent Document Creation operations is like the inheritance of Document Template attributes supplied at the Job Level but affecting the behavior of the Document Level (see Table 3).
3.1.2 Create-Job ([rfc2911] section 3.2.4)

This REQUIRED
 operation creates the Job object with all of the mixture of Job and Document attributes supplied in the Create-Job operation.  All Operation attributes supplied affect the Job as a whole.  The client supplies Job Template attributes [rfc2911] that are a mixture of Job and Document attributes supplied together in the Job attribute group in the request
.  For example, such Job Template attributes as “job-priority” and “job-hold-until” are Job attributes that affect the Job as a whole.  On the other hand, such Job Template attributes as “media” and “number-up” are Document attributes that the client is supplying as defaults for the Document objects.  The Document objects that are subsequently created for the specified Job are said to inherit the Document attributes from the Job object, unless the Document Creation operation supplies a corresponding Document Template attribute.  However, the Printer MUST NOT copy down any Job Level attributes to the Document object as observable by a client in any Get-Documents or Get-Document-Attributes operation responses.  

3.1.3 Print-Job ([rfc2911] section 3.2.1)

This REQUIRED operation creates one Document object as a side effect of the Print-Job operation in addition to creating the Job object.  The Printer MUST copy all of the supported Operation attributes supplied by the client to the corresponding Job Description or Document Description attributes as indicated in Table 8.  For example, the Printer copies the “job-name” and “attributes-charset” operation attributes to the corresponding Job Description attributes, while copying the “document-format” and “document-charset” Operation attributes to the corresponding Document Description attributes.  The Printer MUST copy the supported Job Template attributes supplied by the client to the Job object and MUST NOT copy them down to the Document object.  In other words, the Document object created by Print-Job has an empty group of Document (and Job) Template attributes.  Any Job Template attributes supplied that affect Documents have effect on the Document object because the Document object inherits them from the Job object.  

The Printer MUST populate the single Document object’s “document-state”, “document-state-reasons”, and “document-number” Document Description attributes with appropriate values.  Thus a Get-Job-Attributes operation returns the same attributes for a Job created with Print-Job as a Printer that doesn’t support the Document object.  However, a Get-Documents or Get-Document-Attributes for a Job created by Print-Job will return no Document Templates attributes (since the client can’t submit any with Print-Job), but will return the populated Document Description attributes, such as “document-format”, supplied by the client.  

Note:  Using the Get-Job-Attributes and Get-Document-Attributes, a Job created by Print-Job will be indistinguishable to a client from a Job created with Create-Job and Send-Document with no Document Template attributes supplied.  Also an old client performing just a Get-Job-Attributes will see the same results from (1) an old Printer that accepted the Print-Job, (2) a new Printer that accepted the Print-Job, and (3) a new Printer that accepted the Create-Job and Send-Document (with no Document Template attributes supplied).  However, if a new client supplies Document Template attributes on the Send-Document, instead of the same attributes as Job Template attributes on the Create-Job, then an old client will not see any of the Document Template attributes when it performs the Get-Job-Attributes operation (since the Printer does not "copy up" Document Template attributes to the Job Level on a Get-Job-Attributes on a one document job
3.1.4 Print-URI ([rfc2911] section 3.2.2)

This OPTIONAL operation creates one Document object as a side effect of the Print-URI operation in creating the Document object with Document Description attributes.  The Printer MUST copy all of the supported Operation attributes supplied by the client and the Job Template attributes as indicated for Print-Job in section 3.1.3. In addition the Printer MUST copy the “document-uri” Operation attribute to the corresponding Document Description attribute.  

Note:  Using the Get-Job-Attributes and Get-Document-Attributes, a Job created by Print-URI will be indistinguishable to a client from a Job created with Create-Job, Send-URI with no Document Template attributes supplied.  

3.2 Validate-Job ([rfc2911] section 3.2.4)

This REQUIRED operation is similar to the Print-Job operation ([rfc2911] section 3.2.1 and [this spec] section 3.1.3) except that a client supplies no document data and the Printer allocates no resources (i.e., it creates neither a new Job object nor a Document object).  This operation is used only to verify attributes supplied by the client in the Validate-Job request against the capabilities of a Printer object.  By using the Validate-Job operation a client can validate that an identical Print-Job operation (with the document data) would be accepted.  A client can also use the Validate-Job operation to validate that an identical Send-Document operation (with the document data) would be accepted.  Such a client MAY either:

(1) Perform all of the Validate-Job operations for each of the documents before doing the Create-Job in order to validate all documents before creating the Job and transmitting any document data OR 

(2) Perform a Create-Job and then a Validate-Job before each Send-Document (or Send-URI) operation.

There are certain configurations and implementations where the above validation will not completely validate a multi-document job with differing Document Template attributes for the same Job.  Consider a Printer that is representing several dissimilar devices in which no device is a superset of the others.  In such as case, the Printer MAY reject a Send-Document operation that cannot be supported in the Job because the combination of its supplied Document Template attributes cannot be supported in the same Job in combination with the differing Document Template attributes of the previously supplied documents.  In such a case, there is no way to completely validate a multi-document job which has documents with differing Document Template attributes using Validate-Job, since each Validate-Job is a separate independent operation.  An administrator can avoid such a configuration by making sure that one of the devices is a superset of all of the other devices.

3.3 Get-Documents Operation

This REQUIRED Job operation allows a client to retrieve the list of Document objects belonging to the target Job object.  The client MAY also supply a list of Document attribute names and/or attribute group names.  A group of Document object attributes will be returned for each Document object in the Job.

This operation is similar to the Get-Document-Attributes operation (see section 4.3), except that this Get-Documents operation returns attributes from all Document objects contained in the Job object, instead of from a single selected Document object in the Job object.  As with the Get-Document-Attributes operation the Printer MUST only return attributes that were submitted by a client when the Document object was created by the Send-Document or Send-URI operations and possibly modified by the Set-Document-Attributes operation (see section 4.4).

3.3.1 Get-Documents Request

The client submits the Get-Documents request to a Printer.  The Get-Documents is similar to the Get-Jobs operations (see [rfc2911] section 3.2.6) except that there are no equivalents to the “which-jobs” and “my-jobs” Operation attributes.

The following groups of attributes are part of the Get-Documents Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.1.

Target:
Either (1) the "printer-uri" (uri) plus "job-id" (integer (1:MAX)) or (2) the "job-uri" (uri) Operation attribute(s) which define the target Job object for this operation as described in [rfc2911] section 3.1.5.

Requesting User Name:
The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by the client as described in [rfc2911] section 8.3.

3.3.1.1 "limit" (integer(1:MAX)):

The client OPTIONALLY supplies this Operation attribute.  The Printer MUST support this Operation attribute. It is an integer value that determines the maximum number of Documents that a client will receive from the Printer.  The limit is a "stateless limit" in that if the value supplied by the client is 'N', then only the first 'N' Documents are returned in the Get-Documents Response.  There is no mechanism to allow for the next 'M' Documents after the first 'N' Documents.  If the client does not supply the “limit” attribute, the Printer responds with all Documents in the Job.

3.3.1.2 "requested-attributes" (1setOf type2 keyword):

The client OPTIONALLY supplies this attribute.  The Printer MUST support this attribute.  It is a set of Document attribute names and/or attribute groups names in whose values the requester is interested.  This set of attributes is returned for each Document object that is returned.  The allowed attribute group names are the same as those defined in the Get-Document-Attributes operation in section 4.3.1.  

If the client does not supply this attribute, the Printer MUST respond as if the client had supplied this attribute with the single value: 

‘document-number’ (see section 9.1.21)

3.3.2 Get-Documents Response

The Printer returns all of the Document objects up to the number specified by the "limit" attribute that match the criteria as defined by the attribute values supplied by the client in the request.  If the client requests any Document attributes at all, there is a set of Document Object Attributes returned for each Document object. 

It is not an error for the Printer to return 0 Documents. If the response returns 0 Documents because there are no Documents in the Job, then the status code for 0 Documents MUST be 'successful-ok'.  

Group 1: Operation Attributes

Status Message:
In addition to the REQUIRED status code returned in every response, the response OPTIONALLY includes a "status-message" (text(255)) and/or a "detailed-status-message" (text(MAX)) Operation attribute as described in [rfc2911] sections 13 and 3.1.6.

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.2.

Group 2: Unsupported Attributes

See [rfc2911] section 3.1.7 for details on returning Unsupported Attributes.

The response MAY contain or MAY omit the "requested-attributes" Operation attribute with any supplied values (attribute keywords) that were requested by the client but are not supported by the Printer. If the Printer does return unsupported attributes referenced in the "requested-attributes" Operation attribute and that attribute included group names, such as 'all', the unsupported attributes MUST NOT include attributes described in the standard but not supported by the implementation.  

Groups 3 to N: Document Object Attributes

The Printer responds with one set of Document Template attributes (see the D column in Table 10) and Document Description attributes (see the Doc column in Table 11) for each returned Document object as specified by the “requested-attributes” Operation attribute supplied by the client in the request.  The Printer ignores (does not respond with) any requested attribute or value which is not supported or which is restricted by the security policy in force, including whether the requesting user is the user that submitted the job (job originating user) or not (see [rfc2911] section 8).  However, the Printer MUST respond with the 'unknown' value for any supported attribute (including all REQUIRED attributes) for which the Printer does not know the value, unless it would violate the security policy.  See the description of the "out-of-band" values in the beginning of [rfc2911] section 4.1.

The Printer MUST return the Groups for the requested Job in order of increasing “document-number” Document Description attribute value.

3.4 Cancel-Job ([rfc2911] section 3.3.3)
This REQUIRED operation sets “document-state” Document Description attribute to ‘canceled’ and the “document-state-reasons” Document Description attribute to ‘canceled-by-user’ or ‘canceled-by-operator’ for all Document objects in the identified Job that have not yet reached a terminal state (‘completed’, ‘canceled’, or ‘aborted’).

3.5 Send-Document ([rfc2911] section 3.3.1)
This REQUIRED Job operation is a Document Creation operation that has been extended to accept a new Document Attributes group (Group 4) that the client can supply Document Template attribute and creates a Document object (see section 4.1 for the extension semantics).

3.6 Send-URI ([rfc2911] section 3.3.2)
This OPTIONAL Job operation is a Document Creation operation that has been extended to accept a new Document Attributes group (Group 4) that the client can supply Document Template attribute and creates a Document object (see section 4.2 for the extension semantics).

3.7 Hold-Job ([rfc2911] section 3.3.5)
This OPTIONAL operation moves the job to the ‘pending-held’ state, and sets the Job’s “job-state-reasons” Job Description attribute as description in [rfc2911] section 3.3.5.  The values of the Documents’ “document-state-reasons” Document Description attributes MUST NOT be affected by this operation.

3.8 Release-Job  ([rfc2911] section 3.3.6)
This OPTIONAL operation moves the job to the ‘pending-held’ state, if there are no other “job-state-reasons” to hold the job as described in [rfc2911] section 3.3.6.  The values of the Documents’ “document-state-reasons” Document Description attributes MUST NOT be affected by this operation.  

3.9 Restart-Job ([rfc2911] section 3.3.7)
This OPTIONAL operation starts the Job over again by processing all Documents in the Job as described in [rfc2911] section 3.3.7, including Documents that have been canceled by a previous Cancel-Document operation (see section 4.5).  Therefore, the Printer removes any ‘canceled-by-xxx’ values from any of the “document-state-reasons” attributes and the Job’s “job-state-reasons” attributes so that any canceled Documents are reprocessed along with the other Documents.  

3.10 Reprocess-Job ([adm-ops] section 4.1)
This OPTIONAL operation processes the Job again by processing all Documents in the Job, including ones that have been canceled by a previous Cancel-Document operation.  Therefore, the Printer removes any ‘canceled-by-xxx’ values from any of the “document-state-reasons” attributes and the Job’s “job-state-reasons” attributes so that any canceled Documents are reprocessed along with the other Documents.

4 Document Operations

This section defines the Document Creation and Document operations.  The Document object semantics are as parallel to the Job object semantics as possible.  Therefore, most of the Job operations have analogous Document operations as shown in Table 16 in section “Appendix A: Document operations compared to Job operations”.  Operations that can apply only to an entire job, have no analogous document operation as indicated.  This extension adds 5 new Document operations that operate on the Document object once it is created by either of the existing two operations: Send-Document and Send-URI operations.

Note:  By Document object this specification means the object once it become a contained part of a Job object, not before or after.  So in this specification a Document object does not represent data in a repository.

The signatures of the operation requests that create Document objects are very similar as shown in Table 4.  The entries in the table show what a client MUST, MAY, or MUST NOT supply in the indicated operation requests.

Table 4 - Client-supplied Document Creation and Validation Request Signatures

	
	
	
	Send-Document
	Send-URI

	Target job
	
	
	MUST
	MUST

	“document-uri”
	
	
	MUST NOT
	MUST

	Document Template attributes
	
	
	MAY
	MAY

	Data
	
	
	MUST
	MUST NOT


The entries in Table 5 show what a Printer MUST or MAY support and return in the indicated operations responses.

Table 5 - Printer-returned Document Creation and Validation Response Signatures

	
	Create-Job
	Send-Document
	Send-URI

	Status code/message
	MUST
	MUST
	MUST

	Unsupported Attributes
	MUST, if any
	MUST, if any
	MUST, if any

	Job status attributes
	MUST
	MUST
	MUST

	Document status attributes:
	
	

	“document-number”
	MUST NOT
	MUST
	MUST

	“document-state”
	MUST NOT
	MUST
	MUST

	“document-state-reasons”
	MUST NOY
	MUST
	MUST

	“document-state-message”
	MUST NOT
	MAY
	MAY


4.1 Send-Document ([rfc2911] section 3.3.1) extension

This REQUIRED
 Document Creation operation allows a client to submit multiple documents in a single Job by making a Send-Document request for each Document.  In this specification, the Send-Document creates a Document object ([rfc2911] did not have a Document object).  A Printer MUST support this operation with the semantics specified in [rfc2911] and with the extension defined in this specification, since this specification REQUIRES the Printer to support multiple document jobs.  

See [rfc2911] section 3.3.1 for the semantics of the Send-Document operation not reproduced here.

Access Rights: The authenticated user (see [rfc2911] section 8.3) performing this operation must either be the job owner (as determined in the Create-Job operation) or an operator or administrator of the Printer (see [rfc2911] sections 1 and 8.5).  Otherwise, the Printer MUST reject the operation and return: 'client-error-forbidden', 'client-error-not-authenticated', or 'client-error-not-authorized' as appropriate. 

4.1.1 Send-Document Request

The following attribute sets are part of the Send-Document Request:

Group 1: Operation Attributes (as in [rfc2911])

As specified in [rfc2911] section 3.3.1 Send-Document request, plus any extensions indicated in Table 8.  For example, “compression”, “document-format”, and “document-name”.  

Group 2: Document Template Attributes (new - not in [rfc2911])

The client OPTIONALLY supplies a set of Document Template attributes as listed in Table 10.  For example, “media” and “number-up”.  If the client is not supplying any Document Template attributes in the request, the client SHOULD omit Group 2 rather than sending an empty group.  However, a Printer MUST be able to accept an empty group.

Group 3: Document Content (as in [rfc2911] Group 2)

The client MUST supply the document data in-line to be processed for this Document if the "last-document" flag is set to 'false' or omitted.  However, since a client might not know that the previous Document Creation operation that the client had supplied (a Send-Document or a Send-URI operation) was the last document (i.e., the client had supplied the "last-document" attribute with a 'false' value), the client MUST use a Send-Document request with no document data where the "last-document" flag is set to 'true' (see [rfc2911] section 3.3.1).  For this Send-Document case with no data, the Printer MUST NOT increment the value of the Job object's "number-of-documents" attribute, since no Document object was added to the job.  In addition, it is not an error for a client to submit a job with no actual document data, i.e., only a single Create-Job and Send-Document request with a "last-document" Operation attribute set to 'true' with no document data; it is only an empty job which is scheduled and processed normally.  

4.1.2 Send-Document Response

The following sets of attributes are part of the Send-Document Response:

Group 1: Operation Attributes (as in [rfc2911] Group 1)

Status Message:
In addition to the REQUIRED status code returned in every response, the response OPTIONALLY includes a "status-message" (text(255)) and/or a "detailed-status-message" (text(MAX)) Operation attribute as described in [rfc2911] sections 13 and 3.1.6.

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.2.

Group 2: Unsupported Attributes (as in [rfc2911] Group 2)

See [rfc2911] section 3.1.7 for details on returning Unsupported Attributes. 

Group 3: Job Object Attributes (as in [rfc2911] Group 3)

The Printer MUST return the same set of Job status attributes as for the Print-Job response as specified in [rfc2911] section 3.2.1.2.

Group 4: Document Object Attributes (new)

The following Document Description attributes are defined for this Group: 

4.1.2.1 document-number (integer(1:MAX))

The Printer MUST return the document number of this Document object that was assigned by the Printer starting with 1 for each Job (see section 9.1.21).  

4.1.2.2 document-state (type1 enum)

The Printer MUST return the state of this Document object (see section 9.1.23).

4.1.2.3 document-state-reasons (1setOf type2 keyword)

The Printer MUST return the associated state reasons for this Document (see section 9.1.25).

4.1.2.4 document-state-message (text(MAX))

The Printer MAY return the localized description of the “document-state” and “document-state-reasons” values for this Document (see section 9.1.24).

4.2 Send-URI ([rfc2911] section 3.3.2) extension

This OPTIONAL Document Creation operation has the same request and response semantics as the Send-Document operation (see section 4.1) except that a client MUST supply a URI reference ("document-uri" Operation attribute) rather than the document data itself.  If a Printer supports this operation, clients can use either this operation or the Send-Document operation to add new Document objects to an existing multi-document Job object.  However, if a client needs to indicate that the previous Send-URI or Send-Document was the last document,  the client MUST use the Send-Document operation (see section 4.1) with no document data and the "last-document" flag set to 'true' as specified in [rfc2911] section 3.3.2 (rather than using a Send-URI operation with no "document-uri" Operation attribute).  

If a Printer supports this operation, it MUST also support the Print-URI operation (see [rfc2911] section 3.2.2).

The Printer MUST validate the syntax and URI scheme of the supplied URI before returning a response, just as in the Print-URI operation.  The IPP Printer MAY validate the accessibility of the document as part of the operation or subsequently (see [rfc2911] section 3.2.2).  

4.3 Get-Document-Attributes

This REQUIRED Document operation allows a client to request the values of selected attributes of a Document object.  This operation is almost identical to the Get-Job-Attributes operation (see [rfc2911] section 3.3.4).  The only differences are that the operation is directed at a Document object rather than a Job object and the returned attribute group is a set of Document object attributes rather than a set of Job object attributes. 

The Printer MUST return the Document Description attributes that a client supplied in the Document Creation operation (Print-Job, Print-URI, Send-Document or Send-URI) as Operation attributes (see the PJ/PU and SD/SU columns in Table 8 and the Doc column in Table 11), any Document Template attribute supplied by Send-Document or Send-URIoperations (see the D column in Table 10), plus any additional Document Description attributes that the Printer has generated, such as "document-state" (see the Doc column in Table 11).  The Printer MUST NOT return any Job Level attributes that the Document object inherits and MUST NOT factor out common Document object attributes and return them as Job object attributes.  Thus the Get-Document-Attributes returns to clients only the attributes that clients submitted in Document Creation operations, plus the additional Document Description attributes that the Printer sets.

The client MAY display to the user any Document attributes inherited from the Job object.  However, such a client MUST query both the Job object using Get-Job-Attributes and the Document object using Get-Document-Attributes in order to be able to merge the inherited attributes with the explicitly-supplied Document attributes.  Furthermore, the client MAY factor out common explicitly supplied Document object attributes and display them once as Job object attributes, instead of with each Document object.  However, any such regularization of the display for users is the policy of the client and is outside the scope of this client-Printer protocol specification.  Note: specify any such regularization or canonicalization policy in the Printer response would have been impossible to agree to.

For Document objects, the possible names of attribute groups are:

- ‘document-template': the subset of the Document Template attributes that apply to a Document object (the “D” column in Table 10) that the implementation supports for Document objects.

- ‘document-description': the subset of the Document Description attributes specified in the “Doc” column of Table 11 that the implementation supports for Document objects.

- 'all': the special group 'all' that includes all attributes that the implementation supports for Document objects.  

Since a client MAY request specific attributes or named groups, there is a potential that there is some overlap.  For example, if a client requests, ‘document-name' and ‘document-description', the client is actually requesting the "document-name" attribute once by naming it explicitly, and once by inclusion in the ‘document-description' group.  In such cases, the Printer MAY return the attribute only once in the response even if it is requested multiple times.  The client SHOULD NOT request the same attribute in multiple ways.

It is NOT REQUIRED that a Document object to support all attributes belonging to a group (since some attributes are OPTIONAL).  However, it is REQUIRED that the Printer support all these group names for the Document object. 

4.3.1 Get-Document-Attributes Request

The following groups of attributes are part of the Get-Document-Attributes Request when the request is directed at a Document object:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.1.

Target:
The “document-number” (integer(1:MAX)) Operation attribute MUST be supplied immediately after either (1) the "printer-uri" (uri) plus "job-id" (integer(1:MAX)) or (2) the "job-uri" (uri) Operation attribute(s) which define the target Document object for this operation as described in [rfc2911] section 3.1.5.  If the client omits the “document-number” Operation attribute, the Printer MUST reject the request and return the ‘client-error-bad-request’ status code.

Requesting User Name:
The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by the client as described in [rfc2911] section 8.3.

4.3.1.1 "requested-attributes" (1setOf keyword):

The client OPTIONALLY supplies this attribute.  The Printer MUST support this attribute.   It is a set of attribute names and/or attribute group names in whose values the requester is interested.  If the client omits this attribute, the Printer MUST respond as if this attribute had been supplied with a value of 'all'. 

4.3.2 Get-Document-Attributes Response

The Printer returns the following sets of attributes as part of the Get-Document-Attributes Response:

Group 1: Operation Attributes

Status Message:
In addition to the REQUIRED status code returned in every response, the response OPTIONALLY includes a "status-message" (text(255)) and/or a "detailed-status-message" (text(MAX)) Operation attribute as described in [rfc2911] sections 13 and 3.1.6.

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.2.  The "attributes-natural-language" MAY be the natural language of the Document object, rather than the one requested.

Group 2: Unsupported Attributes

See [rfc2911] section 3.1.7 for details on returning Unsupported Attributes. 

The response MAY contain or MAY omit the "requested-attributes" Operation attribute with any supplied values (attribute keywords) that were requested by the client but are not supported by the Printer. If the Printer does return unsupported attributes referenced in the "requested-attributes" Operation attribute and that attribute included group names, such as 'all', the unsupported attributes MUST NOT include attributes described in the standard but not supported by the implementation.  

Group 3: Document Object Attributes

The Printer returns the set of requested Document Template attributes (see the D column in Table 10) and Document Description attributes (see the Doc column in Table 11) and their current values.  The Printer ignores (does not respond with) any requested attribute or value which is not supported.  Furthermore, the Printer MUST NOT return Document Template attributes that were not supplied by a client in a Send-Document or Send-URI request or set by a Set-Document-Attributes request.  So the response reflects what was submitted.  The Printer MAY omit returning attributes that are restricted by the Printer’s security policy in force, including whether the requesting user is the user that submitted the job (job originating user) or not (see [rfc2911] section 8).  However, the Printer MUST respond with the 'unknown' value for any supported attribute (including all REQUIRED attributes) for which the Printer does not know the value, unless it would violate the security policy.  See the description of the "out-of-band" values in the beginning of [rfc2911] Section 4.1. 

4.4 Set-Document-Attributes

This OPTIONAL Document operation allows a client to set the values of the attributes of a Document object after the Document object was submitted to the Printer.  In the request, the client supplies the set of Document keyword attribute names and values that are to be set.  In the response, the Printer returns success or rejects the entire request with indications of which attribute or attributes could not be set.  
This operation is almost identical to the Set-Job-Attributes operation and follows the same rules for validation (see [rfc3380] section 4.2).  The only differences are that the Set-Document-Attributes operation is directed at a Document object rather than a Job object.  As with the Set-Job-Attributes operation,  The Set-Document-Attributes operation can add an attribute to the Target object, accepts the 'delete-attributes' out-of-band value to remove an attribute from the Target object.  In addition the validation is the same as the Send-Document and Send-URI operations that create Document objects, i.e., the Printer validation depends on the "xxx-supported" Printer Description attributes (see [rfc2911] section 3.1).  

If a client supplies a document attribute in a Set-Document-Attributes request that the Printer supports, and the document was originally submitted without supplying that attribute, the Printer adds the attribute to the Document object. 

If the client supplies a document attribute with the "out-of-band" value 'delete-attribute' (see [rfc3380] section 8.2), then the Printer MUST remove the attribute and all of its values from the Document object, if present.  The semantic effect of the client supplying the 'delete-attribute' value in a Set-Document-Attributes operation MUST be the same as if the attribute had not been supplied with the Document object in the Document Creation operation, i.e., the Printer applies its default attribute or behavior with lower precedence that the PDL (see the beginning of [rfc2911] section 4.2 and [rfc2911] 3.2.1.1).  Any subsequent query of the Document object using Get-Document-Attributes or Get-Documents MUST NOT return any attribute that has been deleted using the 'delete-attribute' out-of-band value.  However, a client can re-establish such a deleted Document attribute with any supported value(s) using a subsequent Set-Document-Attributes operation.

If the client supplies an attribute in a Set-Document-Attributes request with the 'delete-attribute' value and that attribute is not present on the Document object, the Printer ignores that supplied attribute in the request, does not return the attribute in the Unsupported Attributes group, and returns the 'successful-ok' status code, if there are no other problems with the request.

The validation of the Set-Document-Attributes request is performed by the Printer as if the document had been submitted originally with the new attribute values (and the deleted attributes removed) and with "ipp-attribute-fidelity" set to 'true', i.e., all modified attributes Document attributes and values MUST be supported in combination with the Document attributes not modified.  If such a Document Creation operation would have been accepted, then the Set-Document-Attributes MUST be accepted.  If such a Document Creation operation would have been rejected, then the Set-Document-Attributes MUST be rejected and the Document MUST be unchanged.  In addition, if any of the supplied attributes are not supported, are not settable, or the values are not supported, the Printer MUST reject the entire operation; the Printer MUST NOT partially set some of the supplied attributes.  In other words, after the operation, all the supplied attributes MUST be set or none of them MUST be set, thus making the Set-Document-Attributes an atomic operation.

The value of the “ipp-attribute-fidelity”and “job-mandatory-attributes” Operation attribute supplied in the original Job Creation request, if any, MUST have no affect on the behavior of the Set-Document-Attributes operation, since the Set-Document-Attributes request MUST behave as if “ipp-attribute-fidelity”  = ‘true’.  In other words, the Printer MUST reject any attempt to set a Document attribute to an unsupported value or to a value that would conflict with another Document attribute value.

The Printer MUST accept or reject this operations when the Document's READ-ONLY "document-state" attribute has the values shown in Table 6.  The document's current state MUST affect whether the Printer accepts or rejects the request.  However, the Set-Document-Attributes operation MUST NOT change the state of the Document object (since the Document is a passive object and the Document state is a subset of the Job State).  For example, in the case where the operation creates a request for unavailable resources, the Job (but not the Document) transitions to a new state.  Table 6 shows the allowed behaviors in each document state.

Table 6 - Document State Table for the Set-Document-Attributes operation
	Current
 “document-state”
	New
 “document-state” (no change)
	Printer’s response status code
 and “action”:

	'pending'
	'pending'
	'successful-ok'

	'pending'
	'pending'
	'successful-ok' - needed resources are not ready (the Job MAY change state, but the Document MUST NOT).

	'processing'
	'processing'
	'successful-ok'  or 'client-error-not-possible' depending on implementation, including the attributes being set, whether the document has started marking media, etc.

	'completed'
	'completed'
	'client-error-not-possible'

	'canceled'
	'canceled'
	'client-error-not-possible'

	'aborted'
	'aborted'
	'client-error-not-possible'


This operation MUST NOT change the value of attributes not specified in the operation unless the definition of the attribute explicitly specifies such side-effects.  In general, Document attribute definitions that are settable will not define side-effects on other attributes that are settable, only side effects on READ-ONLY attributes, if any.

4.4.1 Settable and READ-ONLY Document Description attributes

If the Printer supports the Set-Document-Attributes operation, then it SHOULD support setting of:

all Document Template document ("xxx") attributes

that the implementation supports (see the column labeled “D” in Table 10).

Almost all Document Description attributes (see [rfc2911] section 4.3) MUST NOT be settable, i.e., they are defined to be READ-ONLY.  Only Document Description attributes marked with “(r/w) in Table 10 MAY be settable using Set-Document-Attributes.  The Printer MUST reject a Set-Document-Attributes request that attempts to set any attributes in Table 11 that are not marked “(r/w)”.

Note:  From now on, all extensions that define new Document object attributes will indicate whether or not the attributes are READ-ONLY, by including the "READ-ONLY" adjective in their descriptions and/or explicitly stating whether they MAY be settable.  

Access Rights: The authenticated user (see [rfc2911] section 8.3) performing this operation must either be the job owner (as determined in the Job Creation operation) or an operator or administrator of the Printer (see [rfc2911] Sections 1 and 8.5).  

4.4.2 Set-Document-Attributes Request

The following sets of attributes are part of the Set-Document-Attributes Request:

Group 1: Operation Attributes

Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.1.

Target:

The client MUST supply the “document-number” (integer(1:MAX)) Operation attribute immediately after either (1) the "printer-uri" (uri) plus "job-id" (integer(1:MAX)) or (2) the "job-uri" (uri) Operation attribute(s) which define the target Document object for this operation as described in [rfc2911] section 3.1.5.  If the client omits the “document-number” Operation attribute, the Printer MUST reject the request and return the ‘client-error-bad-request’ status code.

Note:  There is no way in a single operation for the client to set all of a Job’s Document objects to the same attribute value.  Either (1) the client sets the corresponding attribute in each Document object in the Job with separate Set-Document-Attributes requests, or (2) the client sets the corresponding attribute at the Job Level using the Set-Job-Attributes operation.  Setting the corresponding attribute at the Job Level (or supplying that attribute initially in the Job Creation operation) causes each Document object to inherit the Job Level attribute value, if the Document object doesn’t have a corresponding explicit attribute supplied at the Document Level.  In other words, supplying an attribute at the Job Levels will affect all the Job’s Document objects that don’t have that attribute also explicitly supplied at the Document Level.  

Requesting User Name:

The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by the client as described in [rfc2911] section 8.3.

Group 2: Document Attributes

The client MUST supply a set of Document Template attributes with one or more values (including explicitly allowed out-of-band values) as listed in column labeled “D” in Table 10 - Job Template and Document Template attributes and Document Description attributes flagged with “(r/w)” and listed in the column labeled “Doc” in Table 11 - Job and Document Description attributes, and any attribute extensions supported by the Printer.  The value(s) of each Document attribute supplied in Group 2 replaces the value(s) of the corresponding Document attribute on the target Document object.  For attributes that can have multiple values (1setOf), all values supplied by the client replace all values of the corresponding Document object attribute.  

In order to set the Document’s “document-message” Document Description attribute (see section 9.1.18), the client MUST supply the attribute in Group 2, rather than supplying a “document-message” Operation attribute in Group 1.

If the client supplies an "xxx" attribute with the 'delete-attribute' out-of-band value (see [rfc3380] section 8.2), the Printer MUST remove the "xxx" attribute from the Document object, if present.

4.4.3 Set-Document-Attributes Response

The Printer returns the following sets of attributes as part of the Set-Document-Attributes Response:

Group 1: Operation Attributes

Status Message:

In addition to the REQUIRED status code returned in every response, the response OPTIONALLY includes a "status-message" (text(255)) and/or a "detailed-status-message" (text(MAX)) Operation attribute as described in [rfc2911] sections 13 and 3.1.6.

Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.2. 

Group 2: Unsupported Attributes

See [rfc2911] section 3.1.7 for details on returning Unsupported Attributes.  

If some of the attributes in the operation fail to validate, the Printer MUST reject the operation, MUST NOT change any Document attributes, and MUST return the indicated status code below.  In this group, the Printer MUST also return all attributes that fail to validate.  The following are the reasons that an attribute fails to validate and the value returned for the attribute, along with the indicated status code and order of detection:

1. The number of attributes supplied by the client exceeds the maximum number that the Printer supports in a Set-Printer-Attributes request:  return the 'client-error-request-entity-too-large' (see [rfc2911] section 13.1.4.9).

2. The Printer doesn't support the attribute:  return the attribute with the 'unsupported' out-of-band attribute value (see [rfc2911] section 3.1.7 and [rfc2910]) and the 'client-error-attributes-or-values-not-supported (see [rfc2911] section 13.1.4.12).

3. The attribute is READ-ONLY (in its definition) or is not-settable in this implementation:  return the attribute with the 'not-settable' out-of-band attribute value (see [rfc3380] section 8.1) and the 'client-error-attributes-not-settable' status code (see [rfc3380] section 7.1).

4. The Printer doesn't support the value:  if the attribute in the operation has a single value return it.  If the attribute in the operation is multi-valued, return only those values in a 1setOf that are not supported.  Return the 'client-error-attributes-or-values-not-supported' status code (see [rfc2911] section 13.1.4.12).

5. The values of some of the supplied attributes conflict with one another and/or other Document attribute values not being set:  if the conflicting attribute in the operation has a single value return the attribute and the value.  If the attribute in the operation is multi-valued, return only the attribute and those values in a 1setOf that are conflicting with other attributes.  Return the 'client-error-conflicting-attributes' status code (see [rfc2911] section 13.1.4.15).

4.5 Cancel-Document

This REQUIRED Document operation allows a client to cancel a specified Document in a specified Print Job any time from the time the Document is created up to, but not including, the time that the Document is completed, canceled, or aborted.  Since a Document might already be printing by the time a Cancel-Document is received, some media sheet pages might be printed before the document processing is actually terminated. 

The Cancel-Document operation does not remove the Document from the Job and Printer, but only sets the specified Document’s “document-state” Document Description attribute to ‘canceled’ and the Document’s “document-state-reasons” Document Description attribute to ‘canceled-by-user’ or ‘cancel-by-operator’.  If the Job object is printed again using operations such as the Reprocess-Job operation (see [adm-ops] section 4.1) or the Restart-Job operation (see [rfc2911] section 3.3.7), any canceled Documents are also printed again.  Thus Cancel-Document has the same semantics as Cancel-Job (see [rfc2911] section 3.3.3), which only cancels the processing of the job, and doesn’t delete the Job object itself.  See the Delete-Document operation (section 5.4) to remove the Document object itself immediately from the Job and Printer.  

The Cancel-Document operation does not affect the states of any of the other Document objects in the job.  If the Job was processing and there are more Documents to be processed, the Printer does so.  If there are no further Documents to process, the Job moves to the ‘completed’ state as usual whenever there is no more processing to be done.

The Printer MUST accept or reject the request based on the document's current state and transition the document to the indicated new state as follows:

	Current "document-state"
	New "document-state"
	Printer's response status code and action:

	'pending'
	'canceled'
	'successful-ok'

	'processing'
	'canceled'
	'successful-ok'

	'processing'
	'processing'
	'successful-ok'  See Rule 1

	'processing'
	'processing'
	'client-error-not-possible'  See Rule 2

	'completed'
	'completed'
	'client-error-not-possible'

	'canceled'
	'canceled'
	'client-error-not-possible'

	'aborted'
	'aborted'
	'client-error-not-possible'


Rule 1:  If the implementation requires some measurable time to cancel the document in the 'processing' document states, the Printer MUST add the 'processing-to-stop-point' value to the document's "document-state-reasons" attribute and then transition the document to the 'canceled' state when the processing ceases (see [rfc2911] section 4.3.8).

Rule 2:  If the Document object already has the 'processing-to-stop-point' value in its "document-state-reasons" attribute, then the Printer MUST reject a Cancel-Document operation.

Access Rights: The authenticated user (see [rfc2911] section 8.3) performing this operation must either be the job owner or an operator or administrator of the Printer (see [rfc2911] sections 1 and 8.5).  Otherwise, the Printer MUST reject the operation and return: 'client-error-forbidden', 'client-error-not-authenticated', or 'client-error-not-authorized' as appropriate.

4.5.1 Cancel-Document Request

The following groups of attributes are part of the Cancel-Document Request:

Group 1: Operation Attributes

Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.1.

Target:

The client MUST supply the “document-number” (integer(1:MAX)) Operation attribute immediately after either (1) the "printer-uri" (uri) plus "job-id"  (integer(1:MAX)) or (2) the "job-uri" (uri) Operation attribute(s) which define the target Document object for this operation as described in section [rfc2911] 3.1.5.  If the client omits the “document-number” Operation attribute, the Printer MUST reject the request and return the ‘client-error-bad-request’ status code.

Requesting User Name:

The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by the client as described in [rfc2911] section 8.3.

4.5.1.1 document-message (text(MAX))
Operation attribute

The client MAY supply this Operation attribute.  If the Printer supports this attribute, the Printer MUST also support the corresponding “document-message” (text(MAX)) Document Description attribute (see section 9.1.18) and copy this value to the “document-message” Document Description attribute.  The end user can use this Document Description attribute as a message to the operator and the operator can use it as a message to the user.  The Printer MAY print this message on a document start sheet for this document, if any.  

The Printer MUST ignore the new “job-message-from-operator” Operation attribute (see [adm-ops] section 6) for this operation, since that is a job only attribute and Cancel-Document is a Document operation.  

4.5.2 Cancel-Document Response

The following sets of attributes are part of the Cancel-Document Response: 

Group 1: Operation Attributes

Status Message:

In addition to the REQUIRED status code returned in every response, the response OPTIONALLY includes a "status-message" (text(255)) and/or a "detailed-status-message" (text(MAX)) Operation attribute as described in [rfc2911] sections 13 and 3.1.6.

Natural Language and Character Set:

The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.2.

Group 2: Unsupported Attributes

See [rfc2911] section 3.1.7 for details on returning Unsupported Attributes.

Once a successful response has been sent, the implementation guarantees that the Document will eventually end up in the 'canceled' state.  Between the time of the Cancel-Document operation is accepted and when the document enters the 'canceled' document-state (see section 9.1.23), the "document-state-reasons" attribute (see section 9.1.25) SHOULD contain the 'processing-to-stop-point' value which indicates to later queries that although the Document might still be 'processing', it will eventually end up in the 'canceled' state, not the 'completed' state.

5 Administrative Job and Document operations

This section summarizes the extensions to existing Administrative Job and Printer operations and defines new Document Administrative operations.  The following administrative operations: Promote-Job ([adm-ops] section 4.4.1), Release-Held-New-Jobs ([adm-ops] section 3.3.2), Resume-Job ([adm-ops] section 4.3.2),  Schedule-Job-After ([adm-ops] section 4.4.2) do not affect the Document objects because they are defined to affect the Job object as a whole.

5.1 Purge-Jobs ([rfc2911] section 3.2.9)
This OPTIONAL Administrative Printer operation removes all Job and all of their contained Document objects.

5.2 Cancel-Current-Job ([adm-ops] section 4.2)
This OPTIONAL Administrative Printer operation sets the “document-state” Document Description attribute to ‘canceled’ and the “document-state-reasons” Document Description attribute to ‘canceled-by-xxx’ for any documents in the current Job that have not yet reached a terminal state (‘completed’, ‘canceled’, or ‘aborted’), where “xxx” is ‘user’ or  ‘operator’.  See [adm-ops] section 4.2.  

Note: There is no Cancel-Current-Document operation defined, since it is too likely that the Printer would have moved onto the next document before the operation could issue the request.

5.3 Suspend-Current-Job ([adm-ops] section 4.3.1)
This OPTIONAL Administrative Printer operation suspends the current job and sets the Job’s “job-state” Job Description attribute to ‘processing-stopped’ and “job-state-reasons” to ‘job-suspended-by-xxx’, where ‘xxx’ is ‘user’ or ‘operator’.  The Documents’ “document-state” and “document-state-reasons” Document Description attributes are unaffected (but the Documents are not processed any further, since the Job is stopped).

5.4 Delete-Document

This OPTIONAL Administrative Document operation removes the specified Document object and its data immediately from the specified Job.  The Printer MUST reject the request if the Document is in any state, but ‘pending” (there is no ‘pending-held’ state for Documents).  The Printer does not reassign the “document-number” Document Description attribute values of the remaining Document objects in the Job, so that the deleted Document object leaves a gap in the document numbering space for the Job.  The Printer MUST return a ‘client-error-not-found’ status code, in a subsequent Get-Document-Attributes operation for this Document object specifying its former “document-number”.  This operation is similar to the Purge-Jobs operation that immediately deletes all jobs from the Printer.  However, the Delete-Document operation only deletes a single Document from the specified Job.  

Access Rights: The authenticated user (see [rfc2911] section 8.3) performing this operation MUST be an operator or administrator of the Printer (see [rfc2911] sections 1 and 8.5).  Otherwise, the Printer MUST reject the operation and return: 'client-error-forbidden', 'client-error-not-authenticated', or 'client-error-not-authorized' as appropriate.  This operation requires operator/administrator privileges, otherwise a rogue client could submit, then delete, at will using up valuable spooling space.  Instead of using this operation, unprivileged users use Cancel-Document which goes through the normal accounting, if any.

The Delete-Document request and Delete-Document response have the same attribute groups and attributes as the Cancel-Document operation (see section 4.5).

6 Job and Document Template Attribute Precedence during Job processing

This section defines the Attribute Precedence rules that the Printer MUST follow when processing jobs, including instructions in the PDL data.  These rules cover Queue Override attributes, Page Override attributes, Document Object attributes (Operation/Document Description and Document Template), Document Override attributes, Job  Object attributes (Operation/Job Description and Job Template), PDL instructions, PDL Interpreter initialization files, and Printer’s defaults.  Since each attribute can be specified for all of these levels, it is important to define which level takes precedence when the same attribute occurs at different levels with differing values. 

The attribute precedence model has the following features:

1) In principle, each defined attribute can occur at each of the precedence levels.

2) Attributes can be introduced and modified at different points in the job workflow, e.g., in the application, print driver, submission client, protocol, and Printer:

· Attributes are supplied by different agents in the system:  application, user, print driver, administrator, operator, Printer, and the output device hardware.

· Attributes are supplied at different points in time:  PDL generation, job submission, job acceptance, job pending, job processing.

3) Attributes can be introduced and modified at different points in the job workflow, e.g., in the application, print driver, submission client, protocol, and Printer.

4) The later that an attribute is introduced into the work flow or the closer the specified scope of the attribute is to the affected object, the higher the precedence is assigned to that attribute, since precedence is intended to reflect the user’s wishes.

The following levels of Attribute Precedence are defined in order of decreasing priority:

1. queue override - The value that the Printer enforces for any job submitted to it (see [ippsave] section 3.1).  Set by the administrator when configuring the Printer by setting an "xxx-supported" Printer attribute to contain a single value, i.e., the override value.  Example:  the administrator sets the Printer's "sides" = 'two-sided-long' so that all jobs submitted to that (logical) Printer are printed two-sided flipped along the long edge.

Note:  The queue override level is only available for Printers that support the 'guaranteed' value for its "pdl-override-supported" attribute (see [ippsave] section 8.1).  All other levels are available for all Printers independent of the "pdl-override-supported" value.

2. Document Level - page override programming - The special “overrides” collection Document Template attribute (see [OvrRide]) supplied at the Document Level, that is, as a Document Template Attribute in a Send-Document or Send-URI operation, that contains the attributes that are to have the page override status for the specified ranges of pages.  Supplied by the client when submitting a Document object, or set by the user or operator after the Document has been accepted either using the Set-Document-Attributes operation, or by the operator using means local to the Printer.  Example:  " overrides" = {"pages" = '1:1'; " media" = 'letterhead'}
3. Job Level - page override programming - The special " overrides" collection Job Template attribute (see [OvrRide]) supplied at the Job Level, that is, in a Job Creation operation, that contains the attributes that are to have the page override status for the specified ranges of pages in the specified Document.  Supplied by the client when submitting a job either in the protocol, or set by the user or operator after the job has been accepted either using the Set-Job-Attributes operation, or by the operator using means local to the Printer.  Example:  " overrides" = {"pages" = '1:1'; “document-numbers” = ‘1:1’; "media" = 'letterhead'}

4. Document Level - Document object attributes - The Document attributes supplied at the Document Level, that is, Operation/Document Description and Document Template attributes supplied in a Send-Document or Send-URI operation to apply to the Input Document.  Supplied by the client when submitting a Document object, or set by the user or operator after the Document has been accepted either using the Set-Job-Attributes operation, or by the operator using means local to the Printer.  Examples: "media" = 'na-letter' and "copies" = '2'.
5. `Job Level - Job object and Document object attributes - The Job attributes (Operation/Job Description and Job Template) and Document attributes (Operation/Document Description and Document Template) supplied at the Job Level, i.e., with a Create-Job, Print-Job, or Print-URI operation.  Supplied by the client when submitting a Job in the protocol, or set by the user or operator after the job has been accepted either using the Set-Job-Attributes operation, or by the operator using means local to the Printer.  Examples: "media" = 'na-letter' and "copies" = '2'.

6. PDL document data - an instruction in the PDL document data.  Supplied by the application or print driver that created the PDL.  Example:  PostScript setPageDevice specifying na-letter media.  Whether PDL document data is actually lower precedence than the preceding levels depends on the implementation as expressed in the “pdl-override-supported” Printer Description attribute (see [rfc2911] section 4.4.28 and [ippsave] section 8.1).

Job Template and Document Template attributes of the form “xxx-requested”, such as “orientation-requested” (see [rfc2911] section 4.2.10) have a lower priority than the PDL.  If the PDL contains a corresponding instruction, that PDL instruction will be used instead of the supplied “xxx-requested” attribute.  For example, PostScript PDL data always has a well-defined orientation, so that “orientation-requested” never affects the result.  On the other hand, PDLs such as text/plain never has orientation and PCL MAY omit orientation, in which case, “orientation-requested” takes affect.  

7. PDL Init File data - a file that the Printer uses to initialize the PDL Interpreter before it starts interpreting each document in a Job.  See description of “pdl-init-file” Job Template attribute in [ippsave] Section 5.8. It is immaterial how this file is specified, whether it be by a queue override, job object attribute or printer default – the precedence of the contents of this file is at this level.

8. printer default - a Printer "xxx-default" attribute that is applied by the Printer provided that none of the higher levels have supplied a value.  The Printer implementation supplies values for the Printer's "xxx-default" attributes that reflect the out-of-the-box action by the output device.  For example, if the output device will use media from the large-capacity input tray if not directed otherwise, the implementation supplies the Printer's "media-default" attribute with the 'large-capacity' keyword value without requiring the administrator to configure that value.  Implementation allow the administrator to configure the Printer's "xxx-default" attributes to other values, if other value are supported by the implementation.  Example:  The administrator changes the Printer's "media-default" from 'large-capacity' to 'na-letter'.

9. Hardware default - When none of the above the above conditions supply an explicit value, the printer will apply the defaults supplied by the hardware.  An example of these implicit defaults would be a “copies” value of 1 or a “sides” value of ‘one-sided’.

7 Operation Attributes for the Job and Document Creation operations

This section defines some new Operation/Description attributes and lists all the Operation/Description attributes that have been defined in other IPP specifications that are used in Job Creation operations and extends their use to the Document Creation operations.  In addition, some new Job/Document Description attributes have been defined to be set from existing Operation attributes.  Note: Operation attributes relate to the operation and do not depend on the printing capabilities of the Printer.  

7.1 Operation Attributes supplied at the Job and Document Levels for Creation

Table 7 lists all the Operation attributes and their attributes syntaxes supplied in Job Creation and Document Creation operations and the attribute syntaxes of their corresponding "xxx-default" and "xxx-supported" Printer Description attributes, if any.  A "-" indicates that there isn't a "xxx-default" or "xxx-supported" Printer Description attribute.

Table 7- Operation, Default, and Supported Attributes

	Operation attribute
	Operation
attribute syntax
	Printer: Default Value attribute syntax
	Printer: Supported Values
attribute syntax

	attributes-charset
	charset
	-
	1setOf charset


	attributes-natural-language
	naturalLanguage
	-
	1setOf naturalLanguage

	compression
	type3 keyword
	-
	1setOf type3 keyword

	document-charset
	charset
	charset
	1setOf charset

	document-digital-signature
	type2 keyword
	type2 keyword
	1setOf type2 keyword

	document-format
	mimeMediaType
	mimeMediaType
	1setOf mimeMediaType

	document-format-details
	1setOf collection
	1setOf collection
	1setOf type2 keyword


	document-source-application-name
	name(MAX)
	name(MAX)
	-

	document-source-application-version
	text(127)
	text(127)
	-

	document-source-os-name
	name(40)
	name(40)
	-

	document-source-os-version
	text(40)
	text(40)
	-

	document-format
	mimeMediaType
	mimeMediaType
	-

	document-format-device-id
	text(127)
	text(127)
	-

	document-format-version
	text(127)
	text(127)
	-

	document-natural-language
	naturalLanguage
	naturalLanguage
	-

	document-format-version
	text(127)
	text(127)
	1setOf text(127)

	document-message
	text(MAX)
	-
	-

	document-name
	name(MAX)
	-
	-

	document-natural-language
	naturalLanguage
	naturalLanguage
	1setOf naturalLanguage

	document-uri
	uri
	-
	1setOf uriScheme


	ipp-attribute-fidelity
	boolean
	-
	-

	[job-]impressions
	integer(0:MAX)
	-
	rangeOfInteger(0:MAX)

	[job-]k-octets
	integer(0:MAX)
	-
	rangeOfInteger(0:MAX)

	job-mandatory-attributes
	1setOf type2 keyword
	-
	-

	[job-]media-sheets
	integer(0:MAX)
	-
	rangeOfInteger(0:MAX)

	job-name
	name(MAX)
	-
	-

	job-password
	octetString(255)
	-
	integer(0:127)

	job-password-encryption
	type3 keyword | name(MAX)
	-
	1setOf (type3 keyword | name(MAX))

	last-document
	boolean
	-
	-

	operation-id
	integer(1:0x8FFF)
	-
	1setOf type2 enum


	original-requesting-user-name
	name(MAX)
	-
	-

	output-device-requested
	name(127)
	-
	1setOf name(MAX)

	printer-uri
	uri
	-
	1setOf uri

	request-id
	integer(1:MAX)
	-
	-

	requesting-user-name
	name(MAX)
	-
	-

	version-number
	X.Y
	-
	1setOf type2 keyword



Table 8 lists the Operation attributes that clients supply at the Job Level and/or the Document Level and whether the Printer copies (indicated by “(”) the supplied value to corresponding Job Description and/or Document Description attributes.  

Legend:

[job-]
an attribute that shouldn’t have had a “job-” prefix in its name in [rfc2911], so that the same attribute name could also be used for the Document object as an Operation/Document Description attribute.  When this attribute is used as an Operation/Document Description attribute, the [job-] prefix is dropped.  Note: For the PWG Semantic Model, the “job-” prefix is dropped altogether.  

“Level Supplied” column indicates whether the Operation attribute can be supplied at the Job Level (PJ=Print-Job, PU=Print-URI, and CJ=Create-Job) and at the Document Level (SD=Send-Document, and SU=Send-URI) .    

“y”
the Operation attribute is defined for the indicated operation, but does not have a corresponding Job Description or Document Description attribute (no “(“).

“y(”
the Operation attribute has a corresponding Document Description attribute to which the Printer MUST copy this Operation attribute.  See Table 11 for the corresponding Job and Document Description attributes.

“-”
the Operation attribute is not defined for the indicated operation.

**
these Operation attributes are defined for all operations, not just Job Creation and Document Creation operations

“Conformance” column indicates the conformance requirements for what the client supplies in a  request and the Printer supports in a request.

“Reference and Section” column indicates where the Operation attribute is defined in other IPP specs and this spec.

Table 8 - Operation Attributes supplied at the Job and Document Levels in Job and Document Creation Requests

	Operation attribute name for Job and Document Creation requests
	Attribute Syntax
	Level Supplied
	Conformance
	Reference and Section

	
	
	Job
	Doc
	
	

	
	
	CJ
	PJ, PU
	SD, SU
	 Client supply
	Printer support
	

	attributes-charset **
	charset
	y(J
	y(J
	y(D
	MUST
	MUST
	[rfc2911] §3.1.4

	attributes-natural-language **
	naturalLanguage
	y(J
	y(J
	y(D
	MUST
	MUST
	[rfc2911] §3.1.4

	compression
	type3 keyword
	-
	y(D
	y(D
	MAY
	MUST
	[rfc2911] §3.2.1.1

	document-charset
	charset
	-
	y(D
	y(D
	MAY
	CMUST

	[jobx] §43.2.1

	document-digital-signature
	type2 keyword
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.2

	document-format
	mimeMediaType
	-
	y(
D
	y(D
	MAY
	MUST
	[rfc2911] §3.2.1.1, [jobx] §3.2.3

	document-format-details
	1setOf collection
	-
	y(D
	y(D
	MAY
	CMUST

	[jobx] §3.2.4

	document-source-application-name
	name(MAX)
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.4.1

	document-source-application-version
	text(127)
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.4.2

	document-source-os-name
	name(40)
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.4.3

	document-source-os-version
	text(40)
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.4.4

	document-format
	mimeMediaType
	-
	y(D
	y(D
	MUST
	MUST
	[jobx] §3.2.4.5

	document-format-device-id
	text(127)
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.4.6

	document-format-version
	text(127)
	-
	y(D
	y(D
	SHOULD
	MUST
	[jobx] §3.2.4.7

	document-natural-language
	naturalLanguage
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.4.8

	document-format-version
	text(127)
	-
	y(D
	y(D
	MAY
	MAY
	[jobx] §3.2.6

	
	
	
	
	y(D
	
	
	

	document-name
	name(MAX)
	-
	y(D
	y(D
	MAY
	MUST
	[rfc2911] §3.2.1.1

	document-natural-language
	naturalLanguage
	-
	y(D
	y(D
	MAY
	MAY
	[rfc2911] §3.2.1.1,

[this spec] §7.2.1

	document-uri
	uri
	-
	y
	y(D
	CMUST 
 
	MAY
	[rfc2911] §3.2.2

	ipp-attribute-fidelity
	boolean
	y(24 J
	y(
J
	-
	MAY
	MUST
	[rfc2911] §3.2.1.1,

[this spec] §3.1.1.1

	[job-]impressions
	integer(0:MAX)
	y(J
	y(J
	y(D
	MAY
	MAY
	[rfc2911] §3.2.1.1

	[job-]k-octets
	integer(0:MAX)
	y(J
	y(J
	y(D
	MAY
	MAY
	[rfc2911] §3.2.1.1

	job-mandatory-attributes
	1setOf type2 keyword
	y(J
	y(J
	-
	MAY
	MUST
	[this spec] §3.1.1.2

	[job-]media-sheets
	integer(0:MAX)
	y(J
	y(J
	y(D
	MAY
	MAY
	[rfc2911] §3.2.1.1

	job-name
	name(MAX)
	y(J
	y(J
	-
	MAY
	MUST
	[rfc2911] §4.3.5

	job-password
	octetString(255)
	y(J
	y(J
	-
	MAY
	MAY
	[ippsave] §4.1

	job-password-encryption
	type3 keyword | name(MAX)
	y(J
	y(J
	-
	MAY
	MAY
	[ippsave] §4.2

	last-document
	boolean
	-
	-
	y(D 

	MUST
	MUST
	[rfc2911] §3.3.1.1

	operation-id **
	integer(1:0x8FFF)
	y
	y
	y
	MUST
	MUST
	[rfc2911] §3.1.2

	original-requesting-user-name **
	name(MAX)
	y(J
	y(J
	-
	MAY
	MAY
	[adm-ops] §11.7.2.2

	output-device-requested
	name(127)
	y(J
	y(J
	-
	MAY
	MAY
	[jobx] §5.5

	printer-uri **
	uri
	y( .J
	y(
J
	y
	MUST
	MUST
	[rfc2911] §3.1.5

	request-id **
	integer(1:MAX)
	y
	y
	y
	MUST
	MUST
	[rfc2911] §3.1.2

	requesting-user-name **
	name(MAX)
	y
	y
	y
	SHOULD
	MUST
	[rfc2911] §3.2.1.1

	version-number **
	X.Y
	y
	y
	y
	MUST
	MUST
	[rfc2911] §3.1.8


“y”, “y(”, and “**”.  See Legend at the beginning of the Table.

7.2 Operation/Document Description attributes

The rest of this section defines the semantics for the Operation attributes that a client MAY supply in a Document Creation operation and their corresponding Document Description attributes.  The following statements apply to all of these Operation/Document Description attributes and are not repeated in each Description:

If the Printer doesn’t support the “xxx” Operation attribute, the Printer MUST ignore the “xxx” attribute (as with any OPTIONAL Operation attribute) and return the “xxx” attribute with the supplied value as unsupported in the Unsupported attributes group as specified in [rfc2911] section 3.1.7.

If the Printer supports the “xxx” Operation attribute, the Printer MUST support it at the Job and Document level.  The Printer MUST also:

1. support the corresponding “xxx” Document Description attribute of the same name (see section 9.1) and vice versa.

2. copy the value of the “xxx” Operation attribute, if supplied by the client, to the corresponding “xxx” Document Description attribute.

3. support the corresponding "xxx-default" and "xxx-supported" Printer Description attributes as well, if defined (see section 10) and vice versa.
4. validate the values supplied by the client in the "xxx" Operation attribute against the values indicated in the Printer's corresponding "xxx-supported" Printer Description attribute (see section 10).  If the values do not validate, the Printer MUST either reject the operation or accept the operation as indicated for each of the attributes described below.
If the client supplies one of the "xxx" Operation/Document attributes with a value that the Printer does not support, the Printer MUST perform one of the actions indicated for that Operation, unless specified otherwise, such as (1) reject the request, (2) accept the request and either (a) hold the job for operator intervention or (b) print the Job ignoring the attribute.  In all of these cases, the Printer MUST return the Operation attribute with the unsupported value in the Unsupported Attributes group in the response (see [rfc2911] section 3.1.7).

7.2.1 document-natural-language (naturalLanguage)

This OPTIONAL Operation attribute specifies the natural language of the Document Object content (see [rfc2911] section 3.2.1.1 and section 4.1.8).  
If the client supplies this "document-natural-language" Operation attribute with a value that the Printer doesn’t support, the Printer MUST perform one of the following actions:  (1) reject the request OR (2) accept the request and either (a) put the Job in the 'pending-held' state or (b) process the job ignoring the attribute.  See section 7.2 above for more details. 

The values MAY include region as well as the language according to [rfc2911 section 4.1.8.  If the document contains more than one language, the value is the first or primary language of the document.  The Printer MAY use this value to select fonts or other Internationalization processing.  As indicated in [rfc2911] section 4.1.8, example include:

'en':  for English

'en-us': for US English

'fr':  for French

'de':  for German

7.3 Operation Attributes returned in Job and Document Creation responses

Table 9 lists the Operation attributes that Printers return in Job Creation operation responses: Print-Job, Print-URI, and Create-Job and in Document Creation operation responses: Send-Document and Send-URI.  The column labeled “Conformance” indicates the conformance for what the Printer returns and what the Printer supports.  The Reference and Section columns list the IETF or IEEE-ISTO specification which defines the semantics of the attribute.

Table 9 - Operation attributes returned in Job and Document Creation operation responses
	Operation attribute name
	Attribute Syntax
	Conformance
	
	References

	
	Values
	Printer return
	Printer support
	

	attributes-charset *
	charset
	MUST
	MUST
	[rfc2911] §3.1.4

	
	‘utf-8’
	MAY
	MUST
	[rfc2911] §4.1.7

	
	‘us-ascii’
	MAY
	MAY
	[rfc2911] §4.1.7

	
	‘iso-8859-1’
	MAY
	MAY
	[rfc2911] §4.1.7

	
	‘iso-10646-ucs-2’
	MAY
	MAY
	[rfc2911] §4.1.7

	attributes-natural-language *
	naturalLanguage
	MUST
	MUST
	[rfc2911] §3.1.4

	
	‘en-US’
	MAY
	MAY
	[rfc2911] §4.1.8

	detailed-status-message *
	text
	MAY
	MAY
	[rfc2911] §3.1.6.3

	document-access-error
	text
	MAY
	MAY
	[rfc2911] §3.1.6.4

	document-number
	integer(1:MAX)
	MUST
	MUST
	§9.1.21

	job-id
	integer(1:MAX)
	MUST
	MUST
	[rfc2911] §4.3.2

	job-uri
	uri
	MUST
	MUST
	[rfc2911] §4.3.1

	redirect-uri (uri) 

	uri
	MAY
	MAY
	[not-srv] §5.2

	request-id *
	integer(1:32767)
	MUST
	MUST
	[rfc2911] §3.1.2

	status-code *
	integer(0:32767)
	MUST
	MUST
	[rfc2911] §3.1.6.1

	status-message *
	text(255)
	MAY
	MAY
	[rfc2911] §3.1.6.2

	version-number *
	integer(1:255), integer(0:255)
	MUST
	MUST
	[rfc2911] §3.1.8


* - indicates attributes that are defined for all operations, not just Job Creation operations

8 Job Template and Document Template attributes

Table 10 lists all of the Job Template attributes defined in other IPP specifications and lists their corresponding Document Template attributes defined in this IPP specification.  The Job Template attributes can be supplied in the Job Creation operations: Print-Job, Print-URI, and Create-Job operations.  

A subset of these Job Template attributes  (e.g., “number-up” and “media”, but not “job-priority”) are also defined to apply to Documents and are called Document Template attributes when supplied at the Document Level.  Document Template attributes can be supplied in the Send-Document and Send-URI operations.  

A subset of the Document Template attributes that apply to pages (e.g., “media”, but not “document-format” or “job-priority”) can also be supplied as Page Overrides using the “overrides” Job Template collection attribute (see [OvrRide]) or as a Document Template attribute.

Job Template and Document Template attributes are OPTIONAL for a Printer to support and for a client to supply in a Job Creation or Document Creation request or Page Overrides.  If a Printer supports a Job Template or Document Template attribute, then it MUST copy the supplied attribute to the Job or Document object, respectively so that a client MAY query the attributes in subsequent Get-Job-Attributes/Get-Jobs and Get-Document-Attributes/Get-Documents operations, respectively.  The effect of Job Template Attributes supplied in Job Creation requests are inherited by the Document objects, unless the Document Creation operation supplies the attribute with a different value.  

If a Job Template collection attribute is supported (see [rfc3382]), then there are conformance requirements for which member attributes MUST be supported and which member attributes a client MUST supply as indicated in the Conformance column for each collection member attribute in Table 10.  

The “Defined for use” column indicates whether the client MAY supply and the Printer support the attribute at the Job, Document, or Page Level with the following semantics:

	Supplied
	Description

	J=y: 
	Job Level:  The attributes MAY be supplied as Job Template attributes at the Job Level in a Job Creation request (Print-Job, Print-URI, Create-Job) in which case each Document inherits the Job Template attribute as a default which is used unless an attribute at the document level is also supplied.  Note:  The “multiple-document-handling” attribute controls whether extensive attributes, such as “finishing”, “copies”, affect the entire job as a whole (‘single-xxx’ values) or affect each document separately (‘separate-xxx’ values).  

	D=y: 
	Document Level:  The attribute MAY be supplied at the Document Level as Document Template attributes in a Document Creation operation (Send-Document, Send-URI), in which case the supplied Document Templates override any Job Template attributes supplied at the Job Level and any “document-overrides” supplied at the Job or Document level.  

	P=y: 
	Page Level: The attribute MAY be supplied as a member of the (1) “page-ranges” Job Template attribute at the Job Level in a Job Creation operation or (2) “page-ranges” Document Template attribute at the Document Level to affect the specified range of pages.


“**” - Most Job Template and Document Template attributes correspond to the PWG Semantic Model Job Processing and Document Processing attributes, respectively.  However, 4 of the IPP Job Template attributes are represented in the PWG Semantic Model as Job Description attributes, instead of Job Processing attributes.  These are indicated in the first column with “**”.

Table 10 - Job Template and Document Template attributes

	Job Template /
Document Template attribute name
	Attribute Syntax
	Defined for use
	Conformance
	Reference

	
	
	J
	D
	P
	Client supply
	Printer support
	

	copies
	integer(1:MAX)
	y 

	y
	n
	MAY
	MAY
	[rfc2911] §4.2.5

	cover-back
	collection
	y
	y
	n
	MAY
	MAY
	[pwg5100.3] §3.1

	cover-type
	type2 keyword
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.1.2

	media
	type3 keyword | name(MAX)
	
	
	
	MAY be neither or one of, but NOT both
	MUST
	[pwg5100.3] §3.1.1

	media-col
	collection
	
	
	
	
	MAY
	[pwg5100.3] §3.1.1

	cover-front
	collection
	y
	y
	n
	MAY
	MAY
	[pwg5100.3] §3.1

	cover-type
	type2 keyword
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.1.2

	media
	type3 keyword | name(MAX)
	
	
	
	MAY be neither or one of, but NOT both
	MUST
	[pwg5100.3] §3.1.1

	media-col
	collection
	
	
	
	
	MAY
	[pwg5100.3] §3.1.1

	feed-orientation
	type3 keyword
	y
	y
	n
	MAY
	MAY
	[ippsave] §5.1

	finishings
	1setOf type2 enum
	y 

	y
	y
	MAY be neither or one of, but NOT both
	MAY, MUST if “finishing-col” is supported
	[rfc2911] §4.2.6

[pwg5100.1] §2

	finishings-col
	collection
	y 29
	y
	y
	
	MAY
	[pwg5100.3] §3.2

	finishing-template
	name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.2.1

	stitching
	collection
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.2.2

	stitching-reference-edge
	type2 keyword
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.2.2.1

	stitching-offset
	integer (0:MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.2.2.2

	stitching-locations
	1setOf integer(0:MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.2.2.3

	font-name-requested
	name(MAX)
	y
	y
	y
	MAY
	MAY
	[ippsave] §5.2

	font-size-requested
	integer (1:MAX)
	y
	y
	y
	MAY
	MAY
	[ippsave] §5.3

	force-front-side
	1setOf integer(1:MAX)
	y 

	y
	y
	MAY
	MAY
	[pwg5100.3] §3.3

	imposition-template
	type2 keyword | name(MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.4

	insert-sheet
	1setOf collection
	y 30
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.5

	insert-after-page-number
	integer(0:MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.5.1

	insert-count
	integer(0:MAX)
	
	
	
	MAY
	MUST
	[pwg5100.3] §3.5.2

	media
	type3 keyword | name(MAX)
	
	
	
	MUST be one or the other, but NOT both
	MUST
	[pwg5100.3] §3.5.3

	media-col
	collection
	
	
	
	
	MAY
	[pwg5100.3] §3.5.3

	job-account-id **
	name(MAX)
	y
	n
	n
	MAY
	MAY
	[pwg5100.3] §3.6

	job-accounting-sheets
	collection
	y
	n
	n
	MAY
	MAY
	[pwg5100.3] §3.8

	job-accounting-sheets-type
	type3 keyword | name(MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.8.1

	media
	type3 keyword | name(MAX)
	
	
	
	MAY be neither or one of, but NOT both
	MUST
	[pwg5100.3] §3.8.2

	media-col
	collection
	
	
	
	
	MAY
	[pwg5100.3] §3.8.2

	job-accounting-output-bin
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.8.3

	job-accounting-user-id**
	name(MAX)
	y
	n
	n
	MAY
	MAY
	[pwg5100.3] §3.7

	job-copies
	integer(1:MAX)
	y
	n 

	n
	MAY
	MAY
	[jobx] §4.1.1

	job-cover-back
	collection
	y
	n 

	n
	MAY
	MAY
	[jobx] §4.1.2 

	same as cover-back
	see cover-back
	
	
	
	
	
	

	job-cover-front
	collection
	y
	n 

	n
	MAY
	MAY
	[jobx] §4.1.3 

	same as cover-front
	see cover-front
	
	
	
	
	
	

	job-error-sheet
	collection
	y
	n
	n
	MAY
	MAY
	[pwg5100.3] §3.9

	job-error-sheet-type
	type3 keyword | name(MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.9.1

	job-error-sheet-when
	type2 keyword
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.9.2

	media
	type3 keyword | name(MAX)
	
	
	
	MAY be neither or one of, but NOT both
	MUST
	[pwg5100.3] §3.9.3

	media-col
	collection
	
	
	
	
	MAY
	[pwg5100.3] §3.9.3

	job-finishings
	1setOf type2 enum
	y
	n 

	n
	MAY
	MAY
	[jobx] §4.1.4

	job-finishings-col
	collection
	y
	n 

	n
	MAY
	MAY
	[jobx] §4.1.5 

	same as finishings-col
	see finishings-col
	
	
	
	
	
	

	job-hold-until
	type3 keyword | name(MAX)
	y
	n
	n
	MAY
	MAY
	[rfc2911] §4.2.2

	job-hold-until-time
	dateTime
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.4

	job-message-to-operator
	text(MAX)
	y
	n 

	n
	MAY
	MAY
	[pwg5100.3] §3.10

	job-phone-number
	text(127)
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.5

	job-priority
	integer(1:100
	y
	n
	n
	MAY
	MAY
	[rfc2911] §4.2.1

	job-recipient-name **
	name(MAX)
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.6

	job-save-disposition
	collection
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.7

	save-disposition
	type3 keyword
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.7.1.1

	save-info
	1setOf collection
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.7.1.2

	save-location
	uri
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.7.1.2.3.1

	save-name
	name(MAX)
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.7.1.2.3.2

	save-document-format
	mimeMediaType
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.7.1.2.3.3

	job-sheet-message
	text(MAX)
	y
	n
	n
	MAY
	MAY
	[pwg5100.3] §3.12

	job-sheets
	type3 keyword | name(MAX)
	y
	n
	n
	MAY be neither or one of, but NOT both
	MAY, MUST if “job-sheets-col” supported
	[rfc2911] §4.2.3

	job-sheets-col
	collection
	y
	n
	n
	
	MAY
	[pwg5100.3] §3.11

	job-sheets
	type3 keyword | name(MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.11.1

	media
	type3 keyword | name(MAX)
	
	
	
	MUST be one or the other, but NOT both
	MUST
	[pwg5100.3] §3.11.2

	media-col
	collection
	
	
	
	
	MAY
	[pwg5100.3] §3.11.2

	media
	type3 keyword | name(MAX)
	y
	y
	y
	MAY be neither or one of, but NOT both
	MAY, MUST if “media-col” supported
	[rfc2911] §4.2.11

	media-col
	collection
	y
	y
	y
	
	MAY
	[pwg5100.3] §3.13

	media-back-coating
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.10

	media-color
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.4

	media-front-coating
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.10

	media-grain
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[ippsave] §8.4.2

	media-hole-count
	integer(0:MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.6

	media-info
	text(255)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.3

	media-key
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.1

	media-material
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[ippsave] §8.4.3

	media-order-count
	integer(1:MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.7

	media-preprinted
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.5

	media-recycled
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.11

	media-size
	collection
	
	
	
	MAY
	MUST
	[pwg5100.3] §3.13.8

	x-dimension
	integer(0:MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.13.8.1

	y-dimension
	integer(0:MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.13.8.2

	media-thickness
	integer(1:MAX)
	
	
	
	MAY
	MAY
	[ippsave] §8.4.4

	media-tooth
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[ippsave] §8.4.1

	media-type
	type3 keyword | name(MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.2

	media-weight-metric
	integer(0:MAX)
	
	
	
	MAY
	MAY
	[pwg5100.3] §3.13.9

	media-input-tray-check
	type3 keyword | name(MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.14

	media-type 

	type3 keyword | name(MAX)
	y
	y
	y
	MAY
	MAY
	[upnp], [pwg5100.3] §3.13.2

	multiple-document-handling
	type2 keyword
	y
	n
	n
	MAY
	MUST

	[rfc2911] §4.2.4

	number-up
	integer(1:MAX)
	y
	y
	y
	MAY
	MAY
	[rfc2911] §4.2.9

	orientation-requested
	type2 enum
	y
	y
	y
	MAY
	MAY
	[rfc2911] §4.2.10

	output-bin
	type2 keyword | name(MAX)
	y
	n
	n
	MAY
	MAY
	[pwg5100.2] §2.1

	overrides
	1setOf collection
	y 

	y
	n
	MAY
	MAY
	[OvrRide] §4.1, also see §8.2

	pages
	1setOf rangeOfInteger(1:MAX)
	
	
	
	MUST
	MUST
	[OvrRide] §4.1.1

	Documen-numbers
	1setOf rangeOfInteger(1:MAX)
	
	
	
	MAY
	MUST
	[OvrRide] §4.1.2

	document-copies
	1setOf rangeOfInteger(1:MAX)
	
	
	
	MAY
	MAY
	[OvrRide] §4.1.3

	any other Job Template attributes that affect pages, such as “media” or “media-col”
	
	
	
	MAY
	MAY
	[OvrRide] §4.1.4

	page-delivery
	type2 keyword
	y
	y
	n
	MAY
	MAY
	[pwg5100.3] §3.15

	page-order-received**
	type2 keyword
	y
	y
	n
	MAY
	MAY
	[pwg5100.3] §3.16

	page-ranges
	1setOf rangeOfInteger(1:MAX)
	y
	y
	n
	MAY
	MAY
	[rfc2911] §4.2.7

	pages-per-subset
	1setOf integer(1:MAX)
	y 

	n
	n
	MAY
	MAY
	[pwg5100.3] §5.3

	pdl-init-file
	1setOf collection
	y
	y
	n
	MAY
	MAY
	[ippsave] §5.8

	pdl-init-file-location
	uri
	
	
	
	MAY
	MAY
	[ippsave] §5.8.1.1

	pdl-init-file-name
	name(MAX)
	
	
	
	MAY
	MAY
	[ippsave] §5.8.1.2

	pdl-init-file-entry
	name(MAX)
	
	
	
	MAY
	MAY
	[ippsave] §5.8.1.3

	presentation-direction-number-up
	type2 keyword
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.17

	print-quality
	type2 enum
	y
	y
	y
	MAY
	MAY
	[rfc2911] §4.2.13

	printer-resolution
	resolution
	y
	y
	y
	MAY
	MAY
	[rfc2911] §4.2.12

	proof-print
	collection
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.9

	proof-print-copies
	integer (0:MAX)
	y
	n
	n
	MAY
	MAY
	[ippsave] §5.9.1.1

	media
	type3 keyword | name(MAX)
	
	
	
	MAY be neither or one of, but NOT both
	MUST
	[ippsave] §5.8.1.2

	media-col
	collection
	
	
	
	
	MAY
	[ippsave] §5.8.1.2

	separator-sheets
	collection
	y
	y
	n
	MAY
	MAY
	[pwg5100.3] §3.18

	separator-sheets-type
	type3 keyword | name(MAX)
	
	
	
	MUST
	MUST
	[pwg5100.3] §3.18.1

	media
	type3 keyword | name(MAX)
	
	
	
	MAY be neither or one of, but NOT both
	MUST
	[pwg5100.3] §3.18.2

	media-col
	collection
	
	
	
	
	MAY
	[pwg5100.3] §3.18.2

	sheet-collate
	type2 keyword
	y
	y
	n
	MAY
	MAY
	[rfc3381] §3.1

	sides
	type2 keyword
	y
	y
	y
	MAY
	MAY
	[rfc2911] §4.2.8

	x-image-position
	type2 keyword
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.2

	x-image-shift
	integer(MIN:MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.3

	x-side1-image-shift
	integer(MIN:MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.4

	x-side2-image-shift
	integer(MIN:MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.5

	y-image-position
	type2 keyword
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.6

	y-image-shift
	integer(MIN:MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.7

	y-side1-image-shift
	integer(MIN:MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.8

	y-side2-image-shift
	integer(MIN:MAX)
	y
	y
	y
	MAY
	MAY
	[pwg5100.3] §3.19.9


“**” - These 4 attributes are Job Description attributes, not Job Processing attributes, in the PWG Semantic Model [pwg-sm] - see Legend before the Table.

8.1 Document Template attributes

Most Job Template attributes can be used as Document Template attributes for use in Document Creation operations to apply to the Document object.  However, the Job Template attributes that have the “job-“ prefix MUST NOT be used as Document Template attributes, since they are defined to apply to the job as a whole.  Table 10 shows lists all of the Document Template attributes for use with the Document Creation operations and the Document object.  All of the definitions of the Document Template attributes are done by reference to the corresponding Job Template attributes in other specifications.  However, the semantics of each Document Template attribute only applies to the Document object with which the attribute is associated either by being supplied by the client in the Document Creation operation or supplied by the Printer as a default because the client did not (and the PDL did not have any corresponding instruction).  See section 6 for defaulting semantics.

The Document Template attribute share the same "xxx-default", "xxx-supported", and "xxx-ready" Printer attributes with the Job Template attributes of the same name.

The Document object also has the corresponding "xxx-actual" READ-ONLY Document Description attributes defined that correspond to the "xxx" Document Template attributes (see [ippact]).

8.2 Document Template attributes containing explicit Document numbers

Job Template attributes that contain explicit Document numbers, such as “overrides”, must have an appropriate value.  The Document number MUST have a single value and the single value MUST match the Document number to which the Document Template attributes are being applied.  If they do not match the Printer MUST reject the request with a status of ‘client-error-bad-request’.

9 Job Description and Document Description attributes

Table 11 lists all the Job Description defined in other IPP specifications and the corresponding Document Description attributes defined in this IPP specification.  Job Description and Document Description attributes are Job object and Document object attributes, respectively, that are filled in by the Printer.  Some Job/Document Description attribute values are supplied by the client in the Job/Document Creation operation using corresponding Operation attributes as flagged with “”.  Unless specified otherwise herein, the Printer MUST NOT support modification of Job Description and Document Descriptions attributes.

The column labeled “attribute syntax” indicates the attribute syntax (see [rfc2911] section 4.1).  The Printer conformance is indicated along with the reference to the specification in which the attribute is defined.  The conformance for Document Description attributes (if the Printer supports the Document object) is the same as the corresponding Job Description attributes.

Each of the Document Description attributes have a sub-section in section 9.1.  The column labeled References column contains references to the sub-section in this document if there is significant information there.  Those subsections that are only references to other specifications contain only that reference in the Reference column.  Those attributes that are only Job Description attributes with no subsection in this specification have a “n/a” in the “Doc Desc” column.

Note:  There are no corresponding Page Range (or Page Override) Description attributes.  The Page Range is not an object with a state and it cannot be queried.

Legend:

[job-]
indicates an attribute that shouldn’t have had a “job-” prefix in its name in [rfc2911], so that the same attribute name could also be used for the Document object as a Document Description attribute.  Note: For the PWG Semantic Model, the “job-” prefix is dropped.  

“-”
indicates that the Job or Document attribute is not defined.

“(y”
the Printer MUST populate this Job or Document Description attribute by copying from the corresponding Operation attribute that the client MAY supply
 in a Job or Document Creation operation.   See Table 8 for the corresponding Operation attribute.

(r/w)
indicates that the Job Description or Document Description attribute is read/write, so that the client can changes its value using the Set-Job-Attributes or Set-Document-Attributes operation (see section 4.4).  

Table 11 - Job and Document Description attributes

	Job Description / Document Description attribute name
	IPP Attribute Syntax
	Job
	Doc
	Printer conform-ance
	Reference

Job Description Attr
	Doc Desc.

	attributes-charset
	charset
	-
	(y
	MUST
	[rfc2911] §4.3.19
	§9.1.1

	attributes-natural-language
	naturalLanguage
	-
	(y
	MUST
	[rfc2911] §4.3.20
	§9.1.2

	compression
	type3 keyword
	-
	(y
	MUST
	[rfc2911] §3.2.1.1
	§9.1.3

	current-page-order
	type2 keyword
	y
	y
	MAY
	[pwg5100.3] §4.1
	§9.1.4

	date-time-at-completed
	dateTime
	y
	y
	MAY
	[rfc2911] §4.3.14.7
	§9.1.5

	date-time-at-creation
	dateTime
	y
	y
	MAY
	[rfc2911] §4.3.14.5
	§9.1.6

	date-time-at-processing
	dateTime
	y
	y
	MAY
	[rfc2911] §4.3.14.6
	§9.1.7

	document-charset
	charset
	-
	(y
	CMUST

	-
	§9.1.8

	document-digital-signature
	type2 keyword
	-
	(y
	MAY
	-
	§9.1.9

	document-format
	mimeMediaType
	-
	(y
	MUST
	[rfc2911] §3.2.1.1
	§9.1.8

	document-format-details
	1setOf collection
	-
	(y
	CMUST

	[jobx] §3.2.4
	§9.1.11

	document-source-application-name
	name(MAX)
	-
	(y
	MAY
	[jobx] §3.2.4.1
	

	document-source-application-version
	text(127)
	-
	(y
	MAY
	[jobx] §3.2.4.2
	

	document-source-os-name
	name(40)
	-
	(y
	MAY
	[jobx] §3.2.4.3
	

	document-source-os-version
	text(40)
	-
	(y
	MAY
	[jobx] §3.2.4.4
	

	document-format
	mimeMediaType
	-
	(y
	MUST
	[jobx] §3.2.4.5
	

	document-format-device-id
	text(127)
	-
	(y
	MUST
	[jobx] §3.2.4.6
	

	document-format-version
	text(127)
	-
	(y
	MAY
	[jobx] §3.2.4.7
	

	document-natural-language
	naturalLanguage
	-
	(y
	MAY
	[jobx] §3.2.4.8
	

	document-format-details-detected
	1setOf collection
	-
	y
	MAY
	-
	§9.1.12

	document-format-detected
	mimeMediaType
	-
	y
	MAY
	-
	§9.1.13

	document-format-version
	text(127)
	-
	(y
	MAY
	-
	§9.1.14

	document-format-version-detected
	text(127)
	-
	y
	MAY
	-
	§9.1.15

	document-job-id
	integer(1:MAX)
	-
	y
	MUST
	-
	§9.1.11

	document-job-uri
	uri
	-
	y
	MUST
	-
	§9.1.17

	document-number
	integer(0:MAX)
	-
	y
	MUST
	-
	§9.1.21

	document-printer-uri
	uri
	-
	y
	MUST
	-
	§9.1.22

	document-state
	type1 enum
	-
	y
	MUST
	-
	§9.1.23

	document-state-message
	text(MAX)
	-
	y
	MAY
	-
	§9.1.24

	document-state-reasons
	1setOf type2 keyword
	-
	y
	MUST
	-
	§9.1.25

	document-uri
	uri
	-
	(y
	MAY
	-
	§9.1.26

	impressions-completed-current-copy
	integer(0:MAX)
	y
	y
	MAY
	[rfc3381] §4.4
	§9.1.27

	ipp-attribute-fidelity
	boolean
	(y
	-
	MUST
	[rfc2911] §3.2.1.1

[jobx] §5.1
	-

	job-collation-type
	type2 enum
	y
	-
	MAY
	[rfc3381] §4.1
	-

	detailed-status-message
	1setOf text (MAX)
	y
	y
	MAY
	[rfc2911] §4.3.10
	§9.1.28

	document-access-errors
	1setOf text(MAX)
	y
	y
	MAY
	[rfc2911] §4.3.11
	§9.1.29

	errors-count
	integer(0:MAX)
	y
	y
	MAY
	[Jobx] §5.2
	§9.1.30

	job-id
	integer (1:MAX)
	y
	-
	MUST
	[rfc2911] §4.3.2
	-

	impressions
	integer(0:MAX)
	(y
	(y
	MAY
	[rfc2911] §4.3.17.2
	§9.1.31

	impressions-completed
	integer(0:MAX)
	y
	y
	MAY
	[rfc2911] §4.3.18.2
	§9.1.32

	k-octets
	integer(0:MAX)
	(y
	(y
	MAY
	[rfc2911] §4.3.17.1
	§9.1.33

	k-octets-processed
	integer(0:MAX)
	y
	y
	MAY
	[rfc2911] §4.3.18.1
	§9.1.34

	job-mandatory-attributes
	1setOf type2 keyword
	(y
	-
	MUST
	[jobx] §5.3
	-

	media-sheets
	integer(0:MAX)
	(y
	(y
	MAY
	[rfc2911] §4.3.17.3
	§9.1.35

	[media-sheets-completed
	integer(0:MAX)
	y
	y
	MAY
	[rfc2911] §4.3.18.3
	§9.1.36

	job-message-from-operator
	text(127)
	y
	- 

	MAY
	[rfc2911] §4.3.16
	-

	more-info
	uri
	y
	y
	MAY
	[rfc2911] §4.3.4
	§9.1.37

	job-name(r/w)
	name(MAX)
	(y
	- 

	MUST
	[rfc2911] §4.3.5
	-

	job-originating-user-name
	name (MAX)
	y
	-
	MUST
	[rfc2911] §4.3.6
	-

	job-password
	octetString(255)
	(y
	-
	MAY
	[ippsave] §6.2
	-

	job-password-encryption
	type3 keyword | name(MAX)
	(y
	-
	MAY
	[ippsave] §6.3
	-

	job-printer-make-and-model
	text(127)
	y
	-
	CMUST 

	[ippsave] §6.1
	-

	printer-up-time
	integer (1:MAX)
	y
	y
	MUST
	[rfc2911] §4.3.14.4
	§9.1.38

	job-printer-uri
	uri
	(
y
	-
	MUST
	[rfc2911] §4.3.3
	-

	job-state
	type1 enum
	y
	- 

	MUST
	[rfc2911] §4.3.7
	-

	job-state-message
	text(MAX)
	y
	- 

	MAY
	[rfc2911] §4.3.9
	-

	job-state-reasons
	1setOf type2 keyword
	y
	- 

	MUST
	[rfc2911] §4.3.8
	-

	job-uri
	uri
	y
	-
	MUST
	[rfc2911] §4.3.1
	-

	warnings-count
	integer(0:MAX)
	y
	y
	MAY
	[Jobx] §5.3
	§9.1.39

	last-document
	boolean
	-
	(y
	MAY
	[rfc2911] §4.3.12
	§9.1.40

	number-of-documents
	integer(0:MAX)
	y
	-
	MAY
	[rfc2911] §4.3.15
	-

	number-of-intervening-jobs
	integer(0:MAX)
	y
	-
	MAY
	[rfc2911] §4.3.13
	-

	output-device-requested
	name(127)
	y
	-
	MAY
	[jobx] §5.5
	-

	output-device-assigned
	name(127)
	y
	y
	MAY
	[rfc2911] §4.3.7.2
	§9.1.41

	sheet-completed-copy-number
	integer(0:MAX)
	y
	y
	MAY
	[rfc3381] §4.2
	§9.1.42

	sheet-completed-document-number
	integer(0:MAX)
	y
	-
	MAY
	[rfc3381] §4.3
	-

	time-at-completed
	integer (MIN:MAX)
	y
	y
	MUST
	[rfc2911] §4.3.14.3
	§9.1.43

	time-at-creation
	integer (MIN:MAX)
	y
	y
	MUST
	[rfc2911] §4.3.14.1
	§9.1.44

	time-at-processing
	integer (MIN:MAX)
	y
	y
	MUST
	[rfc2911] §4.3.14.2
	§9.1.45


"y", “(y”, "-"
See the description in the Legend before the table.

Most of the existing “job-state” and “job-state-reasons” Job Description attribute values apply equally well to individual documents in a multi-document job (with removal of the ‘job-’ prefix for those that apply to both Job and Document).  The reason for separating state from reasons, is so that the states can be the fundamental states that most implementations have, while the state reasons can vary depending on the sophistication of the system.  The states are the ones that clients are most likely to base actions upon, and the state reasons are more information, both for programs and people.

9.1 Document Description attributes

This section contains all of the Document Description attributes for use with the Document object.  Most of these definitions refer to the corresponding Job Template attribute semantics in other specifications.  However, the semantics of each Document Description attribute only applies to the Document object containing the Document Description attribute.   The Printer MAY support changing these Document Description attributes with the Set-Document-Attributes operation (see section 4.4), but only if indicated explicitly in this section.
	Important Implementer’s note:  The brief descriptions in this section are not a substitute for the detailed specification in the referenced specifications.  You need to read the referenced specifications when implementing!


9.1.1 attributes-charset (charset) 
This REQUIRED Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.19) applied to the Document object.  The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see section 4.1).

9.1.2 attributes-natural-language (naturalLanguage) 
This REQUIRED Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.20) applied to the Document object.  The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see section 4.1). 

9.1.3 compression (type3 keyword) 
This REQUIRED Document Description attribute specifies the compression used to represent this document (see [rfc2911] §3.2.1.1).  The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see section 4.1). 

9.1.4 current-page-order (type2 keyword) 
This OPTIONAL Document Description attribute has the same semantics as the corresponding Job Description attribute (see [pwg5100.3] §4.1) applied to the Document object.   
9.1.5 date-time-at-completed (dateTime) 
This OPTIONAL Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.14.7) applied to the Document object.   
9.1.6 date-time-at-creation (dateTime) 
This OPTIONAL Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.14.5) applied to the Document object.   

9.1.7 date-time-at-processing (dateTime) 
This OPTIONAL Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.14.6) applied to the Document object.   

9.1.8 document-charset (charset)

This OPTIONAL Document Description attribute specifies the charset used to represent this document (see [jobx] §4.2.1).  The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see section 4.1).

9.1.9 document-digital-signature (type2 keyword)

This OPTIONAL Description attribute specifies the digital signature technology used in the Document content.  The Printer sets this Document Description attribute from the corresponding “document-digital-signature” Operation attribute ([jobx] §4.2.2 for the semantics), if supplied by the client in the Document Creation operation (see section 4.1).  If a Printer supports the “document-digital-signature” Operation attribute, the Printer MUST support this “document-digital-signature” Document Description attribute.
9.1.10 document-format (mimeMediaType) 
This REQUIRED
 Document Description attribute specified the document format of the Document Object content.  The Printer sets this Document Description attribute from the corresponding “document-format” Operation attribute (see section [jobx] §4.2.3for the semantics), if supplied by the client in the Document Creation operation (see section 4.1).  

9.1.11 document-format-details (1setOf collection)

This OPTIONAL Description attribute specifies the details of the document format(s) of the Document Object content.  The Printer sets this Document Description attribute from the corresponding “document-format-details” Operation attribute ([jobx] §4.2.4 for the semantics), if supplied by the client in the Document Creation operation (see section 4.1).  .  If a Printer supports the “document-format-details” Operation attribute, the Printer MUST support this “document-format-details” Document Description attribute.

9.1.12 document-format-details-detected (1setOf collection)

This OPTIONAL Description attribute is generated by the Printer to indicate the actual document format details of the Document object as detected by the Printer.  The member attributes are the same as the "document-format-details" Operation attribute. (see [jobx] §6.6.4 for details)  
9.1.13 document-format-detected (mimeMediaType) 
This OPTIONAL Description attribute is generated by the Printer to indicate the actual document format of the Document object content as detected by the Printer.  See [jobx] §6.6.5 for detailed semantics.

9.1.14 document-format-version (text(127))

This OPTIONAL Description attribute specifies the version of the document format of the Document Object content.  The Printer sets this Document Description attribute from the corresponding “document-format-version” Operation attribute ([jobx] §4.2.6 for the semantics), if supplied by the client in the Document Creation operation (see section 4.1).  If a Printer supports the “document-format-version” Operation attribute, the Printer MUST support this “document-format-version” Document Description attribute.

9.1.15 document-format-version-detected (text(127))

This OPTIONAL Description attribute is generated by the Printer to indicate the actual document format version of the Document content as detected by the Printer.  See [jobx] §6.6.7 for detailed semantics..

9.1.16 document-job-id (integer(1:MAX))

This REQUIRED Document Description attribute is a copy of the Job’s “job-id” Job Description attribute (see [rfc2911] §4.3.2), i.e., the “job-id” of the Job containing this Document. 

9.1.17 document-job-uri (uri)

This REQUIRED Document Description attribute is a copy of the Job’s “job-uri” Job Description attribute (see [rfc2911] §4.3.1), i.e., the URI of the Job that contains this Document.  Example: ipp://www.company.com/printers/myprinter/jobs/22

9.1.18 document-message (text(MAX)) 
This OPTIONAL Document Description contains a message from either (1) the user to the operator about the Document or (2) from the operator, system administrator, or "intelligent" process to indicate to the end user the reasons for modification or other management action taken on the Document.  The Printer populates this Document Description attribute from the “document-message” (text(MAX) Operation attribute value supplied by the client in any of the Document Creation operations (see section 4.1) or in a Cancel-Document operation (see section 4.5).  

In addition, the user and the operator can set the value of this Document Description attribute explicitly using the Set-Document-Attributes operation (see section 4.4).

9.1.19 document-name (name(MAX)) 
This REQUIRED Document Description attribute specifies the name of the document (see [rfc2911] §3.2.1.1).    The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see section 4.1).  

This attribute may be modified by a client using the Set-Document-Attributes operation (see section 4.4).

9.1.20 document-natural-language (naturalLanguage) 
This OPTIONAL Document Description attribute specifies the natural language of the Document Object content.  The Printer sets this Document Description attribute from the corresponding “document-natural-language” Operation attribute (section 7.2.1 for the semantics), if supplied by the client in the Document Creation operation (see section 4.1).  If a Printer supports the “document-natural-language” Operation attribute, the Printer MUST support this “document-natural-language” Document Description attribute.
9.1.21 document-number (integer(1:MAX)) 
This REQUIRED Document Description attribute is the ordinal number of the document within the job which determines its order of being printed in a multi-document job.  The Printer MUST generate the values monotonically increasing from 1 for each job.  

9.1.22 document-printer-uri (uri)

This REQUIRED Document Description attribute is a copy of the “printer-uri” Operation attribute (see [rfc2911] §3.1.5), i.e., the URI of the Printer containing the Job which contains this Document.  Example:  ipp://www.company.com/printers/myprinter.

9.1.23 document-state (type1 enum) 
The REQUIRED “document-state” Document Description attributes identifies the current state of the document.  The values for “document-state” are the same as the values for “job-state”.  ([rfc2911] §4.3.7)  Even though IPP defines five values for document state (plus the out-of-band 'unknown' value - see [rfc2911] section 4.1), implementations only need to support those states which are appropriate for the particular implementation.  In other words, an IPP Printer implementation supports only those document states implemented by the output device and available to the IPP Printer implementation.  The values ‘pending-held’ and ‘processing-stopped’ do not apply to “document-state”.

Table 12 lists the “document-state” attribute values.

Table 12 - "document-state" attribute values

	“document-state” Values

	3  pending

	5  processing

	7  canceled

	8  aborted

	9  completed


Standard enum values are:

	Value
	
	Symbolic Name and Description

	'3'
	
	'pending' :  The document has not started to be processed at all.

	'5'
	
	'processing' :  One or more of:

1. The job has begun using, or is attempting to use, one or more purely software processes that are analyzing, creating, or interpreting a PDL, etc. for the Document,

2. The job has begun using, or is attempting to use, one or more hardware devices that are interpreting a PDL, making marks on a medium, and/or performing finishing, such as stapling, etc. for the Document,

3. The  Document is ready for printing, but the output device is not yet printing it, either because the Documenthasn't reached the output device or because the Document is queued in the output device or some other spooler, awaiting the output device to print it.

The ‘processing’ state for the Document indicates that the Document has begun to be processed.  Even if the Job stops being processed, the Document remains in the  ‘processing’ state until it moves to one of the three terminal states.

Implementations MAY  include additional values in the document’s ”document-state-reasons” attribute to indicate the progress of the document, such as adding the ’printing’ value to indicate when the output device is actually making marks on

	'7'
	
	'canceled' :  The document has been canceled by a Cancel-Document operation and the Printer has completed canceling the document and all document status attributes have reached their final values for the document.  While the Printer is canceling the document, the document remains in its current state, but the document’s " document-state-reasons” attribute SHOULD contain the 'processing-to-stop-point' value and one of the 'canceled-by-user', 'canceled-by-operator', or 'canceled-at-device' value.  When the document moves to the 'canceled' state, the  'processing-to-stop-point' value, if present, MUST be removed, but the 'canceled-by-xxx', if present, MUST remain.

	'8'
	
	'aborted' :  The document has been aborted by the system, usually while the document was in the 'processing' state and the Printer has completed aborting the document and all document status attributes have reached their final values for the document.  While the Printer is aborting the document, the document remains in its current state, but the document’s " document-state-reasons” attribute SHOULD contain the 'processing-to-stop-point' and 'aborted-by-system' values.  When the document moves to the 'aborted' state, the  'processing-to-stop-point' value, if present, MUST be removed, but the 'aborted-by-system' value, if present, MUST remain.

	'9'
	
	'completed' :  The document has completed successfully or with warnings or errors after processing and all of the document media sheets have been successfully stacked in the appropriate output bin(s) and all document status attributes have reached their final values for the document.  The document’s " document-state-reasons” attribute SHOULD contain one of: 'completed-successfully', 'completed-with-warnings', or 'completed-with-errors' values.




The final value for this attribute MUST be one of: 'completed', 'canceled', or 'aborted' before the Printer removes the document altogether.  The length of time that documents remain in the 'canceled', 'aborted', and 'completed' states depends on implementation.

Documents reach one of the three terminal states: 'completed', 'canceled', or 'aborted', after the Job has completed all activity for the Document, including stacking output media, and all document status attributes have reached their final values for the document.

9.1.23.1 The “document-state” Document Description attribute and the Document object life Cycle

The “document-state” attribute is one of the most important Document Description attributes.  Figure 1 shows the values of the “document-state” attribute and the Document object life cycle as affected by actions on the Job, Document, Printer, and job processing.  Documents are not active objects.  Active objects in IPP are Printers and Jobs.  Printers and Jobs have URIs where requests are sent and acted upon.  Documents have no such URI.  Printers schedule Jobs and Jobs, once scheduled, process the Documents that it contains.  Ithe Document’s life cycle is closely tied to the lifecycle of a Job
.  Documents basically have three states.   The first is waiting to be processed by a Job (i.e. pending).  The second state is from the time the Job first starts processing the Document (i.e., processing) and until it reaches one of its terminal states.  The third state for a Document is one of its terminal states (i.e., completed, canceled, or aborted).
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Figure 1 - The "document-state" Document Description attribute and the Document object life cycle
A Document object has a much simpler life cycle than a Job object.  A Document always progresses from left to right in the state diagram.  No other state transitions are defined.  

9.1.24 document-state-message (text(MAX)) 
This OPTIONAL Document Description attribute specifies information about the " document-state” and " document-state-reasons” attributes in human readable text.  If the Printer supports this attribute, the Printer MUST be able to generate this message in any of the natural languages identified by the Printer's "generated-natural-language-supported" attribute (see the "attributes-natural-language" Operation attribute specified in [rfc2911] Section 3.1.4.1).

The value SHOULD NOT contain additional information not contained in the values of the "document-state" and "document-states-reasons" attributes, such as interpreter error information.  Otherwise, application programs might attempt to parse the (localized text).  For such additional information such as interpreter errors for application program consumption or specific document access errors, new attributes with keyword values, needs to be developed and registered.

9.1.25 document-state-reasons (1setOf type2 keyword) 

The REQUIRED “document-state-reasons” Document Description attributes provide additional information about each document’s current state, i.e., information that augments the value of the Document’s “document-state” attribute.  

These values MAY be used with any document state for which the reason makes sense.  Some of these value definitions indicate conformance requirements; the rest are OPTIONAL.  Furthermore, when implemented, the Printer MUST return these values when the reason applies and MUST NOT return them when the reason no longer applies whether the value of the Document’s “document-state” attribute changed or not.  When the Document does not have any reasons for being in its current state, the value of the Document’s “document-state-reasons” attribute MUST be 'none'.

Some of the Job’s “job-state-reasons” values affect job scheduling, such as ‘resources-are-not-ready’ and ‘job-hold-until-specified’.  However, “document-state-reasons” values MUST NOT affect job scheduling, since Document objects are passive objects operated on by the containing Job object.

Note: While values cannot be added to the “document-state” attributes without impacting deployed clients that take actions upon receiving “document-state” values, it is the intent that additional “document-state-reasons’ values can be defined and registered without impacting such deployed clients.  In other words, the “document-state-reasons” attributes are intended to be extensible.

Table 13 lists the standard keyword values for the “document-state-reasons” attributes defined in this specification and derived from “job-state-reasons” defined in other IPP specifications as indicated in the References column.  In Table 13 the keywords are listed in alphabetic order, while in their descriptions following Table 13, they are listed in the most likely order of occurrence to help understanding.

When the Document object is supported, the Printer implementation SHOULD still support the corresponding Job level “job-state-reasons”, so that clients that do not support the Document object will receive the same information.  Also it is usually more convenient for the client to obtain just the Job level status.  However, the client SHOULD query both Job and Document attributes and convert them to some canonical form for display to the user, so that all Jobs and their Documents are displayed in a uniform manner, no matter from which clients they were submitted.

Table 13 - "document-state-reasons" attribute values

	IPP Job Description / Document Description attribute name
	IPP Attribute Syntax
plus
Values
	Printer conformance
	Reference

	document-state-reasons
	1setOf type2 keyword
	MUST
	9.1.25

	
	aborted-by-system
	MAY
	[rfc2911] §4.3.8

	
	compression-error
	MAY
	[rfc2911] §4.3.8

	
	digital-signature-did-not-verify
	MAY
	[jobx] §6.1

	
	digital-signature-type-not-supported
	MAY
	[jobx] §6.1

	
	document-access-error
	MAY
	[rfc2911] §4.3.8

	
	document-format-error
	MAY
	[rfc2911] §4.3.8

	
	canceled-at-device
	MAY
	[rfc2911] §4.3.8 *

	
	canceled-by-operator
	MAY
	[rfc2911] §4.3.8 *

	
	canceled-by-user
	MAY
	[rfc2911] §4.3.8 *

	
	completed-successfully
	MAY
	[rfc2911] §4.3.8 *

	
	completed-with-errors
	MAY
	[rfc2911] §4.3.8 *

	
	completed-with-warnings
	MAY
	[rfc2911] §4.3.8 *

	
	data-insufficient
	MAY
	[rfc2911] §4.3.8 *

	
	digital-signature-wait
	MAY
	[jobx] §6.1 *

	
	errors-detected
	MAY
	[jobx] §6.1 *

	
	incoming
	MAY
	[rfc2911] §4.3.8 *

	
	interpreting
	MAY
	[rfc2911] §4.3.8 *

	
	none
	MUST
	[rfc2911] §4.3.8

	
	outgoing
	MAY
	[rfc2911] §4.3.8 *

	
	printing
	MAY
	[rfc2911] §4.3.8 *

	
	processing-to-stop-point
	MAY
	[rfc2911] §4.3.8

	
	queued
	MAY
	[rfc2911] §4.3.8 *

	
	queued-for-marker
	MAY
	[rfc2911] §4.3.8 *

	
	queued-in-device
	MAY
	[rfc2911] §4.3.8

	
	resources-are-not-ready
	MAY
	[rfc2911] §4.3.8

	
	resources-are-not-supported
	MAY
	[pwg5100.3] §6.1

	
	spooling
	MAY
	[ippsave] §8.3.1 *

	
	streaming
	MAY
	[ippsave] §8.3.1 *

	
	submission-interrupted
	MAY
	[rfc2911] §4.3.8

	
	transforming
	MAY
	[rfc2911] §4.3.8 *

	
	unsupported-compression
	MUST
	[rfc2911] §4.3.8

	
	unsupported-document-format
	MUST
	[rfc2911] §4.3.8

	
	warnings-detected
	MAY
	[jobx] §6.1 *


*  The state reason keyword value is derived from an existing “job-state-reason” value. The associated value is prefixed by ‘job-‘ when it is a value of the “job-state-reasons” attribute
.  The semantics for the reasons differ only by the object to which they are bound.  For example ‘job-printing’ means that at least one document in the job is printing i.e. the job is printing, while ‘printing’ means the document within the job is printing.

For ease of understanding, the following value descriptions are presented in the order in which the reasons are likely to occur (if implemented), starting with the ‘none’ value.  :

'none' :  There are no reasons for the document’s current state. This state reason is semantically equivalent to “document-state-reasons” attribute without any value and MUST be used when there is no other value, since the 1setOf attribute syntax requires at least one value.  [rfc2911] §4.3.8
jobx'resources-are-not-supported' : At least one of the resources needed by the document, such as media, fonts, resource objects, etc., is not supported on any of the physical printers for which the document is a candidate.  This condition MAY be detected when the document is accepted, or subsequently while the document is pending or processing, depending on implementation.  The job containing the document may (1) remain in its current state, (2) be moved to the 'pending-held' state, depending on implementation and/or job scheduling policy, or (3) scheduled normally, but the Printer is put into the 'stopped' state when the document is attempted to be processed on the Printer.  This value is intended for use with an implementation that supports the "user-defined-values-supported" Printer attribute (see [pwg5100.3] section 6.1), which allows a job to be accepted with an unsupported 'name' value.  [pwg5100.3] §6.1
'resources-are-not-ready' :  At least one of the resources needed by the document, such as media, fonts, resource objects, etc., is not ready on any of the physical printer's for which the document is a candidate.  This condition MAY be detected when the document is accepted, or subsequently while the document is pending or processing, depending on implementation.  The job containing the document may remain in its current state or be moved to the 'pending-held' state, depending on implementation and/or scheduling policy.  [rfc2911] §4.3.8
'digital-signature-type-not-supported: The Job contains a digital signature type that is not supported.  Implementation or site policy determines the state of the Job once this condition is detected.  [jobx] § 6.1.
‘incoming' :  The Printer is retrieving/accepting document data as a result of a Print-Job, Print-URI, Send-Document or Send-URI operation.  [rfc2911] §4.3.8
‘spooling' : Same as '-incoming' with the specialization that the Printer is spooling the Document data before processing it.  This value corresponds to the 'spool' or 'automatic' value of the "job-spooling-supported" Printer Description attribute.  [ippsave] §8.3.1
‘streaming' : Same as 'incoming' with the specialization that the Printer is processing the Document data as it is being received (that is, the document is not being spooled, but rather is being processed in chunks by the output device and is being imaged during reception).  This value corresponds to the 'stream' or 'automatic' value of the "job-spooling-supported" Printer Description attribute.  [ippsave] §8.3.1
‘data-insufficient' :  The Printer is expecting additional document data before it can move the document into the 'processing' state.  If a Printer starts processing before it has received all data, the Printer removes the  'data-insufficient' reason, but the 'incoming' remains.  If a Printer starts processing after it has received all data, the Printer removes the 'data-insufficient' reason and the 'incoming' at the same time.  [rfc2911] §4.3.8
'unsupported-compression' : The document was aborted by the system because the Printer determined while attempting to decompress the document-data's that the compression is actually not among those supported by the Printer.  This value MUST be supported, since "compressions is a REQUIRED Operation attribute.  [rfc2911] §4.3.8
'compression-error' : The document was aborted by the system because the Printer encountered an error in the document-data while decompressing it.  If the Printer posts this reason, the document-data has already passed any tests that would have led to the 'unsupported-compression' job-state-reason/document-state-reason.  [rfc2911] §4.3.8
'document-access-error' :  After accepting a Print-URI or Send-URI request, the Printer could not access the documents reference.  This reason is intended to cover any file access problem, including file does not exist and access denied because of an access control problem.  The Printer MAY also indicate the document access error using the " document-access-errors" Printer Description attribute   Whether the Printer aborts the document and moves the document to the 'aborted' job state or prints all documents that are accessible and moves the document to the 'completed' document state and adds the 'completed-with-errors' value in the job's "job-state-reasons" or document’s “document-state-reasons” attribute depends on implementation and/or site policy.  This value SHOULD be supported if the Print-URI or Send-URI operations are supported.  [rfc2911] §4.3.8
'unsupported-document-format' : The document was aborted by the system because the document-data's document-format is not among those supported by the Printer.  If the client specifies the document-format as 'application/octet-stream', the printer MAY abort the document and post this reason even though the format is a member of the "document-format-supported" printer attribute, but not among the auto-sensed document-formats.  This value MUST be supported, since "document-format" is a REQUIRED Operation attribute.  [rfc2911] §4.3.8
'document-format-error' : The document was aborted by the system because the Printer encountered an error in the document-data while processing it.  If the Printer posts this reason, the document-data has already passed any tests that would have led to the 'unsupported-document-format' job-state-reason/document-state-reason.  [rfc2911] §4.3.8
'submission-interrupted' :  The document was not completely submitted for some unforeseen reason, such as: (1) the Printer has crashed before the document was closed by the client, (2) the Printer or the document transfer method has crashed in some non-recoverable way before the document data was entirely transferred to the Printer, (3) the client crashed or failed to close the job before the time-out period.  See the description of the “multiple-operation-time-out” Printer attribute in [rfc2911] Section 4.4.31.  [rfc2911] §4.3.8
'digital-signature-wait': The Job is currently being held because the Job was submitted with a “document-digital-signature” attribute value that is not supported.  The operator MAY either cancel the job or release it to be processed.  [jobx] § 6.1.
'outgoing' :  The Printer is transmitting the document to the output device.  [rfc2911] §4.3.8
'queued' : Document is in the 'processing' state, but more specifically, the Printer has queued the Document data.  [rfc2911] §4.3.8
'transforming' : Document is in the 'processing' state, but more specifically, the Printer is interpreting document data and producing another electronic representation.  [ippsave] §8.3.1
'interpreting' : Document is in the 'processing' state, but more specifically, the Printer is interpreting the document data.  [rfc2911] §4.3.8
'queued-for-marker' : Document is in the 'pending', or 'processing' states, but more specifically, the Printer has completed enough processing of the document to be able to start marking and the document is waiting for the marker.  All implementations put the document into (or back into) the 'processing' state when marking does begin.  rfc2911] §4.3.8
'printing' :  The output device is marking media. This value is useful for Printers which spend a great deal of time processing (1) when no marking is happening and then want to show that marking is now happening or (2) when the document is in the process of being canceled or aborted while the document remains in the 'processing' state, but the marking has not yet stopped so that impression or sheet counts are still increasing for the document. [rfc2911] §4.3.8
'digital-signature-did-not-verify' : The Document contains a digital signature type that is supported but the signature did not verify when the Printer attempted to verify the signature. [jobx] §6.1
'canceled-by-user' :  The document was canceled by the owner of the job using the Cancel-Document request, i.e., by a user whose authenticated identity is the same as the value of the originating user that created the Job object, or by some other authorized end-user, such as a member of the job owner's security group.  The ‘canceled-by-user’ value SHOULD be supported for the “document-state-reasons” attributes for use with the Cancel-Document.  [rfc2911] §4.3.8
'canceled-by-operator' :  The document was canceled by the operator using the Cancel-Document request, i.e., by a user who has been authenticated as having operator privileges (whether local or remote).  If the security policy is to allow anyone to cancel anyone's document, then these values may be used when the document is canceled by other than the owner of the job.  For such a security policy, in effect, everyone is an operator as far as canceling documents is concerned.  These values SHOULD be supported if the implementation permits canceling by other than the owner of the job.  [rfc2911] §4.3.8
'canceled-at-device' :  The document was canceled by an unidentified local user, i.e., a user at a console at the device.  This value SHOULD be supported if the implementation supports canceling jobs/documents at the console.  [rfc2911] §4.3.8
'aborted-by-system' :  The document (1) is in the process of being aborted, or (2) has been aborted by the system and placed in the 'aborted' state..  This value SHOULD be supported.  [rfc2911] §4.3.8
'processing-to-stop-point' :  The requester has issued a Cancel-Document operation or the Printer has aborted the document, but is still performing some actions on the document until a specified stop point occurs or document termination/cleanup is completed.
If the implementation requires some measurable time to cancel the document in the 'processing' or 'processing-stopped' document states, the Printer MUST use this value to indicate that the Printer is still performing some actions on the document while the document remains in the 'processing' state.  After all the document’s document description attributes have stopped incrementing, the Printer moves the document from the 'processing' state to the 'canceled' or 'aborted' document states.  [rfc2911] §4.3.8
'errors-detected' : If the Printer supports these values, the Printer MUST add the value to “document-state-reasons” when it generates the first error message. That is, a single occurrence of this value is present in the “document-state-reasons” if the Printer has generated one or more errors.  An error indicates loss of information, such as a page not imaged.  A warning indicates no loss of information (see 'warnings-detected' state reason).  [jobx] §6.1
'warnings-detected' : If the Printer supports these values, the Printer MUST add the value to “document-state-reasons” when it generates the first warning message. That is, a single occurrence of this value is present in the “document-state-reasons” if the Printer has generated one or more warnings.  A warning indicates something did not go as expected, but there was no loss of information.  For example, a font substitution.  An error indicates loss of information (see 'errors-detected' state reason).  [jobx] §6.1

'completed-successfully' :  The document completed successfully. There were no warnings or errors in printing.  This value SHOULD be supported.  [rfc2911] §4.3.8
'completed-with-warnings' :  The print part of the document completed with warnings (whether or not there were save errors).  This value SHOULD be supported if the implementation detects warnings.  [rfc2911] §4.3.8
'completed-with-errors' :  The print part of the document completed with errors (and possibly warnings too) (whether or not there were save errors).  This value SHOULD be supported if the implementation detects errors.  [rfc2911] §4.3.8
'queued-in-device' : The document has been forwarded to a device or print system that is unable to send back status.  The Printer sets the document’s  “document-state” attribute to ‘completed’ and adds the 'queued-in-device' value to the document’s " document-state-reasons” attribute to indicate that the Printer has no additional information about the document and never will have any better information.  See the description of the " document-state” attribute above, specifically the portion on "Forwarding Servers".  [rfc2911] §4.3.8
NOTE:  The semantics of this attribute or the set of valid values may be different for different document formats.

9.1.26 document-uri (uri) 
This Document Description attribute is the URI that the client supplied in the corresponding Operation attribute in a Send-URI operation (see [rfc2911] section 3.3.2).  The Printer MUST support this attribute if the Printer supports the Send-URI operation (see section 4.2). 

Note: this URI identifies the source location of the document data.  This URI is NOT the identifier of the Document Object.   The simple identifier of the Document is the “document-number”.

9.1.27 impressions-completed-current-copy (integer(0:MAX)) 
This OPTIONAL Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc3381] §4.4) applied to the Document object.

9.1.28 detailed-status-message (1setOf text(MAX)) 
This OPTIONAL “detailed-status-message” Document Description attribute has the same semantics as the corresponding “job-detailed-status-message” Job Description attribute (see [rfc2911] job-detailed-status-message §4.3.10) applied to the Document object.

9.1.29 document-access-errors (1setOf text(MAX)) 
This OPTIONAL “document-access-errors” Document Description attribute has the same semantics as the corresponding “job-detailed-status-message” Job Description attribute (see [rfc2911] job-document-access-errors §4.3.11) applied to the Document object.

9.1.30 errors-count (integer(0:MAX))

This OPTIONAL "errors-count" Document Description attribute counts the number of errors that the Printer encounters while processing and printing the Document object.  An error indicates loss of information, such as a page not imaged.  A warning indicates no loss of information (see [jobx] job-errors-count §5.2)
9.1.31  impressions (integer(0:MAX)) 
This OPTIONAL “impressions” Document Description attribute has the same semantics as the corresponding “job-impressions” Job Description attribute (see [rfc2911] job-impressions §4.3.17.2) applied to the Document object.    The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see §4).

9.1.32 impressions-completed (integer(0:MAX)) 
This OPTIONAL “impressions-completed” Document Description attribute has the same semantics as the corresponding “job-impressions-completed” Job Description attribute (see [rfc2911] job-impressions-completes §4.3.18.2) applied to the Document object.

9.1.33 k-octets (integer(0:MAX)) 
This OPTIONAL “k-octets” Document Description attribute has the same semantics as the corresponding “job-k-octets” Job Description attribute (see [rfc2911] job-k-octets §4.3.17.1) applied to the Document object.  The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see §4
9.1.34 k-octets-processed (integer(0:MAX)) 
This OPTIONAL “k-octets-processed” Document Description attribute has the same semantics as the corresponding “job-k-octets-processed” Job Description attribute (see [rfc2911] job-k-octets-processed §4.3.18.1) applied to the Document object.

9.1.35 media-sheets (integer(0:MAX)) 
This OPTIONAL “media-sheets” Document Description attribute has the same semantics as the corresponding “job-media-sheets” Job Description attribute (see [rfc2911] job-media-sheets §4.3.17.3) applied to the Document object.   The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see §4).

9.1.36 media-sheets-completed (integer(0:MAX)) 
This OPTIONAL “media-sheets” Document Description attribute has the same semantics as the corresponding “job-media-sheets-completed” Job Description attribute (see [rfc2911] job-media-sheets-completed 4.3.18.3) applied to the Document object.

9.1.37 more-info (uri) 
This OPTIONAL “more-info” Document Description attribute has the same semantics as the corresponding “job-more-info” Job Description attribute (see [rfc2911] job-more-info §4.3.4) applied to the Document object.

9.1.38 printer-up-time (integer (1:MAX)) 
This REQUIRED “printer-up-time” Document Description attribute indicates the amount of time (in seconds) that the Printer implementation has been up and running.  This attribute is an alias for the "printer-up-time" Printer Description attribute (see [rfc2911] job-printer-up-time section 4.4.29).  

A client MAY request this attribute in a Get-Document-Attributes or Get-Documents request and use the value returned in combination with other requested Event Time Job Description Attributes in order to display time attributes to a user.  The difference between this attribute and the 'integer' value of a "time-at-xxx" attribute is the number of seconds ago that the "time-at-xxx" event occurred.  A client can compute the wall-clock time at which the "time-at-xxx" event occurred by subtracting this difference from the client's wall-clock time. 

9.1.39 warnings-count (integer(0:MAX)) 
This OPTIONAL “warnings-count” Document Description attribute has the same semantics as the corresponding “job-warnings-count” Job Description attribute (see [jobx] job-warnings-count §5,4) applied to the Document object.   .A warning indicates something did not go as expected, but there was no loss of information.  For example, a font substitution.  An error indicates loss of information (see section 9.1.30).  
9.1.40 last-document  (boolean) 
This OPTIONAL Document Description attribute indicates whether or not this Document is the last Document in the Job.   See [rfc2911] §4.3.12.  The Printer sets this Document Description attribute from the corresponding Operation attribute supplied by the client in the Document Creation operation (see §4).  

9.1.41 output-device-assigned (name(127)) 
This OPTIONAL Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.7.2) applied to the Document object.

9.1.42 sheet-completed-copy-number (integer(0:MAX)) 
This OPTIONAL Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc3381] §4.2) applied to the Document object. 

9.1.43 time-at-completed (integer (MIN:MAX)) 
This REQUIRED Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.14.3) applied to the Document object.

9.1.44 time-at-creation (integer (MIN:MAX)) 
This REQUIRED Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.14.1) applied to the Document object.

9.1.45 time-at-processing (integer (MIN:MAX)) 
This REQUIRED Document Description attribute has the same semantics as the corresponding Job Description attribute (see [rfc2911] §4.3.14.2) applied to the Document object.

10 Printer attributes

This section lists all of the Printer attributes defined in other IPP documents.  Printer attributes are divided into three disjoint groups:

	Job Template attributes (JT)
	These Printer attributes are related directly to the “xxx” Job Template attributes that a client can supply in a Job Creation request as follows:

1. “xxx-supported” indicate the supported values

2. “xxx-default” indicate the values that will be used if the client and the PDL omit the attribute.

3. “xxx-ready” indicate the supported values that are available without human intervention, for those few attributes that require human intervention, such as “media” and possibly “job-finishing”.

These Printer attributes are also returned in a Get-Printer-Attributes response when the client supplies: “requested-attributes” = ‘job-template’.

	Document Template attributes (DT)
	These Printer attributes are related directly to the “xxx” Document Template attributes that a client can supply in a Document Creation request as follows:

1. “xxx-supported” indicate the supported values

2. “xxx-default” indicate the values that will be used if the client and the PDL omit the attribute.

3. “xxx-ready” indicate the supported values that are available without human intervention, for those few attributes that require human intervention, such as “media” and possibly “finishing”.

These Printer attributes are also returned in a Get-Printer-Attributes response when the client supplies: “requested-attributes” = ‘document-template’.

	Printer Description attributes (PD)
	These Printer attributes describe the Printer, such as “printer-name” and “printer-location”.  Some of them are “xxx-supported” and “xxx-default” for Operation attributes that the client can supply in a Job Creation request.

	neither (-)
	These Printer attributes describe supported and defaults for member attributes of collection Job Template attributes.


In a Get-Printer-Attributes request, a client can request all of the Printer attributes in the Job Template (JT) or Printer Description (PD) groups by supplying the ‘job-template’ or ‘printer-description’ group name, respectively.  The client can also request “all”.  The column labels are:

“Attribute Syntax” - indicates the attribute syntax (see [rfc2911] section 4.1).  Many “xxx-default” and “xxx-supported” attributes have the ‘collection’ syntax which consists of a number of member attributes.  These member attributes are not listed in this table when they are the same as the corresponding “xxx” attribute in Table 10.  Only those few Printer attribute collection attributes that do not have a corresponding Job Template attributes show the member attributes in this table.  

“Grp” - indicates to which group the attribute belongs.  “PD” = Printer Description; “JT” = Job Template as explained above.

“Printer Conf.” - indicates the IPP/1.1 Printer conformance requirements for supporting the attribute.  Those attributes labeled as “MAY” may have conditional requirements that require their support, if the Printer supports a related attribute, operation, or feature.  For example, all Job Template attributes are OPTIONAL for a Printer to support.  However, if a Printer supports Job Template attribute “xxx”, then it MUST also support the corresponding “xxx-default” and “xxx-supported” attributes.  Similarly, if Event Notification is supported, then some of the attributes indicated as “MAY” in this table become MUST.  

“Reference” - lists the IETF or IEEE-ISTO specification which defines the semantics of the attribute.

Table 14 - Printer attributes (Job Template and Printer Description)

	Printer attribute name
(Job Template & Printer Description)
	Attribute Syntax
	Grp
	Printer Conf.
	Reference

	charset-configured
	charset
	PD
	MUST
	[rfc2911] §4.4.17

	charset-supported
	1setOf charset
	PD
	MUST
	[rfc2911] §4.4.18

	color-supported
	boolean
	PD
	MAY
	[rfc2911] §4.4.26

	compression-supported
	type3 keyword
	PD
	MUST
	[rfc2911] §4.4.32

	copies-default
	integer(1:MAX)
	JT,DT
	MAY
	[rfc2911] §4.2.5

	copies-supported
	rangeOfInteger(1:MAX)
	JT,DT
	MAY
	[rfc2911] §4.2.5

	cover-back-default
	collection
	JT,DT
	MAY
	[pwg5100.3] §3.1.3

	cover-back-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.1.4

	cover-front-default
	collection
	JT,DT
	MAY
	[pwg5100.3] §3.1.3

	cover-front-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.1.4

	cover-type-supported
	1setOf type2 keyword
	-
	MAY
	[pwg5100.3] §3.1.2.1

	document-charset-default
	charset
	PD
	CMUST

	[jobx] §7.1

	document-charset-supported
	1setOf charset
	PD
	CMUST54
	[jobx] §7.2

	document-creation-attributes-supported
	1setOf type2 keyword
	PD
	MUST
	[this-spec] §10.1

	document-digital-signature-default
	type2 keyword
	PD
	MAY
	[jobx] §7.3

	document-digital-signature-supported
	1setOf type2 keyword
	PD
	MAY
	[jobx] §7.4

	document-format-default
	mimeMediaType
	PD
	MUST
	[rfc2911] §4.4.21

	document-format-details-supported
	1setOf type2 keyword
	PD
	CMUST

	[jobx] §7.6

	document-format-details-implemented
	1setOf collection
	PD
	CMUST55
	[jobx] §7.7

	document-format-supported
	1setOf mimeMediaType
	PD
	MUST
	[rfc2911] §4.4.22

	document-format-varying-attributes
	1setOf type2 keyword
	PD
	MAY
	[rfc3380] §6.3

	document-format-version-default
	text(127)
	PD
	MAY
	[jobx] §7.8

	document-format-version-supported
	1setOf text(127)
	PD
	MAY
	[jobx] §7.9

	document-natural-language-default
	naturalLanguage
	PD
	MAY
	[jobx] §7.10

	document-natural-language-supported
	1setOf naturalLanguage
	PD
	MAY
	[jobx] §7.11

	feed-orientation-default
	type3 keyword
	JT,DT
	MAY
	[ippsave] §5.1.1

	feed-orientation-supported
	1setOf type3 keyword
	JT,DT
	MAY
	[ippsave] §5.1.2

	finishings-col-default
	collection
	JT,DT
	MAY
	[pwg5100.3] §3.2.3

	finishings-col-ready
	1setOf collection
	JT,DT
	MAY
	[pwg5100.3] §3.2.4

	finishings-col-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.2.5

	finishings-default
	1setOf type2 enum
	JT,DT
	MAY
	[rfc2911] §4.2.6

	finishings-ready
	1setOf type2 enum
	JT,DT
	MAY
	[rfc2911] §4.2.6

	finishings-supported
	1setOf type2 enum
	JT,DT
	MAY
	[rfc2911] §4.2.6

	finishing-template-supported
	1setOf name(MAX)
	-
	MAY
	[pwg5100.3] §3.2.1.1

	font-name-requested-default
	name(MAX)
	JT,DT
	MAY
	[ippsave] §5.2.1

	font-name-requested-supported
	1setOf name(MAX)
	JT,DT
	MAY
	[ippsave] §5.2.2

	font-size-requested-default
	integer (1:MAX)
	JT,DT
	MAY
	[ippsave] §5.3.1

	font-size-requested-supported
	1setOf integer (1:MAX)
	JT,DT
	MAY
	[ippsave] §5.3.1

	force-front-side-default
	1setOf integer(1:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.3

	force-front-side-supported
	rangeOfInteger(1:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.3

	generated-natural-language-supported
	1setOf naturalLanguage
	PD
	MUST
	[rfc2911] §4.4.20

	imposition-template-default
	type3 keyword | name(MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.4

	imposition-template-supported
	1setOf (type3 keyword | name(MAX))
	JT,DT
	MAY
	[pwg5100.3] §3.4

	insert-after-page-number-supported
	rangeOfInteger(0:MAX)
	-
	MAY
	[pwg5100.3] §3.5.1.1

	insert-count-supported
	rangeOfInteger(0:MAX)
	-
	MAY
	[pwg5100.3] §3.5.2.1

	insert-sheet-default
	1setOf collection
	JT,DT
	MAY
	[pwg5100.3] §3.5.4

	insert-sheet-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.5.5

	ippget-event-life
	integer(15:MAX)
	PD
	MAY
	[get-method] §8.1

	ipp-versions-supported
	1setOf type2 keyword
	PD
	MUST
	[rfc2911] §4.4.20

	job-account-id-default
	name(MAX)
	JT
	MAY
	[pwg5100.3] §3.6

	job-account-id-supported
	boolean
	JT
	MAY
	[pwg5100.3] §3.6

	job-accounting-output-bin-default
	type3 keyword | name(MAX)
	-
	MAY
	[pwg5100.3] §3.8.3.1

	job-accounting-output-bin-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.8.3.2

	job-accounting-sheets-default
	collection
	JT
	MAY
	[pwg5100.3] §3.8.4

	job-accounting-sheets-supported
	1setOf type2 keyword
	JT
	MAY
	[pwg5100.3] §3.8.5

	job-accounting-sheets-type-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.8.1.1

	job-accounting-user-id-default
	name(MAX)
	JT
	MAY
	[pwg5100.3] §3.7

	job-accounting-user-id-supported
	boolean
	JT
	MAY
	[pwg5100.3] §3.7

	job-copies-default
	integer(1:MAX)
	JT
	MAY
	[jobx] §4.1.1.1

	job-copies-supported
	reangeOfInteger(1:MAX)
	JT
	MAY
	[jobx] §4.1.1.2

	job-cover-back-default
	collection
	JT
	MAY
	[jobx] §4.1.2.1 

	job-cover-back-supported
	1setOf type2 keyword
	JT
	MAY
	[jobx] §4.1.2.2 

	job-cover-front-default
	collection
	JT
	MAY
	[jobx] §4.1.3.1 

	job-cover-front-supported
	1setOf type2 keyword
	JT
	MAY
	[jobx] §4.1.3.2

	job-creation-attributes-supported
	1setOf type2 keyword
	PD
	MAY
	[ippsave] §7.1

	job-error-sheet-default
	collection
	JT
	MAY
	[pwg5100.3] §3.7

	job-error-sheet-supported
	1setOf type2 keyword
	JT
	MAY
	[pwg5100.3] §3.9.5

	job-error-sheet-type-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.9.1.1

	job-error-sheet-when-supported
	1setOf type2 keyword
	-
	MAY
	[pwg5100.3] §3.9.2.1

	job-finishings-default
	1setOf type2 enum
	JT
	MAY
	[jobx] §4.1.4.1

	job-finishings-supported
	1setOf type2 enum
	JT
	MAY
	[jobx] §4.1.4.2

	job-finishings-col-default
	collection
	JT
	MAY
	[jobx] §4.1.5.1

	job-finishings-col-supported
	1setOf type2 keyword
	JT
	MAY
	[jobx] §4.1.5.2

	job-hold-until-default
	type3 keyword | name(MAX)
	JT
	MAY
	[rfc2911] §4.2.2

	job-hold-until-supported
	1setOf (type3 keyword | name(MAX))
	JT
	MAY
	[rfc2911] §4.2.2

	job-impressions-supported
	rangeOfInteger(0:MAX)
	PD
	MAY
	[rfc2911] §4.4.34

	job-k-octets-supported
	rangeOfInteger(0:MAX)
	PD
	MAY
	[rfc2911] §4.4.33

	job-media-sheets-supported
	rangeOfInteger(0:MAX)
	PD
	MAY
	[rfc2911] §4.4.35

	job-message-to-operator-default
	text(MAX)
	JT
	MAY
	[pwg5100.3] §3.12

	job-message-to-operator-supported
	boolean
	JT
	MAY
	[pwg5100.3] §3.12

	job-password-supported
	integer(0:127)
	PD
	MAY
	[ippsave] §7.2

	job-password-encryption-supported
	1setOf (type3 keyword | name(MAX))
	PD
	MAY
	[ippsave] §7.3

	job-priority-default
	integer(1:100)
	JT
	MAY
	[rfc2911] §4.2.1

	job-priority-supported
	1setOf integer(1:100)
	JT
	MAY
	[rfc2911] §4.2.1

	job-settable-attributes-supported
	1setOf type2 keyword
	PD
	MAY
	[rfc3380] §6.2

	job-sheet-message-default
	text(MAX)
	JT
	MAY
	[pwg5100.3] §3.12

	job-sheet-message-supported
	boolean
	JT
	MAY
	[pwg5100.3] §3.12

	job-sheets-col-default
	collection
	JT
	MAY
	[pwg5100.3] §3.11.3

	job-sheets-col-supported
	1setOf type2 keyword
	JT
	MAY
	[pwg5100.3] §3.11.4

	job-sheets-default
	type3 keyword | name(MAX)
	JT
	MAY
	[rfc2911] §4.2.3

	job-sheets-supported
	1setOf (type3 keyword | name(MAX))
	JT
	MAY
	[rfc2911] §4.2.3

	job-spooling-supported
	type2 keyword
	PD
	MAY
	[ippsave] §7.4

	max-save-info-supported
	integer(1:MAX)
	PD
	MAY
	[ippsave] §7.5

	max-stitching-locations-supported
	integer(1:MAX)
	PD
	MAY
	[pwg5100.3] §5.2

	media-back-coating-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.13.10.2

	media-col-database
	1setOf collection
	- 

	MAY
	[ippsave] §7.6

	any “media-col” member attribute
	
	
	
	

	media-col-default
	collection
	JT
	MAY
	[pwg5100.3] §3.13.12

	any “media-col” member attribute
	
	
	
	

	media-color-supported
	1setOf type2 keyword
	-
	MAY
	[pwg5100.3] §3.13.4.1

	media-col-ready
	1setOf collection
	JT
	MAY
	[pwg5100.3] §3.13.13

	any “media-col” member attribute
	
	
	
	

	media-col-supported
	1setOf type2 keyword
	JT
	MAY
	[pwg5100.3] §3.13.14

	media-default
	type3 keyword | name(MAX)
	JT,DT
	MAY
	[rfc2911] §4.2.11

	media-front-coating-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.13.10.1

	media-hole-count-supported
	1setOf rangeOfInteger(0:MAX)
	-
	MAY
	[pwg5100.3] §3.13.6.1

	media-info-supported
	boolean
	-
	MAY
	[pwg5100.3] §3.13.3.1

	media-input-tray-check-default
	type3 keyword | name(MAX)
	JT
	MAY
	[pwg5100.3] §3.14

	media-input-tray-check-supported
	1setOf (type3 keyword | name(MAX))
	JT
	MAY
	[pwg5100.3] §3.14

	media-key-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.13.1.1

	media-order-count-supported
	1setOf rangeOfInteger(1:MAX)
	-
	MAY
	[pwg5100.3] §3.13.7.1

	media-pre-printed-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.13.5.1

	media-ready
	1setOf (type3 keyword | name(MAX))
	JT,DT
	MAY
	[rfc2911] §4.2.11

	media-recycled-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.13.11.1

	
	
	
	
	

	
	
	
	
	

	media-size-supported
	1setOf collection
	-
	MAY
	[pwg5100.3] §3.13.8.3

	media-supported
	1setOf (type3 keyword | name(MAX))
	JT,DT
	MAY
	[rfc2911] §4.2.11

	
	
	
	
	

	
	
	
	
	

	media-weight-metric-supported
	1setOf rangeOfInteger(1:MAX)
	-
	MAY
	[pwg5100.3] §3.13.9.1

	multiple-document-handling-default
	type2 keyword
	JT
	MUST

	[rfc2911] §4.2.4

	multiple-document-handling-supported
	1setOf type2 keyword
	JT
	MUST57
	[rfc2911] §4.2.4

	multiple-document-jobs-supported
	boolean
	PD
	MUST57
	[rfc2911] §4.4.16

	multiple-operation-time-out
	integer(1:MAX)
	PD
	MUST57
	[rfc2911] §4.4.31

	natural-language-configured
	naturalLanguage
	PD
	MUST
	[rfc2911] §4.4.19

	notify-attributes-supported
	1setOf type2 keyword
	PD
	MAY
	[ntfy] §5.3.4

	notify-events-default
	1setOf type2 keyword
	PD
	MAY
	[ntfy] §5.3.3

	notify-events-supported
	1setOf type2 keyword
	PD
	MAY
	[ntfy] §5.3.3

	notify-lease-duration-default
	integer(0:67108863)
	PD
	MAY
	[ntfy] §5.3.8

	notify-lease-duration-supported
	1setOf (integer(0: 67108863) | rangeOfInteger(0:67108863))
	PD
	MAY
	[ntfy] §5.3.8

	notify-lease-expiration-time
	integer(0:MAX)
	PD
	MAY
	[ntfy] §5.4.3

	notify-max-events-supported
	integer(2:MAX)
	PD
	MAY
	[ntfy] §5.3.3

	notify-pull-method-supported
	1setOf type2 keyword
	PD
	MAY
	[ntfy] §5.3.2

	notify-schemes-supported
	1setOf uriScheme
	PD
	MAY
	[ntfy] §5.3.1

	number-up-default
	integer(1:MAX)
	JT,DT
	MAY
	[rfc2911] §4.2.9

	number-up-supported
	1setOf (integer(1:MAX) | rangeOfInteger(1:MAX))
	JT,DT
	MAY
	[rfc2911] §4.2.9

	operations-supported
	1setOf type2 enum
	PD
	MUST
	[rfc2911] §4.4.15

	orientation-requested-default
	type2 enum
	JT,DT
	MAY
	[rfc2911] §4.2.10

	orientation-requested-supported
	1setOf type2 enum
	JT,DT
	MAY
	[rfc2911] §4.2.10

	output-bin-default
	type2 keyword | name(MAX)
	JT
	MAY
	[pwg5100.2] §2.1

	output-bin-supported
	1setOf (type2 keyword | name(MAX))
	JT
	MAY
	[pwg5100.2] §2.1

	output-device-requested-supported
	1setOf name(127)
	PD
	MAY
	[jobx] §7.12

	page-delivery-default
	type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.15

	page-delivery-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.15

	page-order-received-default
	type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.16

	page-order-received-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.16

	overrides-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[OvrRide] §5.2.9

	page-ranges-supported
	boolean
	JT,DT
	MAY
	[rfc2911] §4.2.7

	pages-per-minute
	integer(0:MAX)
	PD
	MAY
	[rfc2911] §4.4.36

	pages-per-minute-color
	integer(0:MAX)
	PD
	MAY
	[rfc2911] §4.4.37

	pages-per-subset-supported
	boolean
	PD
	MAY
	[Jobx] §4.1.6.2

	parent-printers-supported
	1setOf uri
	PD
	MAY
	[adm-ops] §7.2

	pdl-override-supported
	type2 keyword
	PD
	MUST
	[rfc2911] §4.4.28

[ippsave] §8.1

	presentation-direction-number-up-default
	type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.17

	presentation-direction-number-up-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.17

	printer-current-time
	dateTime
	PD
	MAY
	[rfc2911] §4.4.30

	printer-detailed-status-messages
	1setOf text(MAX)
	PD
	MAY
	[ippsave] §7.7

	printer-driver-installer
	uri
	PD
	MAY
	[rfc2911] §4.4.8

	printer-info
	text(127)
	PD
	MAY
	[rfc2911] §4.4.6

	printer-is-accepting-jobs
	boolean
	PD
	MUST
	[rfc2911] §4.4.23

	printer-location
	text(127)
	PD
	MAY
	[rfc2911] §4.4.5

	printer-make-and-model
	text(127)
	PD
	MAY
	[rfc2911] §4.4.9

	printer-message-date-time
	dateTime
	PD
	MAY
	[rfc3380] §6.5

	printer-message-from-operator
	text(127)
	PD
	MAY
	[rfc2911] §4.4.25

	printer-message-time
	integer(MIN:MAX)
	PD
	MAY
	[rfc3380] §6.4

	printer-more-info
	uri
	PD
	MAY
	[rfc2911] §4.4.7

	printer-more-info-manufacturer
	uri
	PD
	MAY
	[rfc2911] §4.4.10

	printer-name
	name(127)
	PD
	MUST
	[rfc2911] §4.4.4

	printer-notify-server-uri 
	uri
	PD
	MAY
	[not-srv] §4.1

	printer-resolution-default
	resolution
	JT,DT
	MAY
	[rfc2911] §4.2.12

	printer-resolution-supported
	1setOf resolution
	JT,DT
	MAY
	[rfc2911] §4.2.12

	printer-settable-attributes-supported
	1setOf type2 keyword
	PD
	MAY
	[rfc3380] §6.1

	printer-state
	type1 enum
	PD
	MUST
	[rfc2911] §4.4.11

	printer-state-change-date-time
	dateTime
	PD
	MAY
	[ntfy] §6.2

	printer-state-change-time
	integer(1:MAX)
	PD
	MAY
	[ntfy] §6.1

	printer-state-message
	text(MAX)
	PD
	MAY
	[rfc2911] §4.4.13

	printer-state-reasons
	1setOf type2 keyword
	PD
	MUST
	[rfc2911] §4.4.12

	printer-up-time
	integer(1:MAX))
	PD
	MUST
	[rfc2911] §4.4.29

	printer-uri-supported
	1setOf uri
	PD
	MUST
	[rfc2911] §4.4.1

	printer-xri-supported
	1setOf collection
	PD
	MAY
	[rfc3380] §6.6

	xri-uri
	uri
	PD
	MUST
	[rfc3380] §6.6

	xri-authentication
	1setOf type2 keyword
	PD
	MUST
	[rfc3380] §6.6

	xri-security
	1setOf type2 keyword
	PD
	MUST
	[rfc3380] §6.6

	print-quality-default
	type2 enum
	JT,DT
	MAY
	[rfc2911] §4.2.13

	print-quality-supported
	1setOf type2 enum
	JT,DT
	MAY
	[rfc2911] §4.2.13

	queued-job-count
	integer(0:MAX)
	PD
	MUST
	[rfc2911] §4.4.24

	reference-uri-schemes-supported
	1setOf uriScheme
	PD
	MUST

	[rfc2911] §4.4.27

	separator-sheets-default
	collection
	JT,DT
	MAY
	[pwg5100.3] §3.18.3

	separator-sheets-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.18.4

	separator-sheets-type-supported
	1setOf (type3 keyword | name(MAX))
	-
	MAY
	[pwg5100.3] §3.18.1.1

	sheet-collate-default
	type2 keyword
	JT,DT
	MAY
	[rfc3381] §3.1

	sheet-collate-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[rfc3381] §3.1

	sides-default
	type2 keyword
	JT,DT
	MAY
	[rfc2911] §4.2.8

	sides-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[rfc2911] §4.2.8

	stitching-locations-supported
	1setOf (integer(0:MAX) | rangeOfInteger(0:MAX))
	-
	MAY
	[pwg5100.3] §3.2.2.3.1

	stitching-offset-supported
	1setOf (integer (0:MAX) | rangeOfInteger(0:MAX))
	-
	MAY
	[pwg5100.3] §3.2.2.2.1

	stitching-reference-edge-supported
	1setOf type2 keyword
	-
	MAY
	[pwg5100.3] §3.2.2.1.1

	subordinate-printers-supported
	1setOf uri
	PD
	MAY
	[adm-ops] §7.1

	uri-authentication-supported
	1setOf type2 keyword
	PD
	MUST
	[rfc2911] §4.4.2

	uri-security-supported
	1setOf type2 keyword
	PD
	MUST
	[rfc2911] §4.4.3

	user-defined-values-supported
	1setOf type2 keyword
	PD
	MAY
	[pwg5100.3] §5.1

	which-jobs-supported
	1setOf type2 keyword
	PD
	MAY
	[ippsave] §7.8

	x-image-position-default
	type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.19.2

	x-image-position-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.19.2

	x-image-shift-default
	integer(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.3

	x-image-shift-supported
	rangeOfInteger(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.3

	xri-authentication-supported
	1setOf type2 keyword
	PD
	MAY
	[rfc3380] §6.8

	xri-security-supported
	1setOf type2 keyword
	PD
	MAY
	[rfc3380] §6.9

	xri-uri-scheme-supported
	1setOf uriScheme
	PD
	MAY
	[rfc3380] §6.7

	x-side1-image-shift-default
	integer(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.4

	x-side1-image-shift-supported
	rangeOfInteger(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.4

	x-side2-image-shift-default
	integer(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.5

	x-side2-image-shift-supported
	rangeOfInteger(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.5

	y-image-position-default
	type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.19.6

	y-image-position-supported
	1setOf type2 keyword
	JT,DT
	MAY
	[pwg5100.3] §3.19.6

	y-image-shift-default
	integer(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.7

	y-image-shift-supported
	rangeOfInteger(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.7

	y-side1-image-shift-default
	integer(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.8

	y-side1-image-shift-supported
	rangeOfInteger(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.8

	y-side2-image-shift-default
	integer(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.9

	y-side2-image-shift-supported
	rangeOfInteger(MIN:MAX)
	JT,DT
	MAY
	[pwg5100.3] §3.19.9


The remainder of this section defines the Printer Description attributes that are not defined in other specifications.  Most of these are “xxx-default” and “xxx-supported” Printer Description attributes.  A Printer MUST support these Printer Description attributes, if it supports the corresponding Operation/Description attributes, in order to indicate the default and supported values that the Printer supports.

10.1 document-creation-attributes-supported (1setOf type2 keyword)

This REQUIRED Printer Description attribute lists the keyword names of the Document Template and Operation attributes that the Printer will accept in the Send-Document and Send-URI Document Creation operations. 

11 New Values for Existing Printer Description Attributes

This section contains those attributes for which additional values are added.

11.1 operations-supported (1setOf type2 enum)

The following “operation-id” values are added in order to support the new operations defined in this document:

Table 15 – Operation-id assignments
	Value
	Operation Name
	Reference

	0x0033
	Cancel-Document
	[this-spec] §4.5

	0x0034
	Get-Document-Attributes
	[this-spec] §4.3

	0x0035
	Get-Documents
	[this-spec] §3.3

	0x0036
	Delete-Document
	[this-spec] §5.4

	0x0037
	Set-Document-Attributes
	[this-spec] §4.4


12 Encodings of Additional Attribute Tags

This section assigns values to an attributes tags as an extension to the encoding defined in [rfc2910]).

The “document-attributes-tag” delimits Document Template Attributes Groups in requests and Document Attributes Groups in responses.

The following table specifies the values for the delimiter tag:

	Tag Value (Hex)
	Meaning

	0x09
	“document-attributes-tag”


13 Status codes

This section defines additional status codes for use with multi-document jobs.

13.1 server-error-too-many-jobs (0x050B)

The client has attempted to create a Job using any of the Job Creation operations which would exceed the capacity of the Printer and/or the policy for this user or type of job.  The client SHOULD NOT try again later.

13.2 server-error-too-many-documents (0x050C)

The client has attempted to create a Document using any of the Document Creation operations which would exceed the capacity of the Printer for this Job and/or the policy for this user or type of job.  The client SHOULD NOT try again later.

14 Conformance Requirements

This section specifies the conformance requirements for Printers and clients.

14.1 Printer conformance requirements

In order to conform to this specification, a Printer:

1. MUST meet the conformance requirements for Printers specified in [rfc2911].

2. MUST support the Job operation that section 3 REQUIRES a Printer to support.

3. MUST support the Document operations that section 4 REQUIRES a Printer to support.

4. MAY support any of the Administrative operations in section 5.

5. MUST support the Attribute Precedence semantics specified in section 6 for the levels that the Printer supports.

6. MUST support the Operation attributes in the Send-Document operation and, if supported, the Send-URI operation that section 7 REQUIRES a Printer to support.

7. MUST support any Operation attributes that section 7 REQUIRES a Printer to support along with the corresponding Document Description attributes that section 8.2 REQUIRES a Printer to support and any "xxx-default" and "xxx-supported" Printer attributes that section 10 REQUIRES a Printer to support.

8. MAY support any of the Document Template attributes in Document Creation operations as indicated in section 8 and MUST NOT support them for contexts for where they are not defined as indicated in the Table 11 with an  “-”.

9. MUST support the Document Description attributes that section 8.2 REQUIRES a Printer to support.

10. MUST support the Printer attributes that section 10 REQUIRES a Printer to support.

11. MUST support the values of Printer Description attributes that section 11 REQUIRES a Printer to support.

14.2 Client conformance requirements

In order to conform to this specification, a client:

1. MUST meet the conformance requirements for clients specified in [rfc2911]

2. MAY support any of the Document operations defined in section 3.7.  

3. MUST supply the Operation attributes that section 7 REQUIRES a client to supply in operation requests.

4. MUST supply any Document Template attributes in the format that section 8 REQUIRES a client to supply in Document Creation operations and MUST NOT support them for contexts for where they are not defined as indicated in the Table 11 with an  “n”.

5. SHOULD support any of the Document Description attributes that section 8.2 REQUIRES a Printer to support.

6. MAY support any of the Printer attributes listed in section 10.

7. MAY support any of the values of the Printer Descriptions attributes in section 11.
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17 IANA Considerations

This section contains the registration information for IANA to add to the various IPP Registries according to the procedures defined in RFC 2911 [rfc2911] section 6 to cover the definitions in this document.  The resulting registrations will be published in the http://www.iana.org/assignments/ipp-registrations registry.
Note to the RFC Editor:  Replace the References below to [this spec]  with the RFC number for the appropriate document, so that it accurately reflects the content of the information for the IANA Registry.

17.1 Attribute Registrations

The following table lists all the attributes defined in this specification.  These are to be registered according to the procedures in RFC 2911 [rfc2911] section 6.2.  If the attribute has a separate sub-section definition in this specification, that sub-section is listed as the Reference.  This specification lists most Job Template attributes as also being Document Template attributes.  However, the definitions of these Document Template attributes are not duplicated in this specification.  Instead, the Reference column in this sub-section indicates Section 8 which contains a table of all Job Template and corresponding Document Template attributes (including dropping the “job-“ prefix).  This table contains the reference in another specification that completely defines each attribute.   These Document Template attributes will also be added to the IANA IPP Registry under the Document Template attributes with a reference to this specification and Section 8.

Attribute Name (attribute syntax)                Reference    Section

----------------------------------               ----------   --------

Document Description attributes:

attributes-charset (charset)                     [this spec]  9.1.1
attributes-natural-language (naturalLanguage)    [this spec]  9.1.2
compression (type3 keyword)                      [this spec]  9.1.3
current-page-order (type2 keyword)               [this spec]  9.1.4
date-time-at-completed (dateTime)                [this spec]  9.1.5
date-time-at-creation (dateTime)                 [this spec]  9.1.6
date-time-at-processing (dateTime)               [this spec]  9.1.7
detailed-status-message (1setOf text (MAX))      [this spec]  9.1.28
document-access-errors (1setOf text(MAX))        [this spec]  9.1.29
document-charset (charset)                       [this spec]  9.1.8
document-digital-signature (type2 keyword)       [this spec]  9.1.9
document-format (mimeMediaType)                  [this spec]  9.1.8
document-format-details (collection)             [this spec]  9.1.11
document-format-details-detected (1setOf collection)

                                                 [this spec]  9.1.12
document-format-detected (mimeMediaType)         [this spec]  9.1.13
document-format-version (text(127))              [this spec]  9.1.14
document-format-version-detected (text(127))     [this spec]  9.1.15
document-job-id (integer(1:MAX))                 [this spec]  9.1.11
document-job-uri (uri)                           [this spec]  9.1.17
document-message (text(MAX))                     [this spec]  9.1.18
document-name (name(MAX))                        [this spec]  9.1.19
document-natural-language (naturalLanguage)      [this spec]  9.1.20
document-number (integer(0:MAX))                 [this spec]  9.1.21
document-printer-uri (uri)                       [this spec]  9.1.22
document-state (type1 enum)                      [this spec]  9.1.23
document-state-message (text(MAX))               [this spec]  9.1.24
document-state-reasons (1setOf type2 keyword)    [this spec]  9.1.25
document-uri (uri)                               [this spec]  9.1.26
impressions  (integer(0:MAX))                    [this spec]  9.1.31
impressions-completed (integer(0:MAX))           [this spec]  9.1.32
impressions-completed-current-copy (integer(0:MAX))

                                                 [this spec]  9.1.27
k-octets  (integer(0:MAX))                       [this spec]  9.1.33
k-octets-processed (integer(0:MAX))              [this spec]  9.1.34
last-document  (boolean)                         [this spec]  9.1.39
media-sheets  (integer(0:MAX))                   [this spec]  9.1.35
media-sheets-completed (integer(0:MAX))          [this spec]  9.1.36
more-info (uri)                                  [this spec]  9.1.37
output-device-assigned (name(127))               [this spec]  9.1.41
printer-up-time (integer (1:MAX))                [this spec]  9.1.38
sheet-completed-copy-number (integer(0:MAX))     [this spec]  9.1.42
time-at-completed (integer (MIN:MAX))            [this spec]  9.1.43
time-at-creation (integer (MIN:MAX))             [this spec]  9.1.44
time-at-processing (integer (MIN:MAX))           [this spec]  9.1.45
Document Templates attributes:

copies (integer(1:MAX))                          [this spec]    8 

copies-default (integer(1:MAX))                  [this spec]    8 

copies-supported (integer(1:MAX))                [this spec]    8 

cover-back (collection)                          [this spec]    8 

  cover-type (type2 keyword)                     [this spec]    8 

  media (type3 keyword | name(MAX))              [this spec]    8 

  media-col (collection)                         [this spec]    8 

cover-back-default (collection)                  [this spec]    8 

cover-back-supported (1setOf type2 keyword)      [this spec]    8 

cover-front (collection)                         [this spec]    8 

  cover-type (type2 keyword)                     [this spec]    8 

  media (type3 keyword | name(MAX))              [this spec]    8 

  media-col (collection)                         [this spec]    8 

cover-front-default (collection)                 [this spec]    8 

cover-front-supported (1setOf type2 keyword)     [this spec]    8 

feed-orientation (type3 keyword)                 [this spec]    8 

feed-orientation-default (type3 keyword)         [this spec]    8 

feed-orientation-supported (1setOf type3 keyword) [this spec]  8 

finishings (1setOf type2 enum)                   [this spec]    8 

finishings-default (1setOf type2 enum)           [this spec]    8 

finishings-supported (1setOf type2 enum)         [this spec]    8 

finishings-col (collection)                      [this spec]    8 

  finishing-template (name(MAX))                 [this spec]    8 

  stitching (collection)                         [this spec]    8 

    stitching-locations (1setOf integer(0:MAX))  [this spec]    8 

    stitching-offset (integer (0:MAX))           [this spec]    8 

    stitching-reference-edge (type2 keyword)     [this spec]    8 

finishings-col-default (collection)              [this spec]    8 

finishings-col-supported (1setOf type2 keyword) [this spec]     8 

font-name-requested (name(MAX))                  [this spec]    8
font-name-requested-default (name(MAX))          [this spec]    8
font-name-requested-supported (1setOfname(MAX))  [this spec]    8
font-size-requested (integer(1:MAX))             [this spec]    8
font-size-requested-default (name(MAX))          [this spec]    8
font-size-requested-supported (1setOfname(MAX))  [this spec]    8
force-front-side (1setOf integer(1:MAX))         [this spec]    8 

force-front-side (1setOf integer(1:MAX))     [this spec]    8 

force-front-side (rangeOfInteger(1:MAX))     [this spec]    8 

imposition-template (type3 keyword | name(MAX))  [this spec]    8 

imposition-template-default (type3 keyword | name(MAX))  

                                                 [this spec]    8 

imposition-template-supported (1setOf type3 keyword | name(MAX))

                                                 [this spec]    8 

insert-sheet (1setOf collection)                 [this spec]    8 

  insert-after-page-number (integer(0:MAX))      [this spec]    8 

  insert-count (integer(0:MAX))                  [this spec]    8 

  media (type3 keyword | name(MAX))              [this spec]    8 

  media-col (collection)                         [this spec]    8 

insert-sheet-default (1setOf collection)         [this spec]    8 

insert-sheet-supported (1setOf type2 keyword)    [this spec]    8 

media (type3 keyword | name(MAX))                [this spec]    8 

media-default (type3 keyword | name(MAX))        [this spec]    8 

media-supported (1setOf type3 keyword | name(MAX)) [this spec]  8 

media-col (collection)                           [this spec]    8 

  media-back-coating (type3 keyword | name(MAX)) [this spec]    8 

  media-color (type3 keyword | name(MAX))        [this spec]    8 

  media-front-coating (type3 keyword | name(MAX))[this spec]    8 

  media-hole-count (integer(0:MAX))              [this spec]    8 

  media-info (text(255))                         [this spec]    8 

  media-key (type3 keyword | name(MAX))          [this spec]    8 

  media-order-count (integer(1:MAX))             [this spec]    8 

  media-preprinted (type3 keyword | name(MAX))   [this spec]    8 

  media-recycled (type3 keyword | name(MAX))     [this spec]    8 

  media-size (collection)                        [this spec]    8 

    x-dimension (integer(0:MAX))                 [this spec]    8 

    y-dimension (integer(0:MAX))                 [this spec]    8 

  media-type (type3 keyword | name(MAX)          [this spec]    8 

  media-weight-metric (integer(0:MAX))           [this spec]    8 

media-col-default (collection)                   [this spec]    8 

media-col-supported (1setOf type2 keyword)       [this spec]    8 

media-input-tray-check (type3 keyword | name(MAX))

                                                 [this spec]    8 

media-input-tray-check-default (type3 keyword | name(MAX))

                                                 [this spec]    8 

media-input-tray-check-supported (1setOf type3 keyword | name(MAX))

                                                 [this spec]    8 

number-up (integer(1:MAX))                       [this spec]    8 

number-up-default (integer(1:MAX))               [this spec]    8 

number-up-supported (1setOfinteger(1:MAX)) | RangeOfInteger (1:MAX)

                                                 [this spec]    8 

orientation-requested (type2 enum)               [this spec]    8 

orientation-requested-default (type2 enum)       [this spec]    8 

orientation-requested-supported (1setOftype2 enum) [this spec]  8 

output-bin (type2 keyword | name(MAX))           [this spec]    8 

output-bin-default (type2 keyword | name(MAX))   [this spec]    8 

output-bin-supported (1setOf type2 keyword | name(MAX)) 

                                                 [this spec]    8 

page-delivery (type2 keyword)                    [this spec]    8 

page-delivery-default (type2 keyword)            [this spec]    8 

page-delivery-supported (1setOf type2 keyword)   [this spec]    8 

page-order-received (type2 keyword)              [this spec]    8 

page-order-received-default (type2 keyword)      [this spec]    8 

page-order-received-supported (1setOf type2 keyword) 

                                                 [this spec]    8 

overrides (1setOf collection)                    [this spec]    8 

  pages (1setOf rangeOfInteger(MAX))             [this spec]    8 

  document-numbers (1setOf rangeOfInteger(MAX))  [this spec]    8 

  document-copies (1setOf rangeOfInteger(MAX))   [this spec]    8 

  <any other Job Template attributes that affect pages, 

   such as media or media-col>

overrides-supported (1setOf type2 keyword)       [this spec]    8 

page-ranges (1setOf rangeOfInteger(1:MAX))       [this spec]    8 

page-ranges-supported (boolean)                  [this spec]    8 

pages-per-subset (1setOf integer(1:MAX))         [this spec]    8 

pages-per-subset-supported (boolean)             [this spec]    8 

presentation-direction-number-up (type2 keyword) [this spec]    8 

presentation-direction-number-up-default (type2 keyword) 

                                                 [this spec]    8 

presentation-direction-number-up-supported (1setOf type2 keyword) 

                                                 [this spec]    8 

print-quality (type2 enum)                       [this spec]    8 

print-quality-default (type2 enum)               [this spec]    8 

print-quality-supported (1setOf type2 enum)      [this spec]    8 

printer-resolution (resolution)                  [this spec]    8 

printer-resolution-default (resolution)          [this spec]    8 

printer-resolution-supported (1setOf resolution) [this spec]    8 

separator-sheets (collection)                    [this spec]    8 

  media (type3 keyword | name(MAX))              [this spec]    8 

  media-col (collection)                         [this spec]    8 

  separator-sheets-type (type3 keyword | name(MAX))

                                                 [this spec]    8 

separator-sheets-default (collection)            [this spec]    8 

separator-sheets-supported (1setOf type2 keyword) [this spec]   8 

sheet-collate (type2 keyword)                    [this spec]    8 

sheet-collate-default (type2 keyword)            [this spec]    8 

sheet-collate-supported (1setOf type2 keyword)   [this spec]    8 

sides (type2 keyword)                            [this spec]    8 

sides-default (type2 keyword)                    [this spec]    8 

sides-supported (1setOf type2 keyword)           [this spec]    8 

x-image-position (type2 keyword)                 [this spec]    8 

x-image-position-default (type2 keyword)         [this spec]    8 

x-image-position-supported (1setOf type2 keyword) [this spec]   8 

x-image-shift (integer(MIN:MAX))                 [this spec]    8 

x-image-shift-default (integer(MIN:MAX))         [this spec]    8 

x-image-shift-supported (rangeOfInteger(MIN:MAX)) [this spec]   8 

x-side1-image-shift (integer(MIN:MAX))           [this spec]    8 

x-side1-image-shift-default (integer(MIN:MAX))   [this spec]    8 

x-side1-image-shift-supported (rangeOfInteger (MIN:MAX)

                                     )           [this spec]    8 

x-side2-image-shift (integer(MIN:MAX))           [this spec]    8 

x-side2-image-shift-default (integer(MIN:MAX))   [this spec]    8 

x-side2-image-shift-supported (rangeOfInteger (MIN:MAX))           

                                                 [this spec]    8 

y-image-position (type2 keyword)                 [this spec]    8 

y-image-position-default (type2 keyword)         [this spec]    8 

y-image-position-supported (1setOf type2 keyword) [this spec]   8 

y-image-shift (integer(MIN:MAX))                 [this spec]    8 

y-image-shift-default (integer(MIN:MAX))         [this spec]    8 

y-image-shift-supported (rangeOfInteger (MIN:MAX)) [this spec]  8 

y-side1-image-shift (integer(MIN:MAX))           [this spec]    8 

y-side1-image-shift-default (integer(MIN:MAX))   [this spec]    8 

y-side1-image-shift-supported (rangeOfInteger (MIN:MAX))

                                                 [this spec]    8 

y-side2-image-shift (integer(MIN:MAX))           [this spec]    8 

y-side2-image-shift-default (integer(MIN:MAX))   [this spec]    8 

y-side2-image-shift-supported (rangeOfInteger (MIN:MAX))

                                                 [this spec]    8 

Printer Description attributes:

document-creation-attributes-supported (1setOf type2 keyword)

                                                 [this spec]  10.1
Operation attributes:

document-message (text(MAX))                     [this spec]   9.1.18
17.2 Keyword attribute values

ACTION (Tom) - Need to list the keyword attribute values.  Do so by reference to the values registered for corresponding attributes.
17.3 Enum Attribute Values

The following table lists all the new enum attribute values defined in this document as additional type2 enum values.  These are to be registered according to the procedures in RFC 2911 [rfc2911] section 6.1.

  Value      Name                                Reference   Section:

  --------   ----------------------              ---------   -------

document-state (type1 enum)                      [this spec] 9.1.23
  3   pending                                    [this spec] 9.1.23
  5   processing                                 [this spec] 9.1.23
  7   canceled                                   [this spec] 9.1.23
  8   aborted                                    [this spec] 9.1.23
  9   completed                                  [this spec] 9.1.23
operations-supported (type2 enum)                [rfc2911]   4.4.15

  0x0033     Cancel-Document                     [this spec] 4.5 

  0x0034     Get-Document-Attributes             [this spec] 4.3 

  0x0035     Get-Documents                       [this spec] 3.3 

  0x0036     Delete-Document                     [this spec] 5.4 

  0x0037     Set-Document-Attributes             [this spec] 4.4 

17.4 Operations

The following table lists all of the operations defined in this document.  These are to be registered according to the procedures in RFC 2911 [rfc2911] section 6.4.

Operations                                       Reference    Section

--------------------------                       ---------    --------

Cancel-Document                                  [this spec]  4.5 
Delete-Document                                  [this spec]  5.4 
Get-Document-Attributes                          [this spec]  4.3 
Get-Documents                                    [this spec]  3.3 
Set-Document-Attributes                          [this spec]  4.4 
17.5 Attribute Group tags

The following table lists all the attribute group tags defined in this specification.  These are to be registered according to the procedures in RFC 2911 [rfc2911] section 6.5.

Value    Name                                    Reference     Section

-----    ------------------------------------    ---------     -------

0x09     document-attributes-tag                 [this spec]   12
17.6 Status codes

The following table lists all the status codes defined in this specification.  These are to be registered according to the procedures in RFC 2911 [rfc2911] section 6.6.

Value    Status Code Name                        Reference   Section

------   ------------------------------------    ---------   -------

0x0500:0x05FF - Server Error:

0x050B   server-error-too-many-jobs              [this spec]   13.1
0x050C   server-error-too-many-documents         [this spec]   13.2
18 Internationalization Considerations

The internationalization considerations for this extension for handling the Document object are the same as for handling the Job object in [rfc2911].

19 Security Considerations

The Document object should provide no more increased security considerations than the Job object.  The Printer MUST provide the same access control for Document objects as for Job objects.

The Printer implementer needs to consider counter measures for denial of service attacks for the Create-Job operation.  For example, a rogue client could issue repeated Create-Job and/or Send-Document/Send-URI requests in an attempt to exceed the capacity of the Printer to absorb such requests and thereby deny Job Creation and Document Creation requests from other clients.  For example, avoid a fixed set of allocations for Jobs and Documents.  Also be able to detect when an excessive number of Create-Job and Send-Document/Send-URI requests have been supplied.  In such a case, the Printer would return either a 'server-error-too-many-jobs' status code (see section 13.1) or a 'server-error-too-many-documents' status code (see section 13.2).
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23 Appendix A: Document operations compared to Job operations

This appendix compares the Document operations with the existing Job operations to show the parallelism.

Table 16 compares the Job and Document operations.  The two Conf. columns indicate the conformance requirements (REQUIRED = REQ, OPTIONAL = OPT) for the Job and Document operations respectively.  A “REQ” in the Document Conformance column means if the Document object is supported.  Whether a Document operation is a method on the Job object or the Document object depends on the modeling regime and is not an essential part of the semantics described here, since these semantics are intended to apply to both to object-oriented and object-based protocols, APIs, and implementations.

Table 16 - Document operations compared to Job operations

	Job operations
	Job Conf.
	Document operations
	Doc Conf

	Cancel-Current-Job
	OPT
	N/A, can only cancel a document explicitly by document number and explicit job id.
	OPT

	Cancel-Job
	REQ
	Cancel-Document
	REQ

	
	
	
	

	Get-Job-Attributes
	REQ
	Get-Document-Attributes
	REQ

	Get-Jobs
	REQ
	Get-Documents
	REQ

	Hold-Job
	
	N/A, can only hold an entire job.
	

	Print-Job
	REQ
	Send-Document (existing operation - see [rfc2911] with an additional Document attributes group defined in section 4.1)
	OPT

	Print-URI
	OPT
	Send-URI (existing operation - see [rfc2911] with an additional Document attributes group defined in section 4.2)
	OPT

	
	
	
	

	Promote-Job
	OPT
	N/A, can only promote an entire job
	

	Purge-Jobs
	OPT
	Delete-Document
	OPT

	Release-Held-New-Jobs
	OPT
	N/A, can only release entire jobs
	

	Release-Job
	OPT
	N/A, can only release an entire job
	

	Reprocess-Job
	OPT
	N/A, can only reprocess an entire job
	

	Restart-Job
	OPT
	N/A, can only restart an entire job
	

	Resume-Job
	OPT
	N/A, can only resume an entire job
	

	Schedule-Job-After
	OPT
	N/A, can only schedule an entire job
	

	Set-Job-Attributes
	OPT
	Set-Document-Attributes
	OPT

	Suspend-Current-Job
	OPT
	N/A, can only suspend an entire job in order to run another one
	

	Validate-Job
	REQ
	N/A, use Validate-Job to validate a single document or each document in a multi-document job.
	


24 Annex B: IEEE-ISTO 5100.4-2001 Document Overrides (informative)

With the introduction of the Document Object, there is no longer a need for the “document-overrides” (1setOf collection) attribute [pwg5100.4-2001] as an Operation attribute or a Template attribute.  A new Overrides document [OvrRide] without the “document-overrides” attribute will be published.  With the introduction of the Document object, the client simply supplies the Document Template attributes (see Table 10) for each Document Creation request (in a new Document Template attribute group).  There is no longer a need for the “document-overrides” attribute.    

Page Overrides will be specified in a new document [OvrRide] that replaces the obsolete [pwg5100.4-2001].   Other [pwg5100.4-2001] features such as Subset Processing and Error/Warning counts have been moved to other specifications. 

25 Annex B: Change Log (informative)

The following summaries of the changes in chronological order:

Version 0.3, 9 September 2002:

1. Reformatted as an IEEE-ISTO standard and added the usual sections for a standard.

2. Added “original-requesting-user-name” Operation attribute to Table 8.

3. Added “y” to “output-bin” in Table 10 so it MAY be a Document Template attribute.

4. Clarified the * and  in Table 11 - Job and Document Description attributes.

5. Added section 9.1.1 all of the Printer attributes defined In any IPP standard.

6. Allocated operation-id enums in section 11 to the 7 Document operations.

7. Added the conformance section 14
8. Completed the IANA Considerations section 0.

Version 0.4, 14 October 2002:

1. Added the operation specifications.

2. Added the Create-Document and Send-Data to be more parallel with Jobs and support PWG PSI.

3. Resolved the 15 issues in version 0.3 as discussed on the mailing list.

4. Added the Attribute Precedence section 6.

5. Added [ippsave] attributes.

6. Added job-mandatory-attributes, job-cover-back, job-cover-front, job-copies, job-finishings, job-finishings-col. document-id-uri, and redirect-uri.

Version 0.5, 25 October 2002, as a result of the PWG Semantic Model telecon, October 24, 2002:

1. Fixed the title to say “Proposed Standard” and removed the 5100.n number until the document is approved by the PWG Last Call to progress as a Draft Standard.

2. Changed Cancel-Document from OPTIONAL to REQUIRED.

3. Added Table 4 and Table 5 to show the request and response signatures of the Document Creation and Validation operations.

4. Renamed the “document-number” Operation attribute to “input-document-number”, to agree with [pwg5100.4-2001] and because the Document object is really the Input Document (as opposed to the Output Document).  The Printer copies this value to the Document’s “document-number” Document Description attribute.

5. Clarified that the Printer MUST reject a Create-Document request if the “document-number” already exists.

6. Clarified that the client cannot supply Subscription attributes in any Document Creation requests.

7. Added “document-message” (text(127)) Operation attribute to the Document Creation requests to go with the “document-message” agreement (see point #15 ).

8. Fixed Create-Document response to return Job status attributes in Group 3 and Document status attributes in Group 4.

9. Required the Printer to return just the “document-number” and “document-id-uri” (uri) Document Description attribute in a Document Creation response.

10. Added the “document-mandatory-attributes” Operation attribute.

11. Separated the returned Job status attributes and the Document status attributes into two groups, one Job Attributes and the other Document attributes.

12. Allowed the client to supply or omit the “document-uri” Operation attribute in a Validate-Job request.

13. Clarified that the “document-number” Operation attribute MUST follow the Printer and Job Target in Group 1.

14. Changed the Get-Documents response when there is no “requested-attributes” to simply “document-number” and “document-id-uri” to be parallel with the Get-Jobs operation.

15. Changed the “message” Operation attribute in Cancel-Document and Cancel-Current-Document to “document-message” Operation attribute which the Printer copies to the “document-message” Document Description attribute for use both by the user and the operator.

16. Clarified that the “document-state-reasons” values never affect Job scheduling.

17. Made Job Level - page override programming higher precedence than Document level Document object attributes.

18. Clarified PDL document data precedence and its relationship to Job Template attributes ending with “-requested”.  

19. In Table 8, flagged the Operation attributes that the Printer copies to the corresponding Job and Document Description attributes in Document Creations operations.

20. Fixed “job-mandatory-attributes” Operation attribute so its only supplied at Job level, now that we have “document-mandatory-attributes” Operation attribute.

21. Clarified that “ipp-attribute-fidelity” can be supplied at both the Job and Document Levels and how it interacts with “job-mandatory-attributes” and “document-mandatory-attributes” Operation attributes.

22. Disallowed “output-bin” at the Document Level (and Page Level).  It subsets the single stream of Input-Pages across Input-Documents.

23. Disallowed “page-ranges” at the Page Level.

24. Disallowed “pages-per-subset” at the Document level (and Page Level).

25. Disallowed “separator-sheets” at the Page Level.

26. Added “document-printer-up-time” Document Description attribute for Get-Documents and Get-Document-Attributes responses that the Printer MUST support, just like “job-printer-up-time” Operation attribute for Get-Jobs and Get-Job-Attributes.

Version 0.6, 13 January 2003, agreements from New Orleans October PWG meeting and subsequent telecons:

1. Deleted the Cancel-Current-Document and Validate-Document operations.

2. Deprecated the “input-document-number” Operation attribute from the Document Creation operations.

3. Deleted the “document-mandatory-attributes” Operation attribute to align with the PWG Semantic model.  So both specifications have only the “job-mandatory-attributes” Operation attribute.  The client can only supply at the Job Level.  The Document Level inherits from the Job Level.

4. Increased “document-message” Operation attribute length from 127 to MAX (1023) octets.

5. Clarified that “ipp-attribute-fidelity” and “job-mandatory-attributes” can only be supplied at the Job Level; the Document level inherits their values.

6. Added “ipp-attribute-fidelity” and “job-mandatory-attributes” Job Description attributes.

7. Added the “media-size-name” as a member attribute of “media-col” and as a separate Job Template attribute as used by UPnPv1 and UPnPv2.

8. Added the “media-type” as a Job and Document Template attribute on its own as used by  UPnPv1 and UPnPv2 (as well as leaving it as a member attribute of the “media-col” Job and Document Template attributes).

9. Renamed “document-printer-up-time” Document Description attribute to simply “printer-up-time”.

10. Added the following Job Description attributes: “ipp-attribute-fidelity”, and “job-mandatory-attributes”.

11. Removed the following Document Description attributes: “ipp-attribute-fidelity”.

12. Added the following Document Description attributes: “document-format-detail”, “document-format-detected”, “job-id”, “job-printer-uri”, “job-uri”, “output-device-assigned”.

13. Defined all of the Document Description attributes, often with references to other specifications, so that they appear in the table of contents.

Version 0.7, 14 March 2003, agreements from the Maui January PWG meeting and subsequent telecons:

1. Fixed up the file naming and numbering to agree with the latest PWG process agreements.

2. Updated the Abstract and Introduction to reflect the additions.

3. Fixed cross references to use the standard numbers as agreed, rather than mnemonic references.

4. Deprecated the “input-document-number” Operation attribute ([pwg5100.4-2001] section 9.2.1 in the Create-Document Requests

5. Renamed Send-Data to Send-Document-Data to more clearly reflect the scope of the operation.

6. Added the REQUIRED Close-Job operation to close a job that contains Document objects.  Using “last-document” still works too and the Printer MUST support both ways.

7. Retained the idea that the Printer MUST NOT copy down any attributes supplied in the Job Creation operation to the Document object as observable in Document object query responses.  Document objects inherit that effect from the Job object.

8. Added the following operation and Document Description attributes: document-container-summary (collection), document-creator-application-name (name(MAX)), document-creator-application-version (text(127)), document-creator-os-name (name(40)), document-creator-os-version (text(40)), document-format-device-id (text(127)), document-format-version (text(127).  The “document-container-summary” collection attribute may contain them, plus “document-format” and “document-natural-language”.

9. REQUIRED Printers to support “document-format-version” Document Description.

10. Deprecated “document-overrides” and indicated that the agreement is to re-issue [pwg5100.4-2001] without “document-overrides”.

11. Prefixed the following three Document Description attributes that are copies of Job Description attributes with “document-“ so that no Document attribute has a “job-“ prefix:  “job-printer-uri” becomes “document-job-printer-uri”, “job-uri” becomes “document-job-uri”, and “job-id” becomes “document-job-id”.

12. Added the encoding for the “document-attributes-tag” as 0x09.

13. Updated the IANA Registration section, but still needs more work.

Version 0.8, 24 March 2003, agreements from the March 20 telecon:

1. Changed the name of the Send-Document-Data back to Send-Data to keep the name short.  There wasn’t support for keeping the name of the object affected in the name of the operation.

2. Changed “job-mandatory-attributes” operation/Job Description attribute so that a Printer MUST support it.

3. Changed the name of the collection attribute back to “document-format-details”.

4. Removed the Operation attributes and Document Description attributes that were already in the member attributes of “document-format-details”, so that any details must use the “document-format-details” (1setOf collection).

5. Clarified that with the removal of “document-overrides”, that the client can achieve subset finishing using “pages-per-subset” and “page-overrides”.

6. Clarified that a Printer that supports “page-overrides” Document Template attribute MUST also support it as an Operation attribute in Send-Document and Send-URI, but not Create-Document, for backward compatibility.

7. Clarified that containers may contain containers, but that the “document-format-details” MUST be flattened, if present.

8. Clarified that the collection values MAY describe the container format itself, in which case, it must be the first collection value.

9. Added “document-format-details-detected (1setOf collection) Document Description attribute.

10. Clarified that “document-natural-language” identifies the primary or first language if a Document contains more than one language.

11. Added document-format-details-supported (1setOf type2 keyword) Printer Description attribute.

12. Added document-format-details-implemented (1setOf collection) Printer Description attribute.

13. Clarified that a Printer MUST support the “document-creation-attributes-supported” (1setOf type2 keywords) Printer Description attribute.

Version 0.9, 7 April 2003, agreements from the April 3 telecon:

1. Added “document-charset” (charset), “document-digital-signature” (type2 keyword), “document-format-version” (text(127)), and “document-natural-language” (naturalLanguage) Operation and Document Description attributes and corresponding “xxx-default” and “xxx-supported” Printer Description attributes.

2. Changed the “document-natural-language” member attribute of “document-format-details” (1setOf collection) operation attribute to be 1setOf, but kept the top level “document-natural-language” Operation attribute as single-valued.

3. Added Summary Table 2 of new Operation/Document Description attributes. 

4. Defined CONDITIONALLY REQUIRED and CMUST Conformance Terms.

5. Deleted the “document-id-uri” Operation attribute no longer needed by PSI.

6. Changed “ipp-attribute-fidelity” so it doesn’t affect operation attributes, so it is the same as in [rfc2911].

7. Clarified the operation attributes supplied at the Job Level in Print-Job and Print-URI versus Create-Job by introducing the “p” notation in Table 8.

8. Added columns to  Table 8 to show the corresponding Document Description attributes and the “xxx-default” and “xxx-supported” Printer Description attributes.

9. Clarified that all of the new Operation attributes are hints, except “document-charset” and “document-format” and that the client can turn them into Must Honor by supplying their keyword attribute names in the “job-mandatory-attributes Operation attribute.

10. Add the unique lang prefix from the Printer MIB to all “document-format-version” values, so that they can all be in a single flat list for the Printer’s “document-format-version-supported” Printer Description attribute.

Version 0.10, May 1, 2003, agreements from the May 1 telecon:

1. Removed the conformance language from the Abstract.

2. Clarified that the "job-mandatory-attributes" can include keywords that the Printer doesn't support.  The rejection occurs only if the client actually supplies the unsupported Template attribute in a request.

3. Clarified that a Print-Job is indistinguishable to Create-Job and one Send-Document.

4. Added that the Printer MUST reject a redundant Close-Job.

5. Clarified that the Printer MUST validate Create-Document in the context of the Job as a whole, including previous Documents in the same Job.

6. Split Table 7 of Operation Attributes into two.  Show the syntaxes for the "xxx-default" and "xxx-supported" attributes in the first table.

7. Split the Print-Job/Print-URI from the Create-Job into two columns.

8. Added "output-device-requested" Operation attribute.

9. Added the Printer options (reject, hold, ignore) when the client supplies unsupported values in the Operation attributes for all but "compression", "document-charset", "document-format".

10. Use the 'application/vnd.PWG-XXX' for unregistered Printer MIB printer languages.

11. Added "output-device-requested (name(127) Operation/Job Description attribute for Job Creation operations.

12. Added "document-format-target" (mimeMediaType) and "document-format-version-target" (text(127) Job Template and Document Template attributes.

13. Clarified that a Document Template attribute share the "xxx-default" and "xxx-supported" Printer attribute values with the Job Template attribute of the same name.

14. Added that Document Template attributes MAY have corresponding "xxx-actual" Document Description attributes.

15. Added "document-format-version-detected" Document Description attribute.

16. Added 'digital-signature-did-not-verify', and 'digital-signature-type-not-supported', and [job-]errors-detected' to "job-state-reasons" and "document-state-reasons".

17. Added 'job-digital-signature-wait' to "job-state-reasons".

Version 0.11, May 9, 2003, agreements from the May 1 telecon:

1. Split the document up into 3 separate documents. 

a. The Document Object extension to IPP

b. Job and Document extensions to IPP from IPPFAX, PSI and others

c. Future extensions

2. Added 'server-error-too-many-jobs' and 'server-error-too-many-documents' statues codes.

3. Removed Create-Document and Send-Data operations.

4. Removed Job State and job-state-reasons info

Version 0.12, June 3, 2003, 

1. Incorporated Tom’s editorial changes. 

2. Made changes from the May 22 telecon:

a. Replaced 5100.4 with OvrRide

b. Removed [job-] convention everywhere

c. Removed “hints”

d. Added HW defaults to precedence

e. Fixed all table headers

f. Removed Close-Job

3. Updated references throughout

4. added xxx-supported and xxx-default IANA registrations

5. Removed “forwarding server” discussion

6. Removed “overrides” operational attribute in document operations.  “overrides” are now treated as any other Template attribute

� This specification lists all attributes defined in other IPP specifications at the time of publication of this specification.  No attempt will be made to keep this specification up to date after publication.


� The Document object is not a sub-job.  If Job trees are desired where sub-jobs can be on different network nodes, such as in JDF, then a separate specification should be generated for Job trees.  


� In [rfc2911] the Create-Job and Send-Document operations are OPTIONAL for a Printer to support.


� The Printer MUST support the “document-charset” operation/Document Description attributes if the Printer supports a document-format in which the charset may be ambiguous in the Document content, such as ‘application/vnd.hp-PCL’ where the charset escape sequence MAY be omitted from the data (see [jobx] §3.2.1).


� The Printer MUST support the “document-format-details” operation/Document Description attributes, if the Printer supports a packaging document format, such as ‘application/zip’ or ‘multipart/related’


� [rfc2911] uses the terms “Printer object” and “Printer” interchangeably to mean the same thing.  For simplicity, this document uses the term “Printer” exclusively, except for definitions copied directly from [rfc2911].  None the less, the  intent is as in [rfc2911]: a Printer is an object that MAY be hosted in the device or in a server as in [rfc2911].


� The PWG Semantic Model [pwg-sm] calls the Operation attributes supplied by the client: Job Description attributes or Document Description attributes for the Job Creation and Document Creation operations, respectively.  The [pwg-sm] also calls Job Template attributes and Document Template attributes: Job Processing and Document Processing attributes, respectively.  Each Processing attribute is defined to be a Job Processing or a Document Processing attribute, but is not both.  The client can supply both Job Processing and Document Processing attributes in a Job Creation operation, in which case the Document Processing attributes server as defaults for the Document objects.  In the [pwg-sm] the Printer copies all of these client’s supplied attributes to the Job or Document object.  [pwg-sm] Read-only Job and Document attributes that the Printer sets are called Job Status and Document Status attributes (instead of Description attributes).


� The Printer MUST NOT copy up to the Job object any Document attributes supplied at the Document Level in Create-Document, Send-Document, or Send-URI to the Job object as observable by the client in any Get-Job-Attributes operation responses.


� The Printer MUST NOT copy up to the Job object any Document attributes supplied at the Document Level in Create-Document, Send-Document, or Send-URI to the Job object as observable by the client in any Get-Job-Attributes operation responses.


� The value of the “ipp-attribute-fidelity” Operation attribute has no effect on other Operation attributes supplied by the client, only on Job Template and Document Template attributes supplied by the client.


� The Printer MUST support the “job-mandatory-attributes” Operation/Job Description attributes for conformance to this Document Object specification.  However, an implementation that isn’t supporting the Document Object MAY still support the “job-mandatory-attributes” Operation attribute.  See the definition of REQUIRED in section � REF _Ref486620936 \r \h ��2.1�.


� In [rfc2911] the Create-Job operation is OPTIONAL for a Printer to support.


� In the PWG Semantic Model, attributes are classified as Job Processing versus Document Processing in their definition.  The client supplies them in separate Job Processing or Document Processing groups in the Job Creation operation.  Such Document Processing attributes are defaults for subsequent Document Creation operations for that Job.


� This specification REQUIRES the Printer to support the Send-Document operation while [rfc2911] did not.  This difference is because this specification REQUIRES the Printer to support multiple document jobs, while [rfc2911] did not.


� The Supported Printer attribute is named “charset-supported” (see [rfc2911] section 4.4.18), rather than "attributes-charset-supported".


� There is also a "document-format-details-implemented" (1setOf collection), see [jobx] §7.7.


� The Supported Printer attribute is named “reference-uri-schemes-supported” (see [rfc2911] section 4.4.27), rather than "document-uri-supported".


� The Supported Printer attribute is named “operations-supported” (see [rfc2911] section 4.4.15), rather than "operation-id-supported".


� The Supported Printer attribute is named “ipp-versions-supported” (see [rfc2911] section 4.4.14), rather than "version-number-supported".


� The Printer MUST support the “document-charset” Operation/Document Description attributes, if the Printer supports a charset-ambiguous document format (see [jobx] §3.2.1


� The Printer MUST copy the “document-format” Operation attribute to the corresponding (new) Document Description attribute defined in this specification.


� The Printer MUST support the “document-format-details” Operation/Document Description attributes if the Printer supports a packaging MIME type document format, such as ‘application/zip’ or ‘multipart/related’.


� The “document-uri” Operation attribute MUST be supplied in the Print-URI Job Creation operation and the Send-URI Document Creation operation, and MUST NOT be supplied in other operations.


� The Printer MUST copy the “ipp-attribute-fidelity” Operation attribute to the corresponding (new) Job Description attribute defined in this specification so that the Printer can remember its value for subsequent Document Creation operations.


� The Printer MUST copy the “last-document” Operation attribute to the corresponding (new) Document Description attribute defined in this specification so that the client can determine the last document when querying the Document objects.


� The Printer MUST copy the “printer-uri” Operation attribute to the Job’s “job-printer-uri” Job Description attribute and Document’s “document-printer-uri” Document Description attribute.


� The Printer or Notification Server returns the “redirect-uri” Operation attribute in order to redirect the Get-Notification operation to a Notification Server or back to the original Printer.


�  The IPP “copies” attribute is an extensive attribute, so its effect when supplied at the job level is not always inherited by the documents in a multi-document job.  Instead, its effect depends on the value of the “multiple-document-handling” Job Template attribute.  The ‘single-document’ and ‘single-document-new-sheet’ values produce copies of the job as a whole with the multiple input documents concatenated into a single output document for each job copy.  The ‘separate-document-uncollated-copies’ value produce N copies of the first input document followed by N copies of the second input document, etc.  The ‘separate-document-collated-copies’ produce N successive job copies, each job copy consisting of 1 copy of the first document followed by 1 copy of the second document, etc.


� The IPP “finishings” and “finishings-col” attributes are extensive attributes, so their effect when supplied at the Job Level is not always inherited by the documents in a multi-document job.  Instead, their effect depends on the value of the “multiple-document-handling” Job Template attribute.  The ‘single-document’ and ‘single-document-new-sheet’ cause the finishing to be applied to each job copy as a whole.  The ‘separate-documents-collated-copies’ and ‘separate-document-uncollated-copies’ values cause the finishing to be applied to each document. 


� The effect of the IPP “force-front-side” and “insert-sheet” attributes when supplied at the job level of a multi-document job depends on the value of the “multiple-document-handling” Job Template attribute.  For the ‘single-document’ and ‘single-document-new-sheet’ values, the pages are numbered as a single set from 1 to n for the job as a whole.  For the ‘separate-documents-collated-copies’ and ‘separate-document-uncollated-copies’ values, the pages are numbered from 1 to n for each document separately.  


� The “job-copies” Job Template attribute makes copies of the entire job and MUST NOT be supplied at the Document or Page Level.  The “job-copies” Job Template attribute is equivalent to “copies” with “multiple-document-handling” = ‘single-document-new-sheet’.


� The “job-cover-back” Job Template attribute makes a single back cover for each job copy and MUST NOT be supplied at the Document or Page Level.  The “job-cover-back” Job Template attribute is equivalent to “cover-back” with “multiple-document-handling” = ‘single-document-new-sheet’.


� The “job-cover-front” Job Template attribute makes a single front cover for each job copy and MUST NOT be supplied at the Document or Page Level.  The “job-cover-front” Job Template attribute is equivalent to “cover-front” with “multiple-document-handling” = ‘single-document-new-sheet’.


� The “job-finishing” Job Template attribute finishes each job copy as a whole and MUST NOT be supplied at the Document or Page Level.  The “job-finishings” Job Template attribute is equivalent to “finishings” with “multiple-document-handling” = ‘single-document-new-sheet’.


� The “job-finishing-col” Job Template attribute finishes each job copy as a whole and MUST NOT be supplied at the Document or Page Level.  The “job-finishings-col” Job Template attribute is equivalent to “finishings-col” with “multiple-document-handling” = ‘single-document-new-sheet’.


� The “job-message-to-operator” Job Template attribute has no corresponding Document Template attribute.  Instead, the user and operator communicate with each other using the same “document-message” Operation attribute which the Printer copies to the “document-message” Document Description attribute.


� UPnPv1 and UPnPv2 define a separate MediaType Job Template attribute with the same values as the “media-type” member attribute of “media-col”.


� A Printer MUST support the "multiple-document-handling" Job Template attribute with at least one value.


� The effect of the IPP “page-overrides” Job Template attribute when supplied at the job level of a multi-document job depends on the value of the “multiple-document-handling” Job Template attribute.  For the ‘single-document’ and ‘single-document-new-sheet’ values, the pages are numbered as a single set from 1 to n for the job as a whole.  For the ‘separate-documents-collated-copies’ and ‘separate-document-uncollated-copies’ values, the pages are numbered from 1 to n for each document separately. 


� The client MUST supply the “pages-per-subset” Job Template attribute at the Job Level and can only be used when the “multiple-document-handling” Job Template attribute is ‘separate-documents-collated-copies’ or ‘separate-documents-uncollated-copes’, since the purpose of the “pages-per-subset” attribute is to produce separate output documents for each subset.  Otherwise, the Printer MUST ignore the “pages-per-subset” attribute.


� Document Description attributes that the client can supply in a Job or Document operation as Operation attributes (indicated with () comprise all of the Document Description attributes in the PWG Semantic Model ([pwgsm]).  Those Document Description attributes that clients cannot supply values correspond to Document Status attributes in the PWG Semantic Model.


� The Printer MUST support the “document-charset” Operation/Document Description attributes if the Printer supports any charset-ambiguous document formats (see [jobx] §3.2.1).  


� The Printer MUST support the “document-format-details” Operation/Document Description attributes if the Printer supports a packaging MIME type document format, such as ‘application/zip’ or ‘multipart/related’.


� The “job-message-from-operator” Job Description attribute has no corresponding “document-message-from-operator” (text(127)) Document Description attribute.  Instead, both the user and the operator use the “document-message” (text(127)) operation/Document Description attribute (see section � REF _Ref30486937 \r \h ��9.1.18�) to communicate with each other.


� The Document Description attribute that corresponds to the “job-name” Job Description attribute is the (existing) “document-name” attribute defined in [rfc2911].


� The Printer MUST support the “job-printer-make-and-model” Job Description attribute if the “job-save-disposition” Job Template attribute is supported.


� The Printer sets the “job-printer-uri” Job Description attribute from the “printer-uri” Operation attribute.


� The Document Description attribute that corresponds to the “job-state” Job Description attribute is the (new) “document-state” attribute.


� The Document Description attribute that corresponds to the “job-state-message” Job Description attribute is the (new) “document-state-message” attribute.


� The Document Description attribute that corresponds to the “job-state-reasons” Job Description attribute is the  (new) “document-state-reasons” attribute.


� [rfc2911] did not define a “document-format” Document Description attribute; it is a new attribute defined in this specification.


� The Document object is not really a sub-job.  If the Document object were its own independent active object, i.e., were a sub-job, then the Document state would affect the job state and there would be complex and debatable roll-up rules for how the various “document-state” values of all of the Job’s document are rolled up to give a single value for the Job’s “job-state” attribute.  Instead, the Job state reflects the overall processing of the job and is the same whether or not the Document object is supported.


� For the PWG Semantic Model [pwg-sm], the “job-” prefix is being dropped altogether so that the same values can be used for both the JobStateReasons and DocumentStateReasons attributes.  


� The Printer MUST support the “document-charset-default” and “document-charset-supported” Printer Description attributes, if the Printer supports a charset-ambiguous document format (see [jobx] §3.2.1).


� The Printer MUST support the “document-format-details-supported” and “document-format-details-implemented” Printer attributes if the Printer supports a packaging document format, such as application/zip or multipart/related.


� The Printer does not return the “media-col-database” attribute when the client requests ‘all’ or ‘printer-description’ attribute group because there MAY be a large number of values.  Instead the client MUST query “media-col-database” explicitly in a Get-Printer-Attributes request.


� A Printer MUST support "multiple-document-handling-default", "multiple-document-handling-supported", "multiple-document-jobs-supported", and "multiple-operation-time-out" Printer attributes since the Printer MUST support multiple document jobs, even though they are OPTIONAL for a Printer to conform to [rfc2911].


� The Printer MUST support “reference-uri-scheme-supported” Printer Description attribute, since the Send-URI operation is REQUIRED.
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