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Abstract
This docunent specifies the QUALDOCS (@) protocol. The QD requirenents
are derived fromthe requirenents for Internet Fax [1].
In summary QD is used to provide a synchronous, reliable exchange of
i mage docunents between clients and servers. The prinary use envi saged
of this protocol is to provide a synchronous inage transm ssion service
for the Internet. Contrast this with the store and forward fax-1ike
protocol specified in [2] and [3].
Thi s docunent proposes that the QD protocol should use an extended
version of IPP1.1 [4], [5].
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1 I nt roducti on.

Note - It is assuned that the reader is famliar with I PP

Q@ is primarily intended as a nethod of supporting a secure, high

qual ity docunent distribution protocol over the Internet. It therefore
di scusses paper, pages, scanning and printing, etc. There is however no
requi renent that the input docunents cone from actual paper nor is
there a requirenent that the output of the process be printed paper.
The only conformance requirenments are those associated wth the
exchange of data over the network.

1.1 Namespace used
The extension specified in this docunent uses the prefix 'Q>' for all
new | PP el enents created

1.2 Model

Thi s proposal defines a |ogical nodel of a @ interchange. The

following terms are introduced: -

"Sender'. This is the agent (software, hardware or some comnbi nation)

that is used to transnmit a docunment to a receiver

"Receiver'. This is the agent that receives the docunment sent by the

sender.

"Docunent'. A docunent is a set of one or nore pages that the sender

sends to the receiver.

"Sendi ng user'. The person interacting with the sender

'Receiving user'. The intended human recipient of the docunment being

sent.

'QD Job'. An IPP job submitted by a sender.

' Conbi ned Device'. This is a software / hardware conbination that is

both a sender and a receiver. This is expected to be a conmnon

configuration. There are specific requirenents for this type of device
see ' Combi ned Devi ces'.

1.3 Typi cal exchange

The sending user determnes the address of the receiver . see
" Addressing'. This docunent does not specify how the sending user does

this. Possible nethods include directory |ookup, search engines,
busi ness cards, network enuneration protocols such as SLP, etc.
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The sendi ng user | oads the docunent into the sender, indicates the
recei ver's address and starts the exchange.

The sender determ nes whether or not the receiver is a QD capable
device . see 'QD detection'

The following identities are determ ned and exchanged: sender, sending
user, receiver and receiving user . see 'ldentity exchange'

The sender scans the docunents and converts theminto an acceptable
data format . see 'data formats'

This data is transmitted to the receiver . see 'Data Transm ssion'.

The sendi ng user receives a confirmation that the receiver received the
docunment . see 'Confirnmation'

If the sender is unable to initiate or conplete the exchange then it is
assuned that it will performsonme formof retry. The nechani sns used
and the user-visible behavior in this case is an inplenenter's choice
beyond the scope of this docunent.

1.4 Gat eways
The @ protocol may be used as a gateway protocol to or from other
i mage transmi ssion systens. See ' Gateways to other systens' |ater

2 QD detection
A sender needs to determ ne whether or not the destination URL it has
represents: -

a) Avalid |IPP destination

b) A @ receiver (not all IPP destinations are Q@ receivers)
Thi s docunent does not specify howto performthe first validation
Refer to the IPP inplenmenter's guide [6].
To performthe second validation a sender SHOULD execute an | PP 'get-
printer-attributes' operation to retrieve the 'Qreceiver' attribute.
If the PP printer supports this attribute then sender can be sure that
it is a @receiver. If not then the sender nay choose to abandon the
exchange or to enter degraded node.

2.1 Degr aded Mode

@ describes a variation of IPP . it is perfectly possible for a
conplete QD-Ii ke exchange to take place between a QD client and an | PP
printer.

Fromthe viewpoint of QD this is a degraded node of operation. The main
features that will be nissing are:-

CGuar ant eed exchange: Since | PP does not mandate any data formats it is
possi bl e that the sender may not be able to di scover a conmpbn data
format that both it and the printer support.

Identity exchange: |IPP does not provide the definitive identity
exchange that QD does. In many cases however this is acceptable
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3 Data formats
In order to usefully exchange docunents between arbitrary @ end points
there nust be sone agreenent on what formats are used to represent the
data. This docunent therefore defines two things:-
A nmechani sm for negotiating data formats
A mninmal set of docunent formats that all senders and receivers
need to inpl ement

3.1 Format negoti ati on

The format negotiation is very sinple. The sender SHOULD use the | PP
'get-printer-attributes' operation to read the 'docunent-fornat-
supported' attribute of the receiver. The sender then either selects
the nost appropriate format or decides that it cannot interact with the
receiver. Note that this docunment does not specify the sender behavi or
in the latter case.

Addi tional fornmat negotiation may take place depending on the gross
format selected (see TIFF-FX below). The additional negotiation is
performed by the sender reading one or nore format specific IPP printer
attributes.

Note that a sender MAY use any neans it chooses to detern ne what
format to send. It nay have a-priori know edge of the receiver or
determ ne that it can support other data formats using sonme ot her
nmechani sm (for exanple it can read the receiver's manufacturer and
nodel and therefore determine the formats supported). The sender SHOULD
NOT send any data fornmat that the receiver does not support. If it does
so the receiver will reject it (IPP conformance).

The sender MAY send any supported format to the receiver. It is the
sender's choice; the receiver has no way of indicating preferred
formats

The sender MUST specify the data fornmat being sent by including the
(optional in IPP) job attribute 'docunent-fornmat'

3.2 TIFF-FX

A receiver MJST support TIFF-FX format [8]. This means that the

" docunent - f or mat - support ed' printer attribute MUST contain
"application/tiff". The confornmance requirenents are those laid out in
[8], this specifies what profiles are required and what profiles are
optional. For exanple a B&Wrecei ver MJST support profile S (MH) and
may choose to support profile J (JBIG.

To enabl e the sender to determine what 'flavor' of TIFF-FX to use the
recei ver MJUST support the 'QD TIFF-capabilities' attribute.

[ NOTE: There is sone debate about what profiles, resolution, etc., of
FX shoul d be nandated. It seens to nme that the right thing to do is to
mandat e conformance with 2301. If 2301 does not specify the right
conformance levels then it should be changed (given that it was
designed specifically for this application).
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| also think that we do not need to nandate a lot. Gven that | have
defined a flavor detection nmechanisma sender can tell if a receiver
support JBI G or not, supported resolutions, etc. The inportant point is
that by mandating FX we all get into the sane ball park- s smart client
can do the rest]

4 I dentity exchange

4.1 Sendi ng user

The sending user identity SHOULD be sent to the receiver. The identity
is specified in a new|IPP job attribute . 'QD sendi ng-user-identity'.
This is in mme vcard [12] fornat.

4.2 Recei vi ng User

The identity of the intended receiving user SHOULD be included in a
request. The identity is specified in a new IPP job attribute, 'QD
recei ving-user-identity'. This is in mnme vcard format[12].

4.3 Sender

The sender MUST have an identity in the same way that a fax machi ne has
a sending station ID. The sender's identity MJST be sent to the
receiver using a new | PP job attribute, 'QD sender-identity'.

The value of this identity is not specified but SHOULD be a val ue that
can reasonably be expected to uniquely identify the device. A value
derived fromthe MAC address would be a reasonable starting point.

4.4 Recei ver

The recei ver MIST have an identity that the sender MAY read. The

recei ver MJST nmeke this available via a new IPP printer attribute, 'QD>
recei ver-identity'.

The sane rules apply as for the sender identity.

5 Dat a Exchange

5.1 Addr essi ng
The receiver's address MJST be an I PP1.1 URL using the '"ipp' schene.
Exanpl e: <i pp://ww. acne. cont i pp/ pri nt 5>

5.2 Transm ssi on

Docunents MJUST be sent using the | PP print-job operation. There is no
requi renent for the receiver to support any other | PP job subm ssion
operations.

The sender MAY include any valid job description or job tenplate
attributes.
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5.3 Confirmation

The sender knows when the receiver has successfully received the entire
docunent, the sender can then informthe sending user.

The sender SHOULD use the successful end of the print-job operation as
an indication that the receiver has received the docunent.

5.4 Cover Pages
A receiver MAY create a cover page to be placed at the begi nning of the
recei ved docunment. This nmechanism replaces (and uses the sane
attributes) the I PP job sheet system
The format of the cover page is not specified by this docunent but
SHOULD i ncl ude: -

The sending users details . from' QD sendi ng-user-identity'

The receiving user details . from'QDreceiving-user-identity'

The sender's identity . from' QD sender-identity

The receiver's identity . from'QDreceiver-identity

The | ocal date and tine

The subject . fromjob-description

. The page count . from job-nmedi a-sheets if it was supplied

In sone cases a client may not want a cover page to be autonmmtically
generated (there mi ght already be a cover page included in the
docunent). It MAY therefore set the job-sheets job attribute to 'none'
to indicate that it does not want a cover page.

5.5 Identity Stamping
The recei ver SHOULD pl ace the receiver identity on the first page of
the received docunent.

5.6 Conbi ned Devi ces

If a device inplenents both a sender and a receiver then there are
certain things it is required to do.

The '@ sender-identity' MJST be the same as the 'QDreceiver-
identity'. That means that they match byte for byte.

The sender MUST include the address of its receiver conmponent in every
request. It does this with a new IPP job attribute, 'QDreturn-
address'.

A non-conbi ned device MAY include a ' Q@-return-address' in a request.

6 | PP | npl emrent ati on

The receiver MJST inplenent a fully conformant I PP1l.1 printer object.
There is no requirenent for the receiver to inplenent any of the
optional features of IPP unless explicitly stated el sewhere in this
docunent .
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QD restricts the use of IPP in certain cases. One aimis to nake
attaching a receiver to the Internet a safe option . see 'security
consi derations'

6.1 Cancel i ng j obs

It is inappropriate for a sender to transmt a docunment, receive
confirmation of its arrival and then cancel it. Therefore: -

The sender SHOULD NOT attenpt to cancel the print job once it has been
sent to the receiver.

The receiver MJST reject cancel job operations targeted at QD j obs.
(The receiver can deternmine that this is a QD job by the presence of
the mandatory ' QD-sender-identity' job attribute). The 'cancel -job'
operation therefore becomes a privileged operation on all QD jobs. This
is a change to the | PP behavi or

6.2 Queryi ng jobs
The public nature of QD interactions nake it inappropriate for a sender
to be able to query a receiver for information about jobs that it did
not send.
The MJST restrict the job attributes that any sender can request for
any QD job in a 'get-jobs' or 'get-job-attributes' operation to: -

job-id, job-UR

j ob-k-octets, job-k-octets-conpleted

j ob- medi a- sheet's, job-medi a-sheets-conpl et ed,

time-at-creation, tine-at-processing

j ob-state, job-state-reasons

nunber - of -i nt erveni ng-j obs
This attribute set allows a sender to deternmine the load on a receiver
(and perhaps choose an alternative destination or warn the sendi ng
user).
See the discussion in section 8.4 of [4] for a description of how a
recei ver must behave if it receives a request for an attribute outside
this set.
An | PP administrator nay read all attributes.

6.3 Job subnmi ssion

A receiver MJST NOT support any of the optional job subm ssion
operations. What this neans is that the IPP printer object nust not

all ow ' QD sender-identity' on any operation other than 'print-job'.

A receiver MJST reject an operation (other than 'print-job') that
contains a 'QDsender-identity' job attribute. It does this by
returning a '401 not authorized' error
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6.4 O her Operations

Al'l other |PP operations MJST be treated as adnministrative by the

recei ver even in the case where |PP would normally permit them For
exanpl e the hol d-job operation cannot be used by a sender except in the
case where the sending user is identified as an | PP adninistrator

7 Security considerations

Q@D presents an interesting challenge of balancing security and
openness. Many of the envisaged uses of QD require confidentiality of
the data . at the sane tinme the receiver typically has no prior

know edge of the sender or the sending user. This last point wll
normal ly rule out all user-based authentication and access control

This is the reason for the restriction placed on querying and canceling

Q@ j obs.

7.1 Privacy

Any exchange between a sender and a receiver MAY be carried using the
privacy nmechani smspecified in IPP1.1 nanely TLS [9]. In some cases
this will also result in mutual authentication of the sender and
receiver (in the case where both sides have certificates).

7.2 Spoof - proofi ng

It is unlikely that |arge numbers of QD devices will have certificates
that will allow for mutual trusted authentication. This presents the
probl em of how one can guarantee that the @ identities that are
exchanged are valid.

The best solution to this would be to use digital signatures . this is
beyond the scope of this document.

7.3 Access control

It is expected that the najority of QD receivers will operate in a
public node. However a receiver MAY protect itself using any method
specified in [4] (digest authentication [11] for exanple) to restrict
access to any or all of its functionality.

7.4 Reduced feature set

An admi ni strator or device inplenenter may choose to setup up a device
so that it only works as a QD receiver (i.e., offers no 'native' |PP
features). In this node it offers a restricted set of features and may
be nore safely connected to the Internet.

A receiver that is operating in this node SHOULD do so by rejecting any
non- QD request with a '401 not authorized' error code.

8 Gat eways to other systens

A common scenario will be where QD acts as an on-ranp or off-ranp to
ot her document transni ssion systens.
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8.1 On- Ranps

"On-ranp' nmeans that the user with a docunent to send uses a QD sender
to transnit a docunent to a QD receiver that in turn transmts it to
some ot her destination.

In order that the internedi ate gateway shoul d know where to send the
docunent the sender needs to tell the gateway where to send the
docunent. The sender uses the '@-destination-URI' job description
attribute for this purpose. Note that this is only useful in the on-

ranp case.
The on-ranping receiver SHOULD i ndicate to the sender the addressing
schenes it supports for 'Q>destination-URI'. It does this with the

' QD-destination-schenes-supported' attribute.

8.2 O f-ranps

"OfFf-ranp' means that the user originally sends the docunent using sone
ot her mechanism The internedi ate agent then uses QD to transmt the
docunent to its final destination. QD has no specific support for off-

ranps.
9 Formal Attribute Definition

9.1 QD sendi ng-user-identity
Format: octetString(1023)
Type: job description
Description: This attribute is used by the sender to indicate the
sending user's identity to the receiver. It is in vcard fornat. Note
that a valid vcard identity block could exceed 1023 octets in |ength.
The sender inplenentation must ensure that the actual value is 1023 or
less | |ength.
Conformance: A @ receiver MJST support this attribute. A sender SHOULD
send this attribute
Exanpl e:

BEG N: VCARD

VERSI ON: 2. 1

N: Moor e; Paul

FN: Paul Mbore

ORG Peerl ess Systens NetworKki ng

TEL; CELL; VO CE: (206) 251-7008

ADR; WORK: ; ; 10900 NE 8th St;Bellvue; WA; 98004; United States of

Anerica

EMAI L; PREF; | NTERNET: pnoor e@eer | ess. com

REV: 19991207T2153417Z

END: VCARD

9.2 Q- receiving-user-identity
Fornmat: octetString(1023)

Moor e QUALDOCS wor ki ng group [ Page 10]
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Type: Job description

Description: This attribute is used by the sender to indicate the
identity of the intended human recipient. Refer to the description of
QD sendi ng-user-identity for a discussion of the length of this
attribute

Conformance: A QD receiver MJST support this attribute. A sender SHOULD
send this attribute

9.3 QD sender-identity

Format: name

Type: Job description

Description: This attribute is used by the sender to identify itself.
The presence of this job description attribute also marks the job as a
QD j ob.

Conf ormance: A receiver MJST support this attribute. A sender MJIST send
this attribute

9.4 Q@D-receiver-identity

Format: name

Type: Printer description

Description: This attribute uniquely identifies the receiver
Conf ormance: A receiver MJST inplenent this attribute.

9.5 QD desti nati on- scheme- support ed

Format: 1lsetOf type2 keyword

Type: Printer Description

Description: This attribute is used by the receiver to indicate what
formats it supports for the 'QD-destination-URI' attribute. The val ues
inthis list are URl schene names without their trailing ':' . i.e.
"ipp', 'mailto

Conf ormance: A receiver SHOULD i nplenment this attribute if it is acting
as an on-ranp.

9.6 QD desti nati on- UR

Format: UR

Type: Job description

Description: A sender SHOULD include this attribute in a job in the
case where it knows that the receiver is not the final destination. The
schenme of this URI MJUST be one of those specified by ' QD destination-
schene- supported'.

Conf ormance: An on-ranping receiver MJST support this attribute.

Moor e QUALDOCS wor ki ng group [ Page 11]



622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677

| NTERNET- DRAFT QUALDQOCS pr ot ocol 17 Decenber 1999

9.7 QD-recei ver

Format : Bool ean

Type: Printer description

Description: A receiver uses this attribute to indicate that it is a @
receiver.

Conformance: A @ receiver nust support this value and it rmust have the
val ue TRUE.

9.8 QD return-address

Format: URI

Type: Job description

Description: A conbined device uses this attribute to indicate the
address of its receiver when sending a job.

Conf ormance: A receiver MJST support this attribute (note that this
does not nean it necessarily does anything useful with it). A conbined
devi ce SHOULD send this attribute.

9.9 QD Tl FF-capabilities
Format: octetString(1023)
Type: Printer description
Description: The receiver uses this attribute to indicate the TIFF-FX
feature set it supports. It is encoded as per RFC 2531 [7].
Conf ormance: A receiver MJST inplenment this attribute.
Exanpl e:
This is taken directly from|[7].
(& (| (& (col or=Binary)
(image-file-structure=[TIFF-S, TIFF-F, TI FF-J])
(] (inmage-codi ng=[ VH, MR, MVR] )
(& (inmage-codi ng=JBI G
(i mage- codi ng- const rai nt =JBI G T85)
(JBI G stripe-size=128) ) )
(] (& (dpi=200) (dpi-xyratio=200/100) )
(& (dpi =200) (dpi-xyratio=1) )
(& (dpi =204) (dpi-xyratio=204/391) )
(& (dpi =300) (dpi-xyratio=1) ) ) )
(& (| (& (color=Grey) (color-Ilevel s<=256) )
(& (color=Full) (color-Ievel s<=65536)
(col or-subsanpling=["1:1:1","4:1:1"]) ) )
(image-file-structure=[TIFF-C, TIFF-1])
(col or - space=Cl ELAB)
(] (& (image-codi ng=JPEG
(i mage- codi ng- const rai nt =JPEG T4E) )
(& (inmage-codi ng=JBI G
(i mage- codi ng- const rai nt =JBl G T43)
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(JBI G stripe-size=128)
(i mage-interl eave=stripe) ) )
(dpi =[ 100, 200, 300])
(dpi -xyratio=1) ) )
( MRC- nnde=0)
(paper-si ze=[ A4, B4]) )
[Issue: The size of any attribute is linited to 1024 by | PP . the above
exanpl e is around 600. This could cause sonme problens with receivers
t hat support a lot of features.
Ei ther we cross our fingers and hope . or use an array]

10 Addenda

10.1 references

[1] Masinter , "Term nol ogy and Goals for Internet Fax", RFC2542

[2] Toyoda, GChno, Murai, Wng "A Sinple Mbde of Facsimle Using
Internet Mail" RFC2305

[3] Masinter, Wng, "Extended Facsimle Using Internet Mail", RFC2532

[4] deBry, Hastings, Herriot, |Isaacson, Powell, "Internet Printing
Protocol/1.1: Mddel and Senantics", draft-ietf-ipp-nodel-vll-
04. t xt

[5] Herriot, Butler , More, Turner, Wenn. "Internet Printing
Protocol /1.1: Encoding and Transport", draft-ietf-ipp-protocol -
v11-03.t xt

[6] Hastings, Manros, , Kugl er, Hol st, "Internet Printing

Protocol/1.1: Inplementer's Cuide", draft-ietf-ipp-inplenenters-
gui de-v11-00. t xt

[7] Klyne, MliIntyre. "Content Feature Schema for Internet Fax",
RFC2531.

[8] MclIntyre, Zilles, Buckley, Venable, Parsons, Rafferty "File Fornmat
for Internet Fax", RFC2301

[9] Dierks, Allen "The TLS Protocol Version 1.0", RFC 2246

[10] Bradner, S., "Key words for use in RFCs to |Indicate Requiremnment
Level ", RFC2119

[11] Franks, Hallam Baker, Hostetler, Leach, Luotonen,, Sink, Stewart,
"An Extension to HITP: Digest Access Authentication", RFC2069

[12] Dawson, Howes, "vCard M ME Directory Profile", RFC 2426

10.2 Acknow edgenent s

The author would like to thank the following for their contributions:
Ni ck Webb, Richard Shockey, Tom Hastings, Carl-Uno Manros.

Moor e QUALDOCS wor ki ng group [ Page 13]



734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
77
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793

| NTERNET- DRAFT QUALDQOCS pr ot ocol 17 Decenber 1999

10.3 Authors Address
Paul Moore
proor e@eer | ess. com
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Copyright (C The Internet Society (1998). Al Rights Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that commrent on or otherwi se explain it or
assist in its inplenentation may be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind,

provi ded that the above copyright notice and this paragraph are

i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving the
copyright notice or references to the Internet Society or other

I nternet organi zati ons, except as needed for the purpose of devel opi ng
I nternet standards in which case the procedures for copyrights defined
in the Internet Standards process nmust be followed, or as required to
translate it into |anguages ot her than Engli sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns. This
docunent and the information contai ned herein is provided on an "AS | S"
basi s and THE | NTERNET SOCI ETY AND THE | NTERNET AND THE | NTERNET

ENG NEERI NG TASK FORCE DI SCLAI MS ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORVATION HEREIN WLL NOT INFRINGE ANY RIGATS OR ANY |MPLIED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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